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The Utah Code 63F-1-204 requires the Division of Enterprise Technology and the Division of Integrated 
Technology to provide the Chief Information Officer a written analysis of the Agency IT Plans, including: 

• Affect on costs, operations, and services of the department and other agencies ; 

• Whether or not the projects impact multiple agencies and if they are appropriately designed and 
developed ; 

• Compliance with policies, procedures, and rules ; 

• Compliance with the state information architecture ; 

• Potential for Enterprise project implementation ; and, 

• Any recommended changes to the plan. 

Accordingly this document fulfills the requirement to provide an analysis of the FY 2015 IT Plans. 
 

 

Affect on Costs, Operations, and Services 
 
The vast majority of the IT Plan budget is dedicated to the maintenance of a relatively few number of large 
systems. The majority (over 80%) of the proposed budget is oriented towards maintaining and upgrading 
existing systems. 
 
 

 

• $122,216,067 Estimated Total Project Cost   

• $61,458,584   Estimated Ongoing (Annual) Cost 

• 237 Total Number of  Projects 
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There are 31 projects with a proposed budget of $1 million or greater.  These 31 projects comprise 72.9% of 
the total estimated IT Plan budget.  The top 5 projects based on budget are: 
 

● eREP:  $18,648,711 
● Uninsured Motorist:  $10,000,000 
● CUBS:  $6,201,875 
● GenTax:  $5,380,000 
● DOH DMFHF Production Support:  $4,239,240 

 
Other Project Statistics 
 

● A total of 237 projects were included in the IT plan 
● 42% of the projects have some regulatory compliance issue such as HIPAA, PCI, SSA or PPI 
● 107 projects involve the collection of sensitive or private data 
● 51% of the IT projects involve providing public access to information or services 
● Only 39 projects included a 24x7 access requirement 
● Two-thirds of all projects (157) have an authentication requirement 
● 89 projects (37.6%) are described as “mission critical” 

 

The trend continues to move away from legacy technologies and away from client-server systems.  Whether it 
is Delphi or Powerbuilder, most Agencies moving away from client-server are moving towards Microsoft .Net.  
This will make the need for expertise in this area even more important.  The bigger overall issue is that for 
agencies not making these conversions, it will continue to get much harder to find expertise and knowledge as 
well as opportunities to share resources.   
 
Some of the Plans are calling out longer device replacement cycles. This comes with the possibility of 
increasing the number of Desktop support calls as the agencies are working with older devices.  
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As anticipated, PCI Compliance will be a major factor in FY 2015.  For example, DABC indicates that it 
requires that “DABC will be working closely with DTS to meet the PCI-DSS version 3 compliance requirements. 
It will be necessary for DTS to meet the PCI-DSS SAQ-D Service Provider v3.0 requirements where 
applicable. The latest version of the PCI-DSS addresses shared responsibility between the merchant (DABC) 
and those that that are directly involved in the transmission of cardholder data on behalf of another entity. This 
also includes companies that provide services that control or could impact the security of cardholder data. 
Examples include managed service providers that provide managed firewalls, IDS and other services as well 
as hosting providers and other entities. Both DABC and DTS will be audited as per the PCI-DSS Version 3 and 
must be in compliance on January 1, 2015. They will be audited per the PCI-DSS Report of Compliance (ROC) 
by an PCI Certified ISA at he request of Chase PaymenTech.”    Similar needs are indicated in Tax and DNR.    

Agency Specific Issues 
 
AGRC 

• Additional Desktop replacements. DTS Desktop support is aware of the potential impact.  
• Six projects note Data Center Resources for GIS projects.  DTS Admin Services is prepared to assist 

agency requests.  
 
DEQ 

• Online Emissions Inventory: Requested application hosting and deployments.  
• Upgrade WAN stations for Air Monitoring Stations.  DTS is currently working with DEQ to provide 

improved WAN services.  
 
DHS:  

• ORSIS: Continued Mainframe Services at normal growth. 
• SAFE: Modest growth in servers. 
• USTEPS: Continued storage growth. 

 
DHRM:  

• DHRM is heavily leaning towards using the ININ solutions for their phones.  It will be important to look 
at the existing environment to ensure that this is set up correctly to handle additional load.   

• In an effort to better control costs, DHRM has finalized their ‘move’ from paying for dedicated IT 
resources at the beginning of the year and instead, using the ‘pool’. This may nor may not have an 
impact on DTS Revenues, depending upon their needs and how many resources they use from that 
pool.   

 
DNR 

• Computer Equipment Refresh:  DTS Desktop support is aware of the potential impact.  
 
Commerce:  

• Document Management System: additional storage, memory at average annual growth.  
• LES/MLO/eGov: Existing applications require additional storage space to accommodate normal annual 

growth, and migration into digitally imaged and scanned documents from paper based formats. DTS 
Hosting & Storage is aware of the potential impact.  

• DOC-FY15-Small System Support and Maintenance:  additional process and storage capacity; 
additional memory; retrieve and restore capability and the ability to accommodate annual growth. DTS 
Hosting & Storage is aware of the potential impact.  
 

DPS 
• Expanded Wireless Services for DL Offices expected in FY15.  
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• DPS-FY15-Hardware Purchases:  Refreshed Equipment will need to be installed (PC's and Printers).  
Desktop support is aware of the potential impact.  
 

DWS 
• Database Storage and Call Center infrastructure:  The Affordable Care Act (ACA) is currently impacting 

the number of DWS assistance cases substantially.  This growth is a concern for DWS. DTS is 
presently working with DWS to identify this impact on call center activities and applications. In support 
of their business requirements, DTS is implementing, with the cooperation of DWS and other state 
agencies, a new enterprise contact center solution (Interactive Intelligence). This solution replaces 
current DWS call center services and offers additional services to assist DWS meet ACA business 
requirements and facilitate new workflow strategies.  

• DWS-FY15-Content Manager Imaging:  Additional infrastructure host applications and databases 
requested/noted in plan.  

• DWS-FY15-Data Warehouse:  Additional space on the SAN; DTS Hosting & Storage is aware of the 
potential impact.  

• DWS-FY15-eRep:  Additional DTS Admin support requested to maintain servers and databases. 
• DWS-FY15-Utah Futures:  Additional database storage and servers noted in project plan.  
• DWS-FY15-UWorks:  Additional database storage and servers noted in project plan.  
• DWS-FY15-Web:  Additional database storage and servers noted in project plan.  

 
UDC 

• Business Intelligence Projects:  DTS Server Administration services requested.    
• Document Management (UDOCA):  DTS Server Administration services requested.  
• Miscellaneous COTS Applications:  DTS Server Administration services requested.  
• Miscellaneous Web Applications:  DTS Server Administration services requested.  
• Mobile Devices (Tablets):  DTS Desktop Services: Configuration of Devices. 
• M-Track Maintenance:  DTS Server Administration, application deployment services requested.  
• Offender Financial Accounting System:  DTS Server Administration, application deployment services 

requested.  
• O-Track Maintenance:  DTS Server Administration, application deployment services requested.  
• UCI Digital Print:  DTS Server Administration, application deployment services requested.  
• UCI Time and Attendance:  DTS Server Administration, application deployment services requested.  
• VDI:  DTS Desktop Support: Install and Maintain VDI devices.  
• Web O-Track:  DTS Server Administration, application deployment services requested.  

 
Labor 

• ULC-FY15-ULC Applications:  Additional process and storage capacity; additional memory; retrieve and 
restore capacity and the ability to accommodate estimated annual growth. 
 

TAX 
• USTC-FY15-Front End:  Server support for Wausau upgrade. DTS Server Admin is aware of the 

request.  
• USTC-FY15-GenTax:  DTS Sever Admin services to assist with upgrade to servers in order to remain 

current 
 

Impact to Multiple Agencies 
DHRM is heavily leaning towards using the ININ solutions for their phones.  The ability to balance this with the 
other projects for DWS, Tax and ORS will be a factor.  
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There are many ‘common’ initiatives this year.   For instance, many agencies need to deal more with credit 
card payments.  In some cases this is new, in some there is the need to expand, and in some there is simply 
the need to stay compliant.  Overall the need for following a secure, compliant process in dealing with the use 
of credit cards is a major theme for FY2015.   
 
Multiple agencies are also looking to move their Call Management Systems to new and/or enterprise solutions.  
This may be challenging to manage without proper planning and notification.  
 
Security is an overall concern of each agency.  The need to stay vigilant in this area is mentioned specifically in 
relation to almost every major system listed. It is very encouraging to find that some agencies such as DEQ are 
submitting plans like the DEQ-FY15 Application Security plan. Such plans focus on and list specific tasks 
planned for completion during the year.  This is something that may be productive for other Agencies to look at 
including as well. 

Compliance with Policies, Procedures, and Rules 
Almost all of the agencies are looking towards more eGov solutions, such as more online renewals for 
Commerce and online testing for DNR.   This re-emphasizes the need for following a good SDLC process, 
especially in the areas of security, accessibility and performance reviews.  
 
There is a concern with DAS Archives and the proper separation of duties with their Production Environments.  
Although, this is not tied to one any specific IT Plan, this must be reviewed in the coming year and may result 
in the need for more Hosting and System Administration help in conjunction with their Initiatives.  Nothing in 
their current IT Plans addresses this.  This by no means, is a solitary example.  During the coming year, IT 
Directors will need to work with the agencies to move towards a true separation of duties, for every 
applications, with no developers/contractors/vendors accessing production without Hosting assistance.  This 
may or may not add significant Hosting consulting charges to the agency, dependent on frequency and need.  
 

Compliance with State Architecture 
Big Data, Business Intelligence, and Data Analytics 
It is recommended that DTS explore the option of creating an enterprise level team to support increased 
demand for services related to big data and analytics. State government is still relatively new to technologies 
such as Hadoop, NoSQL databases, Spark, and Cloud Dataflow.  The ARB should develop standard platforms 
for utilizing, securing, and managing big data at the enterprise level. An enterprise big data/analytics team 
could also support mobile capabilities for business intelligence that provide employees and managers with 
robust access and analytics capabilities wherever they are.  
 
Website Development & Online Services 
Overall, the IT plans indicate an ongoing interest in the improvement of an already robust set of online services 
and informational websites.  New applications include constituent services tracking, online licensing system 
enhancements, Utah’s Own customer member services, a new GRAMA portal, the VISION system for WIC, 
and a drinking water digital data collection app. New apps and services will be included in the statewide Master 
Data Index. There are a few services that will need online payment integration that can be accommodated with 
Utah GovPay services. 
 
Mobile Strategy 
In formulating their FY15 plans, most agencies and their IT staffs, still have not identified separate mobile 
initiatives. Agencies need to incorporate mobile platform design strategies into their existing and new websites 
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and web applications. Over 26% of all utah.gov users are now using mobile platforms for access, and that 
number is growing rapidly. Agencies that do not recognize that trend from a responsive design perspective will 
have less satisfied customers as a consequence. 

 
The clear identification of a state mobile strategy has had some impacts.  The percent of department-level sites 
with responsive design has increased from 11% at the start of 2013 to 57% in July 2014. Utah has a fast 
growing number of mobile apps and services and agencies are using the devices to improve productivity. 
Some agencies have identified the use of tablets to improve field worker productivity such as that for Adult 
Probation and Parole.  

● DERR is planning to develop a mobile app for underground storage tank inspections. 
● DHS is working to support access to the CARE system from mobile devices. 
● Corrections is planning to improve mobile access to O-TRACK 
● UDOT is looking for an increase in data collection from smartphones and tablets, as well as 

mobile analytics for operations maintenance  
● UDOH is planning to make Eden and UMED accessible to tablet and phone users which are 

prominent in the healthcare community. 
● Public Safety is planning to implement a tablet based road skills testing system. 

 
Enterprise Network 
DTS will need to make continuous improvements to the network, including the addition of more bandwidth to 
keep pace with increased use of multimedia and video conferencing, along with expected growth in data. The 
upgrade to F5 load balancing should be leveraged by critical services to ensure reliability / uptime. 
 
Data Management and Open Data 
Open Data is a national movement that is just getting started in Utah.  SB70 is just at the beginning of its 
impact and there will be more demand for open data, data standards, and open APIs going forward. DTS will 
need to improve its management of data, strengthen its processes for cataloguing and classifying data, and 
create a structure for ensuring data quality. Management strategies need to reflect increased use of open 
source tools and opportunities for deployment of enterprise class open source databases and the emerging 
trends toward NoSQL platforms. 

 
Developing the DTS Hybrid Cloud 
The DTS private cloud does not provide consistent features and functionality for all agencies.  Automated 
provisioning of infrastructure as a service and platform as a service (PaaS) have continued to improve. DTS 
should plan to make the provisioning of these services even more transparent in order to ease a transition to 
hybrid cloud architecture that will support increased savings in storage and compute. 

 
Although we are using public cloud services (SaaS) such as Google Apps for Government and Salesforce 
CRM, we are not to the point of implementing managed cloud services that can seamlessly scale across a 
hybrid cloud infrastructure (IaaS). 
 
Database Software and Management Consolidation 
Our discussions with DTS staff and the review of IT plans indicate a significant opportunity exists to reduce 
cost and optimize management of the state’s database inventory by bringing all of these assets into a 
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consolidated management function.  A number of projects emphasize the need for real-time data sharing.  DTS 
will need to ensure that it can continue to rapidly provision storage on demand. Several agencies have 
indicated transitioning from databases that were listed in DTS standards as “maintain only” toward one which is 
supported going forward.  DTS should continue to pursue an enterprise data architecture that can reduce 
duplication and facilitate improved data sharing and multi-agency data analytics. 
 
Business Continuity  
Progress is still needed in order for Richfield to be able to operate as a stand-alone datacenter that would meet 
all the critical needs of state agencies in an emergency if the Salt Lake datacenter were to experience a major 
outage / catastrophe. Many services are backed up in Richfield, but the capability is not present to run 
operations in the event of a SLC complete failure. 
 
Innovations 
One of the keys to innovation is broader use of Open Source technologies. They represent an 
acknowledgement that as computers become more mature, components and protocols become more standard, 
and architectures become more integrated. This leads to many new and innovative solutions that can reduce 
costs and speed up time to benefit for agencies. Although a majority of the project budget is oriented toward 
maintenance of existing systems, DTS should continue to identify technologies that can support agency 
objectives of reducing cost, improving service, and creating new value for agencies and the public.  Several of 
those areas have been identified in this review.  
 
The Internet of Things (IoT) in State Government 
The Internet of Things describes a major transition that is impacting the global internet. Cisco estimates that by 
2020, 50 billion things will be connected to the internet. Utah may quickly become a leader in this area and 
several agencies are already involved.  For example, UDOT has one of the most advanced ATMS systems 
and has already connected all of its traffic signals throughout the state. Sensor networks, such as DEQ’s air 
monitoring stations will also be connected in order to provide real-time monitoring of the state’s air quality. The 
real-time data flows will drive new traffic on the state network, while providing new opportunities for big data 
analytics. 
 
Enterprise Service Bus 
The State has made a determination to deploy an Enterprise Service Bus utilizing the MuleSoft Enterprise ESB 
platform, which is an open-source solution. The ESB will be utilized initially by eRep, MMIS, and ORS, and will 
be available to all agencies. The ESB will support agency requirements for a modern messaging infrastructure 
for new and existing application development needs.           
         
Business logic in an application, or details regarding business processes, is separated from the details of 
communication channels. In addition, MuleSoft ESB supports Service Orchestration. This means that Service 
Oriented Architecture or SOA can be implemented to make online business’s services APIs available to 
outside developers. The solution supports multiple data formats, ensuring that it is relatively easy to port data 
across disparate applications. Messages between applications can be encrypted or encoded to add extra 
security that can be FIPS 140-2 compliant. The ESB implementation will provide a highly scalable environment 
that can be used by any government agency and their respective internal or external development teams. 
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Several projects identified throughout the IT plan have requirements that are consistent with those of the 
proposed ESB solution architecture. 

   
Migration of GIS Services to the Cloud 
Improvements in the delivery of ArcGIS cloud services by ESRI has prompted a migration to the cloud for 
provisioning GIS-based initiatives from Utah agencies, such as UPlan (http://uplan.maps.arcgis.com) or the 
DNR online mapping platform (http://utahdnr.maps.arcgis.com). These robust GIS-based portals are becoming 
platforms for project collaboration. 

Potential for Enterprise Project Implementation 
 
DHS Safe project includes an automated build process.  It would be wise to look at the potential of making this 
work as an Enterprise worthy process for all like apps throughout the State.  
 
Multiple agencies are exploring the use of tablets for services ‘in the field’ for such purposes as training/testing 
and inspections.  There seems to be the possibility for some collaboration in this area, as many of the base 
objectives seem the same.  This was explored a bit last year, but at the time, many of the projects were too 
early in the process and the funding and implementation schedules were too diverse.  There may be an 
opportunity to look at this again and at least review.  
 

Recommended Changes 
 
DAS’s Plan continues to indicate funding for many individuals within the application support and maintenance 
and DBA/SA areas.  For instance the DAS-FY15-Finance DBA Sys Admin Support plan states the following - 
This candidate for the ongoing maintenance and support of Finance Appliations. DBA System Administration 
Support. DTS has assigned four (4) analysts to these applications who work in the Division of Finance. The 
applications include FINET, Payroll, Data Warehouse, Payment Tracking, Finder, Garnishments, TAXI, 
eForms, Content Manager, Retirement System,Unclaimed Property, Payroll Indexing.   
 
DAS’ IT Director and Solutions Delivery staff have indicated that there are great possibilities for the use of 
‘pool’ resources and shared services personnel to fill these needs without forcing the customer to a dedicated 
FTE model.  Such an approach would give the agency the ability to work with specialists in certain areas and 
provide more appropriate separation of duties instead of having generalists cover all bases.  
 
99.5% of the 220 projects (all but one) reported that the project would start on the first day of the fiscal year, 
and end on the last day of the fiscal year.  As DTS moves towards improved resource management, we need 
to start being more precise with planned timelines. 
 

Execution and Management 

DTS Operation Plans will be developed in order to ensure successful execution of the DTS Strategic Plan, the 
Agency IT Plans, and this Analysis. Information technology strategic goals and initiatives should be 
measurable in terms of results, completion of deliverables, and adherence to cost estimates and project 
timelines. The DTS Dashboard will be utilized to measure DTS’ success in achieving goals and will 
demonstrate areas where improvement is needed. DTS will continue to develop Dashboard metrics based on 
the Strategic Plan that will be useful for the Department, and will enable better business practices and 
measurements for the success in providing excellent service to customers. DTS plans to provide over 60 
services with associated rates during FY 2015. 



2015 IT Plan - AT
Project Information

Name AT-FY15-Constituent Services Tracking

Description and Anticipated Benefits
The Constituent Services Tracking application will
track and maintain a record of calls and requests
received from constituents.

Project Manager Mark Mitchell
Organizational Impact Department candidate

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No anticipated changes

1



2015 IT Plan - AT

Project Financial Information
Estimated Project Cost $5,000.00
Estimated Anual Operation/Maintenance Costs $3,508.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation No building block anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $1,480.00
Contract Dollars $0.00

Other Dollars 0.00

2



2015 IT Plan - AT
Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per Product Description

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per Product Description

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project

A new hosted LAMP slice will be required for the
candidate along with DB services.  Development time
will also be required.

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low

3
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

Agency  
 
 
 
Agency Mission Statement 

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 
 
Agency Business Objectives that have IT projects supporting them  

 
 
 
External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

The mission of the Utah Board of Pardons and Parole is to render just decisions by balancing victim 
needs, offender accountability, and public safety with regard to the length of incarceration, parole 
supervision, termination of sentence, commutation of sentence, and pardons. 

To provide information technology services that achieves the objectives of the Board of Pardons and 
Parole, and of state government, for the benefit of Utah citizens. 

Ensure that the DTS services (O-Track & UDOCA Application Support, Desktop Support, First Call 
Problem Resolution, etc) provided to the Board of Pardons meets or exceeds the target criteria 
specified in the DTS / BOP Service Level Agreement. 

• Effectiveness in conducting hearings 
• Efficiency in preparation for hearings 
• Make consistent, rational, and careful decisions 
• Provide optimum protection of the public 
• Provide service in the most cost-effective, efficient manner 
• Respond to all inquiries in a timely fashion 
• Safeguard the rights, privileges, and interests of victims and offenders 
• Thoroughness in reviewing individual cases 
• BOP website management 

Board of Pardons and Parole 
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Describe the Agency business changes that will occur as a result of these impacts 

 
 

Describe the Information Technology Impact that will occur due to these changes 

 
 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 
 

Accomplishments of FY2014 
DTS / Board of Pardons and Parole 

FY2014 Accomplishments 
Application Development 

 
 
Board Pardons and Expungements 
This new stand-alone web application was completed, tested and released this year. It handles the 
Board’s duties with reviewing and rendering decisions on Pardons. The application also supports the 
Board’s new legislated responsibilities issuing Expungements with Pardons. It supports receiving and 
reviewing reports, calendar scheduling, case preparation, hearings, decisions, issuing official 
certificates and orders, etc.  
 
Board of Pardons Special  Attention Requests 

In calendar year 2013, the number of hearings the Board conducted totaled 3992 and the number 
of decisions totaled 11,028. External forces such as more severe legislative sentences and crime 
categories, higher felony case filings and commitments to prison and increasing inmate population 
affect Board workload, and mandate continual review of Information Technology resources in order 
to provide more timely and efficient information processing for the agency and its stakeholders. 

The Board may request additional funding from the legislature for IT expenses, as needed to manage 
experienced workload growth. 

Greater efficiencies will need to be realized with current agency IT services and infrastructure. 
Support for video conferencing hearings will continue to increase. 

• As documented in the BOP/DTS FY2014 Service Level Agreement and associated Product 
Descriptions. 
 
• Status reports provided during Quarterly BOP/DTS meeting. 
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This is the beginning of a series of major development projects over the next several years that will 
truly move the Board’s administrative processes out of steno pads, paper files and rolling file trays 
into the automated age. A four phase master plan was designed and developed during FY2014, and 
the first two phases completed. These provided a significant labor savings to Board administrative 
staffs by automating signatures on specific incoming requests and reports, and providing for a more 
efficient internal routing capability. Future phases will basically automate all of the internal 
processes. The work completed to-date involved Board management and staffs working together 
with UDC staffs and DTS application development.   
 
Board of Pardons (BOPP) Module of O-TRACK Web 
This is the fourth major module of O-TRACK being converted to the web environment from client 
server. Directly started after completion of the Incidents Unit, this is a parallel development track of 
the O-TRACK project intended to bring the complete migration to an end simultaneous to UDC DIO. 
Started in May, the Project Team has been organized, oriented and started project team meetings. 
Scope and requirements are being defined and weekly GAP sessions are underway to define 
changes and enhancements needed.  
 
This portion of O-TRACK provides support for all Offender related activities of the Board in handling 
its sentence computations, receiving and reviewing reports from Corrections units, calendar 
scheduling, case preparation, hearings, decisions, issuing official certificates and orders, etc.  
 
 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 

 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 

No public/private partnerships 

None 

Not applicable. 
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If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

 
 
IT Budget Summary for Agency 

BOP is very concerned with information security. As DTS develops and implements security 
standards for the state, those standards will need to be implemented at BOP. BOP intends to be 
a partner in that process and expects that any changes to how BOP electronic data is secured, 
stored, or transmitted, will be coordinated with the Agency. Also, BOP expects that security will be an 
ongoing discussion item in the Quarterly BOP / DTS meeting.  This information is provided as an 
estimate. 

The closing budget for FY13 was $149,539.   
 
The budget for FY14 looks to be on track for $160,672 due to the “Special Attention Request” 
development. 
 
The estimated budget for FY15 is $150,000. 

7



2015 IT Plan - BOP
Project Information

Name BOP-FY15 O-Track & UDOCA Application
Maintenance

Description and Anticipated Benefits

The Board of Pardons utilizes two applications
that are primarily maintained by the Utah
Department of Corrections, O-Track and UDOCA.
O-Track is a mission critical application used to
track Offender / Inmate information.  UDOCA is a
document management system used to manage
Offender / Inmate documentation.  Any requested
changes to these applications must be
coordinated with the Utah Department of
Corrections.  It's expected that the BOP O-Track
module will be converted to the web version as
part of UDC's multi-year Web O-Track project.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Enhance existing application/product,Develop
new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements

8



2015 IT Plan - BOP

Project Financial Information
Estimated Project Cost $20,000.00
Estimated Anual Operation/Maintenance Costs $1,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $20,000.00
Contract Dollars $0.00

Other Dollars 0

9



2015 IT Plan - BOP
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Agency,State
Information Types Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project

Server support and maintenance, application
deployment

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low

10



2015 IT Plan - BOP
Project Information

Name BOP-FY15 Web Application Maintenance
Projects

Description and Anticipated Benefits

Support Board of Pardons external website and
other web applications.  Review functional
requirements and select appropriate extensions
or 3rd party products to support business needs.
Additionally, support core software updates when
current version reaches end of support.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Enhance existing application/product,Develop
new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - BOP

Project Financial Information
Estimated Project Cost $10,000.00
Estimated Anual Operation/Maintenance Costs $1,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $9,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - BOP
Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange State,Public
Access Agency,State,Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project

Server support and maintenance, application
deployment

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

Agency  
 
 
 
Agency Mission Statement 

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 
 
Agency Business Objectives that have IT projects supporting them  

The Mission of the DABC is to conduct, license and regulate the sale of alcoholic products in a 
manner and at prices that: 
 
Reasonably satisfy the public demand and protect the public interest, including the rights of citizens 
who do not wish to be involved with alcoholic products; and Will promote the reduction of the 
harmful effects of: 
(a) over consumption of alcoholic products by adults, 
(b) consumption of alcoholic products by minors, and 
(c) impaired driving; and 
Promote the public interest by enforcing the Alcoholic Beverage Control Act in a way that is fair, 
impartial, consistent, and equitable. 

The DABC has unique technology requirements that are essential to the efficient performance of its 
warehousing, distribution, and product sales functions.  With the transition to the State’s centralized 
technology resources, the goal is to ensure the continued availability of all production systems while 
ensuring appropriate data and PCI security compliance. 
 
In addition, Technology staff support the DABC’s proactive approach to system enhancements and 
the adoption of new technologies that promise efficiency gains and/or cost reduction. 

To maintain a highly skilled on-site team of developers and infrastructure support specialists 
providing a rapid response to daily support issues throughout the agency’s 7-day week, and to 
ensure that knowledgeable resources can react to any activation of the Disaster Recovery Plan. 
 
Our secondary focus is to facilitate the evaluation, adoption, and integration of new or enhanced 
technologies to support the agency in its business and educational goals.   
 

Department of Alcoholic Beverage Control 
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

 
External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

 
 

Describe the Agency business changes that will occur as a result of these impacts 

 

Promote the adoption of sound business practices. 
 
Providing broad access to information, effective education, and public awareness programs with 
regard to the risks and societal costs associated with underage drinking and alcohol abuse. 
 
Improving customer service and convenience in all dealings with the DABC. 
 
Achieve efficiencies in Warehousing, Retail, and Corporate Operations, adopting new or enhanced 
technologies in response to legislative mandates, market trends, industry best practices, and agency 
growth. 

As Utah’s resident and tourist populations increase, the DABC will continue to seek methods by 
which it’s warehousing, retail, and outlet licensing operations can continue effectively and efficiently 
without impacting those who are not consumers of the agency’s products. 
 
 
There are several red flags indicating our current warehouse management system (WMS)is at an end 
of life. Over the past 16 years the Escalate E1 Enterprise Suite has changed hands four times. Each 
time more and more customers are lost and rarely are new customers added. They do have 11 
customers still on the system and many of the customers are looking to go to their latest solution 
(when available) which would include Oracle 11.  
 
The last change of ownership occurred in March 2012 when Symphony Teleca stepped in and 
purchased the software. Symphony Teleca’s intent was to upgrade the system so it could then be 
marketed as a viable WMS solution. However, Symphony Teleca has missed some important 
deadlines with this project and the soonest deployment of the system to one of their customers is 
May 2014. However, the May 2014 deployment of the solution has now been pushed. 
 
As of now, DABC’s WMS system runs on Oracle 9 which is no longer supported by Oracle. This puts 
DABC at a risk if a situation comes up that cannot be resolved by Symphony Teleca. 
 
Other WMS are currently being evaluated. 

The agency will continue to pursue efficiencies in all operational areas with the aim of reducing 
overhead and maximizing the transfer of profits to the state. 
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July 1, 2014  

 
Describe the Information Technology Impact that will occur due to these changes 

List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 
 

Accomplishments of FY2014 

 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 

FY-15 Currently DTS will continue to convert old Delphi programs to C# programs. An office Intranet 
has been created for office and warehouse custom written programs. We will continue to work with 
key vendors that support our major systems at DABC. These vendors will be involved with custom 
written programs to insure we are accessing and modifying tables and data correctly. 
 
With the implementation of a new Warehouse management System, DTS’s focus would be to 
implement the new WMS and limit the creation of custom programs. Interfaces would need to be 
created for the ASRS system, Pick-to-Voice system and the POS system. 
 

Each fiscal year commences with a clear understanding of the costs necessary to maintain the 
existing infrastructure, system, and anticipated projects.  System performance metrics are clearly 
defined in product-specific Service Level Agreements between the agency and DTS and it is expected 
that the support organization will meet the level of service the DABC is accustomed to.   
 
New projects or demands that arise during the year are reviewed and prioritized by business leaders 
within the bi-monthly I.T. Advisory Committee. 

Compliance System 
 
Licensee Sales 
 
Central ized Ordering 
 
POS system update replaced Windows XP with Windows 7 
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July 1, 2014  

 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

Access to Liquor Licensee records and Violation histories for the Department of Public Safety(Special 
Bureau of Investigations – Liquor Control Unit), Department of Workforce services, State Tax 
Commission, Federal Tax Commision,   
 
 
Collaboration with the technology professionals of other Control Jurisdictions through the National 
Alcohol Beverage Control Association (NABCA) 
 
Uploads to State FiNet 

Parents Empowered website (including Mothers Against Drunk Drivers) 
 
Product & Sales data to the National Alcohol Beverage Control Association (NABCA) 

Ongoing support of online services for licensees and the general public including 
 Licensee Renewals 
 Vendor Price-Calculator (for price point calculations) 
 Product Ordering (for Licensees) 
 Special orders (General public) 
 Product Locator 
 Price lists and price lookup 

DABC will be working closely with DTS to meet the PCI-DSS version 3 compliance requirements.  It 
will be necessary for DTS to meet the PCI-DSS SAQ-D Service Provider v3.0 requirements where 
applicable. The latest version of the PCI-DSS addresses shared responsibility between the 
merchant (DABC) and those that that are directly involved in the transmission of cardholder data 
on behalf of another entity. This also includes companies that provide services that control or could 
impact the security of cardholder data. Examples include managed service providers that provide 
managed firewalls, IDS and other services as well as hosting providers and other entities.  Both 
DABC and DTS will be audited as per the PCI-DSS Version 3 and must be in compliance on January 
1 , 2015.  They will audited per the PCI-DSS Report of Compliance (ROC) by an PCI Certified ISA at 
the request of Chase PaymenTech. 
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IT Budget Summary for Agency 

 
 
 
Indicate any changes in the budget from the previous year.  If there are changes, list the specific DTS 
service(s) that will be impacted and the amount of increase or decrease. 

 
$757,788 Infrastructure Support Rates 
   Desktop  217,170 
   Network  217,536 
   Security     74,160 
   Hosting   168,000 
   MLA            7,922 
   Misc. IT Expense    35,000 
 
$205,870 Infrastructure Maintenance including: 
   General Infrastructure 
   PC/Laptop and Peripheral Replacements 
   Video Surveillance System Replacements 
    
$859,193 Systems maintenance including: 
   In-house Software Maintenance 
   Custom code conversions from Delphi to .Net/C# 
   System Software maintenance contracts and licensing fees 
   Website and web services 
   Disaster Recovery Plan  
   DABC Project Overtime for DTS Staff 
 
 

 
No Changes 
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2015 IT Plan - DABC
Project Information

Name DABC-FY15-01-Infrastructure Maintenance

Description and Anticipated Benefits

Routine Maintenance and scheduled replacement
of Infrastructure components at the DABC.  This
is a perpetual project covering the minimum costs
necessary to sustain the existing infrastructure
components including UPS's, Anti-virus and
patch management products, PC & Peripheral
replacements and support,

Project Manager Christopher Christensen
Organizational Impact Department candidate

Purpose
Develop new application/product,Enhance
existing application/product,Maintain existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NONE
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2015 IT Plan - DABC

Project Financial Information
Estimated Project Cost $205,870.00
Estimated Anual Operation/Maintenance Costs $9,850.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $179,140.00
Software Dollars $3,880.00
Labor Dollars $10,000.00
Contract Dollars $3,000.00

Other Dollars 0.00
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2015 IT Plan - DABC
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange State
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover N/A

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement N/A

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project NONE

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Medium
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2015 IT Plan - DABC
Project Information

Name DABC-FY15-02-WMS

Description and Anticipated Benefits

The Warehouse Management System (WMS) is
the core Enterprise Resource application in
service at the DABC.  The "WMS" incluces the
Licensing and Software Maintenance costs for
the WMS software, its Oracle back-end database,
and associated DBA database maintenance
tools.

Project Manager Christopher Christensen
Organizational Impact Department candidate

Purpose Enhance existing application/product,Maintain
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - DABC

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $163,475.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation 163475.00

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0

23



2015 IT Plan - DABC
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange State,Public
Access Agency,Public,State
Information Types Financial-bank accounts routing information,Credit Card
Regulatory Compliance PCI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NOT REQUIRED

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NOT REQUIRED

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project NONE

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level High
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2015 IT Plan - DABC
Project Information

Name DABC-FY15-03-AS/RS

Description and Anticipated Benefits

The Automatic Storage and Retrieval System
(AS/RS) includes all hardware and software
components involved in the operation of the
robotic "overstock" warehouse.  This includes
inventory control within the AS/RS itself, and the
induction and replenishment transport systems
that control product movement into and out of the
facility.  This project provides for the minimum
costs associated with software licensing and
maintenance fees, and basic software upgrades.

Project Manager Christopher Christensen
Organizational Impact Department candidate

Purpose
Maintain existing application/product,Develop
new application/product,Enhance existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NONE
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2015 IT Plan - DABC

Project Financial Information
Estimated Project Cost $50,600.00
Estimated Anual Operation/Maintenance Costs $50,600.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DABC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Agency,State
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project NONE

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level Medium

27



2015 IT Plan - DABC
Project Information

Name DABC-FY15-04-POS

Description and Anticipated Benefits

The Point-of-Sale (POS) system provides all
wholesale and retail functions necessary to
operate the DABC's State Liquor Stores.
Centered around a POS product from SAP, this
system also includes Electronic Funds
Processing functionality that will shortly be
provided by a separate vendor. As with other
"Maintenance" candidates, this line-item covers
the minimum License purchase and software
maintenance fees associated with the system
and its components

Project Manager Christopher Christensen
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives 0
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2015 IT Plan - DABC

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $112,292.00
Anticipated Supplemental IT Appropriation 112292.00

Anticipated Building Block Request for an IT Appropriation 0

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DABC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Agency,State

Information Types Financial-bank accounts routing information,Credit Card,Personal Private
Information

Regulatory Compliance PCI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project NONE

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level Medium

30



2015 IT Plan - DABC
Project Information

Name DABC-FY15-05-Compliance

Description and Anticipated Benefits

This candidate covers the software licensing and
software maintenance fees related to the DABC's
Licensing and Compliance Database. At present
this is a custom-written system that is maintained
by on-side maintenance programmers, but it in a
redundant language (Delphi) and is in need of
replacement - possibly with a commercial
offering.

Project Manager Christopher Christensen
Organizational Impact Cross-department candidate

Purpose Maintain existing application/product,Enhance
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NONE
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2015 IT Plan - DABC

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DABC
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange State
Access Agency,State
Information Types Personal Private Information
Regulatory Compliance PCI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover N/A

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement N/A

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project NONE

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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2015 IT Plan - DABC
Project Information

Name DABC-FY15-06-Small Systems

Description and Anticipated Benefits

This candidate provides the License purchase
and software maintenance costs associated with
any Small PC-based applications that are
deployed to serve a unique function with a limited
number of users.  At present, this covers
"Spaceman" (a single-user merchandising
system) the Carillon financial system and
Voxware Pick-to-Voice system.

Project Manager Christopher Christensen
Organizational Impact Department candidate

Purpose Maintain existing application/product,Enhance
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NONE
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2015 IT Plan - DABC

Project Financial Information
Estimated Project Cost $10,760.00
Estimated Anual Operation/Maintenance Costs $10,760.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DABC
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange State
Access Agency,State
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project NONE

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DABC
Project Information

Name DABC-FY15-07-Internal Development

Description and Anticipated Benefits

This project covers the daily work of the in-house
Software Development group in their support of
all production systems which includes program
maintenance and miscellaneous development
work on new or enhanced functionality.

Project Manager Christopher Christensen
Organizational Impact Department candidate

Purpose
Develop new application/product,Enhance
existing application/product,Support of UCA 45-4-
503,Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NONE
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2015 IT Plan - DABC

Project Financial Information
Estimated Project Cost $492,544.00
Estimated Anual Operation/Maintenance Costs $492,544.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DABC
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange None
Access Agency

Information Types Credit Card,Financial-bank accounts routing information,Personal Private
Information

Regulatory Compliance PCI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover N/A

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement N/A

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project NONE

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level High
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2015 IT Plan - DABC
Project Information

Name DABC-FY15-08-Website and WebApps

Description and Anticipated Benefits

Support and Enhancement of the DABC Website
and Web Services provided for agency
customers, vendors, and associated State
Agencies.

Project Manager Christopher Christensen
Organizational Impact Department candidate

Purpose
Enhance existing application/product,Develop
new application/product,Support of UCA 45-4-
503,Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NONE
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2015 IT Plan - DABC

Project Financial Information
Estimated Project Cost $29,522.00
Estimated Anual Operation/Maintenance Costs $29,522.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DABC
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange Public
Access Public,State,Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 Yes

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project NONE

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level High
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

Agency  
Agriculture and Food 
 
Agency Mission Statement 
Promote the healthy growth of Utah agriculture, conserve our natural resources, and protect our food supply. 
 
Statement of Agency IT Vision/Mission that reflects SLA content 
Provide continuous, efficient and high-quality Information Technology support and services to our agency users to 
facilitate employee communications and efficiencies as they promote Utah’s agriculture and protect our food supply. 
 
Information technology objectives of the agency 
Improve communication and ensure food and consumer safety through more readily available information to the 
public and agency regulatory officers. 
 
Allow more efficient use of human resources by expanding online payment options for the agency’s customers. 
 
Agency Business Objectives that have IT projects supporting them  

• Improve communication and awareness. 
• Conserve and enhance Utah’s lands and natural resources. 
• Ensure food safety and consumer protection. 
• Online Applications and Streamlined Processes 

 
External Forces 
Describe the Federal, Economic, and Industry forces that will impact your agency operations over the next 2-3 
years: 
Reduced budgets are putting constraints on the number of regulatory officers available to serve the ever increasing 
population and businesses. 
 
Increase in food recalls and concerns over food safety require more frequent and diverse food sampling and testing. 
 
Increased concerns over noxious weeds and grazing improvement. 
 
More frequent need to support farms and ranches impacted by drought, fire, and insects.  
 
Increased security assaults on state government in general. 
 
Describe the Agency business changes that will occur as a result of these impacts 
There will continue to be a search for more efficiencies which will allow employees to accomplish their mission 
with the same amount of funding. 
Division consolidation and organizational changes to focus on grazing and environmental issues. 
 
An increased focus on controlling invasive plant species. 
 
Increased need for security controls. 
 

 Describe the Information Technology Impact that will occur due to these changes 
• There will be more demand for applications with labor saving functions. 
• Updating of databases and permissions to reflect the organizational changes. 
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• Need for more applications and functionality for field employees. 
• There will be a greater focus on making information available to the public and enhancing the ability of the 

public to do business with DAF online 
 
List any performance measures used by the agency for implementing the agency’s information technology 
objectives. 
Improve communication and ensure food and consumer safety through more readily available 
information to the public and agency regulatory officers. 
 
Measured through monthly management surveys with feedback scores, as well as through regular customer service 
meetings. 
 
Allow more efficient use of human resources by expanding options for the agency’s customers. 
 
Measured by DTS report showing the number of online payments. 
 
Accomplishment of Security Risk Assessment mediation tasks. 
 
Accomplishments of FY2014 
Application Group 

• Citations Tracking (May 2013 – Oct 2013) - This new application allows authorized division staff to enter 
information for violation citations, submit it for approval to their director, print the citation notice, and 
track both notices due and the payments received. It accepts attachments to the citation and generates 
reminders when an action is due.  

 
Alternately, Animal Industry inspectors may manually issue citations in the field and later their division office 
technicians will enter them into this Citations Tracking system.  
 
The project is for citations based on a violation not for citations triggered by an overdue renewal or registration 
payments.  
  
New Application Advantages: 

◦ Citation logos headings, format, numbering, rules, processing, and amounts will be the same across all 
divisions. 

◦ Citation notices will contain all legally required information and be approved by the directors before 
they are sent out. 

◦ Payments will be processed more quickly by use of a barcode instead of manually entry. 
◦ Reminders will automatically be sent to program managers and directors to facilitate prompt consistent 

follow up on unpaid citations. 
 
Estimated Savings - Time spent entering citation payments and a larger percent of citations will be paid due to 
consistent follow up. Actual dollar amount of savings is unknown. 
 

• Other Accomplishments - In addition to the projects above, we maintained 35 agency applications and 
made over 49 agency requested enhancements to existing applications.  
◦ Non Project Enhancements: 

  Animal Entry Permits:  1 
  BIC Audit:   4 
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  Boards and Committees: 1 
  Brands Registration:  6 
  Cash Receipts:  2 
  CD Election:   1 
  Citations Tracking:  2 
  Customers:   3 
  Dairy:    3 
  Elk Ranches:   1 
  ENARS:   3 
  Establishment Registrations: 2 
  Herbarium:   1 
  Horse Travel Permits:  2 
  Licensing:   6 
  Predator Collections:  1 
  RUP:     1 
  Seed Lab Analysis:  2  
  UDAF Website:  Many 
  Other:    2 
Desktop 

• Active Directory Desktop Conversion 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 
Our pesticide product registration application provides information to the EPA’s National Pesticide Information 
Retrieval System. 
 
Our WinWam system provides gas pump and underground storage tank information for the Tax department and 
DEQ as needed. 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 
Partnering with the Natural Resources Conservation Service to improve treatment practices and herbicide 
application. 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government products 
and services provided electronically).  
The Product Registration application will now allow online renewal and allow the manufacturers of feed, fertilizer 
and pesticides to update their product list online. 
 
The General Online Payment system continues to expand in the types of payment transactions that are accepted 
online. 
 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 
DAF development teams are alerted to security issues, and efforts to comply to DTS security directions are being 
implemented at the development level for which DAF is fully supportive.  All development efforts will comply as 
much as possible to DTS security directions.   DAF is implementing several security measures resulting from tasks 
outlined in the Application Security Assessments. 
 
IT Budget Summary for Agency 
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Budget information was obtained through CIMS (ITUAM) and reflects the amounts paid to DTS through rates.  
Additional IT expenses may be directly billed to the agency for equipment purchases and contract payments. 
 
 Total 6300 (Telecom) 6500 (Data) 6534 (Agency 

Spending) 

FY2011 $643,542.07 $60,887.55 $582,654.52 Directly Billed 

FY2012 $643,635.94 $62,692.29 $580,943.65 Directly Billed 

FY2013 $659,929.19 $63,790.84 $596,138.35 Directly Billed 

FY2014 (thru 4/1) $597,886.22 $50,960.66 $546,925.56 Directly Billed 

FY2015 (EST) $643,589.01 $63,241.57 $588,541.00 Directly Billed 
 
 
 
Indicate any changes in the budget from the previous year.  If there are changes, list the specific DTS 
service(s) that will be impacted and the amount of increase or decrease. 
No significant change to the IT budget are anticipated for FY2015.   

46



2015 IT Plan - DAF
Project Information

Name DAF-FY15 Animal Industry Information system

Description and Anticipated Benefits

Replace existing office applications, add field
application client and many new functions.
Interface with some Agriculture and Food and
State of Utah systems.

Project Manager Ken Gee

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DAF

Project Financial Information
Estimated Project Cost $750,000.00
Estimated Anual Operation/Maintenance Costs $35,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation
UDAF may pursue a building block to
complete the project and for ongoing
maintenance.

IT Assets to Complete Project
Hardware Dollars $47,000.00
Software Dollars $5,000.00
Labor Dollars $35,000.00
Contract Dollars $675,000.00

Other Dollars 0
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2015 IT Plan - DAF
Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education,Energy

Impact on Infrastructure Operations Services that
may result with development of Project May need db and application hosting.

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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2015 IT Plan - DAF
Project Information

Name DAF-FY15 Application Maintenance

Description and Anticipated Benefits
Maintenance release projects on existing
applications as needed, specific applications will
be detailed at the Project level.

Project Manager Ken Gee
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DAF

Project Financial Information
Estimated Project Cost $236,800.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $236,800.00
Contract Dollars $0.00

Other Dollars 0

51



2015 IT Plan - DAF
Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Best effort / dependent on specific application

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Best effort / dependent on specific application

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Education

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low

52



2015 IT Plan - DAF
Project Information

Name DAF-FY15 Application Security

Description and Anticipated Benefits

Series of projects to address vulnerabilities
discovered during the Risk Assessment, Security
Plan, or Enterprise Security Council meetings.
Projects may deal with protecting against SQL
Injection, Encryption, removing functionality or
fields that are sensitive but not necessary.

Project Manager Ken Gee
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DAF

Project Financial Information
Estimated Project Cost $39,400.00
Estimated Anual Operation/Maintenance Costs $5,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $34,400.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Best effort

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Best effort

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DAF
Project Information

Name DAF-FY15 Field Inspections

Description and Anticipated Benefits

Field inspections of bedding, upholstered
furniture, quilted clothing, plant nurseries, feed
products,  feed establishments, fertilizer products,
fertilizer establishments, pesticide products,
pesticide establishments, organic crops, organic
livestock, organic food processors, seed
samples, phytosanitary certificates for hay and
straw, pesticide worker protection, and pesticide
application enforcement. This application allows
entry of field inspections on a client (laptop) along
with recording of any samples collected. It  then
transfers the inspection and sample information
to a Master database in the main office  for
reports, analysis of data, and sample testing.
Update of client's customer information and code
will occur remotely.  This project is for Multiple
divisions, including Plant Industry and Regulatory
Services.

Project Manager Ken Gee
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DAF

Project Financial Information
Estimated Project Cost $175,000.00
Estimated Anual Operation/Maintenance Costs $10,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $10,000.00
Software Dollars $0.00
Labor Dollars $155,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DAF
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Energy,Education,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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2015 IT Plan - DAF
Project Information

Name DAF-FY15 FSMS Manufactured Foods

Description and Anticipated Benefits

This 5 year project will enhance the FSMS (Food
Sanitation Management System) to be able to
trackManufactured Food inspections separately
from other retail and food warehouse inspections.
This change will allow compliance with new FDA
guidelines and better protect the food supply by
adding inspection items like environmental
bacteria testing at food processing plants.
NOTE: this Candidate ONLY deals with the
application protion of the overall project.  The
overall project, including filling new empoyee
positions, are being tracked and managed by the
DAF Project Manager in the Regulatory Services
division

Project Manager Ken Gee
Organizational Impact Department candidate

Purpose Enhance existing application/product,Enhance
existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DAF

Project Financial Information
Estimated Project Cost $300,000.00
Estimated Anual Operation/Maintenance Costs $10,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $290,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs,Education,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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2015 IT Plan - DAF
Project Information

Name DAF-FY15 IT Equipment refresh

Description and Anticipated Benefits Replacement of PC's & laptops on a 4 year cycle.

Project Manager Bill Boudreau
Organizational Impact Department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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2015 IT Plan - DAF

Project Financial Information
Estimated Project Cost $50,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $50,000.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DAF
Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Best effort

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Best effort

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Education

Impact on Infrastructure Operations Services that
may result with development of Project Desktop replacements

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DAF
Project Information

Name DAF-FY15 Licensing Corporate Enhancement

Description and Anticipated Benefits

Enhancements to the Licensing System to handle
Corporate wide renewal and 3rd party renewals.
Businesses with multiple outlets find the current
renewal process to be cumbersome, they have to
renew each outlet individually.

Project Manager Ken Gee
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements, discovered
during analysis & design

65



2015 IT Plan - DAF

Project Financial Information
Estimated Project Cost $74,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $74,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access Public,Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DAF
Project Information

Name DAF-FY15 Utahs Own Website

Description and Anticipated Benefits

Continuation of FY14 candidate.  Re-Build and
host Utah's Own web site supporting the Utah's
Own program with member self-updatable
profiles database.

Project Manager Ken Gee

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DAF

Project Financial Information
Estimated Project Cost $60,000.00
Estimated Anual Operation/Maintenance Costs $7,200.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $60,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange Public
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 30 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 30 days

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Education,Jobs,Energy

Impact on Infrastructure Operations Services that
may result with development of Project Hosted by Vendor, none expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Agency  DEPARTMENT OF ADMINISTRATIVE SERVICES 
 
 
Agency Mission Statement 

 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
Information technology objectives of the agency 

 
Agency Business Objectives that have IT projects supporting them  

 
 
External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

Deliver support services of the highest quality and best value to government agencies and the 
public. 

The mission of IT at DAS is to help DAS attain their mission of "Deliver support services of the highest 
quality and best value to government agencies and the public."  We will do this by providing efficient 
and effective IT planning and execution. 

The primary objective of IT at DAS is to assist in meeting the vision and goals of the department and 
deliver IT services that help each division meet their business requirements. 
 

 
1. Provide quality, low-cost services to State agencies. 
2. Provide accurate and reliable central management and reporting of the State's financial 
resources. 
3. Oversee the cost-effective construction and management of State facilities. 
4. Provide leveraged purchasing support to reduce costs to State agencies. 
5. Provide accurate timely customer information through the use of business intelligence. 
6. Provide accurate processing of payroll for state employees. 
7. Provide for effective claims processing in Risk Management 
8. Assist in providing cost effective solutions for electronic records management. 
9. Provide automation for rules management. 
10. Provide for efficient management of the state Fleet and the fuel network. 
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Describe the Agency business changes that will occur as a result of these impacts 
It will be necessary to effectively measure our performance.  This will require a strong tie to our 
customers, understanding their needs and responding in productive ways to their issues.  Our 
business practice must value above all the needs of our customers.  This will require us to 
emphasize collaborative problem solving and shared services.  All employees need to view their work 
from a customer perspective in all circumstances and understand each of our different stakeholders.  
We must understand how our stakeholders think and why and how their business operates. 
 
DAS is working very hard to implement the SUCCESS principles in order to meet the 25% greater 
efficiency desired by the Governor. 
 
 

Describe the Information Technology Impact that will occur due to these changes 
The systems that will be required over the next 2-3 years and beyond will be systems that are flexible 
and open and that the information in those systems is easily reportable.  In other words, the 
customer must be able to see data at their figure tips that identify how DAS is supporting their 
business functions.  This means that the systems at DAS must not slow down the state’s business 
processes with overly complicated processes or the inability to get information quickly, accurately, 
and effectively into the hands of those who require the information.  We need automated systems 
that can quickly allow for changes in policy and law.  We also need systems that accurately allow for 
providing information to policy makers.  It needs to provide the information quickly, efficiently, and 
accurately.   
 
 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

The most pressure will come from industry demands for more accountability to the customer, better 
response and less liability exposure in all areas that DAS provides service.  Greater focus on 
strategic planning and workforce planning.  This will require the use of data and research to speak 
intelligently concerning the services we provide to our customers.  This also implies that we need to 
be trusted to present the correct information so our performance must be professional, accurate and 
complete. 
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Accomplishments of FY2014 
The following systems were implemented or enhanced: 
 
1. Implement requested changes to the Transparency in Government Website 
2. Implement requested changes to the Utah Public Meeting Notice Website 
3. Implement the upgrade to the Finder system 
4. Design and implement changes to the CSS system 
5. Upgrade to and Implement new changes to the Erules administration system. 
6. Continued improvement upgrades to the AIM’s system in DFCM 
 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 

None 
 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 
The Division of Finance in working with the Department of Corrections will be implementing a module 
in FINET to replace the current Corrections accounting in-house system. 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 
 
DAS has created and accepted a “DAS Information Security Policy of Policies”.  This documents DAS’ 
acceptance of the DTS Enterprise Information Security Policy.  DAS is also working to validate these 
standards and practices by scanning, using geo-blocking, doing pen testing and other measures 
outlined in the DAS security strategy.  There is no time frame set to complete these items. 

 
The DAS IT Council measures the number of projects, cost of projects, whether the projects are 
developed and support internally or externally. 
 
Also, the SLA outlines the ways in which DAS measures the support of DTS in meeting their goals. 
 

Once again transparency in government provides for openness to the public of all financial 
information. 
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IT Budget Summary for Agency 
 
 
6300:  $610,000.00 
6500:  $2,950,830.00 
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2015 IT Plan - DAS
Project Information

Name DAS-FY15-Archives Production Support

Description and Anticipated Benefits

This candidate is for the ongoing maintenance
and support of the Division of Archives IT activity.
This Candidate includes the ongoing
maintenance and support of the APPX product.
The Division of Archives has a critical mission for
managing permanent records management and
this responsibility has become more significant
now that there are so many electronic records.
The Division of Archives is working hard to
automate the ability to ingest records and store
them appropriately.

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes in objectives
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental it appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No IT building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DAS
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange None
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DAS
Project Information

Name DAS-FY15-DFCM Production Support

Description and Anticipated Benefits

DFCM has numerous production system that
allow them to effectively manage the many
construction activities and building maintenance
activities that they have scheduled and are
currently working on. This candidate provides for
the tracking of the support of all of these IT
activities. They include the effective management
and updating of the critical data stored and
processed for the AIM application and the project
wise application. These systems need regular
attention for maintenance and support. As these
systems are effectively supported they provide
optimum support for the business processes and
objectives for DFCM.

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No IT supplemental appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No IT building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange State
Access State
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DAS-FY15-Finance Automated Accounts
Payable (ECM)

Description and Anticipated Benefits

This candidate is for Automated Accounts
Payable project. This project has had the
Business Analysis completed. They have not yet
moved forward with starting the project. This is
some discussion about combining this
implementations with the next upgrade to FINET
which is candidate DAS-FY14-Finance FINET
3.10 upgrade. This would be a logical time to
initiate this project since it will be tightly
integrated with the FINET system. This candidate
maintains all the automated support functions for
the payable process .

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No IT Supplemental appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block for IT appropriation is
anticiapted

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name DAS-FY15-Finance Automated Testing Tools

Description and Anticipated Benefits

This Candidate is set up for the Finance
Automated Testing tool. This will be used to
perform testing on FINET, FINDER and other
Division of Finance automated systems. It will
allow the set up of test cases and thereby reduce
the effort of manual regression testing. It will save
a significant amount of time and provide much
deeper functional testing with the ability to
perform the tests over and over again without the
time consuming and error prone manual process.

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes in objectives
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No IT Supplemental appropriation
anticipated

Anticipated Building Block Request for an IT Appropriation No building block for and IT appropriation is
anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name DAS-FY15-Finance Data Warehouse Support

Description and Anticipated Benefits

This candidate is for the ongoing maintenance
and support of the Finance Data Warehouse.
DTS has assigned 3 analysts to this system that
work in the Division of Finance.

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental IT appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block request is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access State
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DAS-FY15-Finance DBA Sys Admin Support

Description and Anticipated Benefits

This candidate for the ongoing maintenance and
support of Finance Appliations. DBA System
Administration Support. DTS has assigned four
(4) analysts to these applications who work in the
Division of Finance. The applications include
FINET, Payroll, Data Warehosue, Payment
Tracking, Finder, Garnishments, TAXI, eForms,
Content Manager, Retirement System,
Unclaimed Property, Payroll Indexing.

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives
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Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No IT Supplemental appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DAS-FY15-Finance FINET 3.10 Upgrade

Description and Anticipated Benefits

This project is for the upgrade of the existing
Finance Accounting Software (FINET). Currently,
the Finance Accounting Software is at version
3.9. The software is licensed from CGI. There are
six (6) DTS assigned analysts who will work on
the upgrade

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes in objectives is anticiapted
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation No IT supplemental is anticipated

Anticipated Building Block Request for an IT Appropriation No building block for an IT appropriation is
anticiapted

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DAS-FY15-Finance FIS FINET Technical Support

Description and Anticipated Benefits

This candidate is for the ongoing maintenance
and support of the Finance Accounting Software
(FINET). DTS has assigned four (4) analysts to
this system that work in the Division of Finance.
The software behind the Finance Accounting
Software (FINET) is CGI Advantage Financial
Version 3.9. The database is Oracle 10G. In
addition to FINET, this project includes support of
Payment Tracking, Finder, Taxi, eForms,
Unclaimed Property, Content Manager.

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives is anticipated
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental IT appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DAS
Project Information

Name DAS-FY15-Finance IT Manager Support

Description and Anticipated Benefits

This candidate is for the ongoing management of
all IT issues, activities, projects, and personnel
for IT work in the Department of Administrative
Services (DAS). This includes the FIS section,
payroll section, Data Warehouse section, and
DBS / System Administration section in the
Divsion of Finance and the other 7 Divisions in
DAS. DTS has assigned one IT Manager to this
position and the management tasks.

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Other, please specify:

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No IT supplemental appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No IT building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DAS
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DAS
Project Information

Name DAS-FY15-Finance Loans Maintenance

Description and Anticipated Benefits This Candidate is for the annual maintenance for
the Loan System.

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives is anticipated
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental IT appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No IT building block appropriation is
anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DAS
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DAS-FY15-Finance OSDC Support

Description and Anticipated Benefits

This candidate is for the ongoing maintenance
and support of the Finance - Debt Collection
Systems. DTS has assigned one (1) analyst /
programmer to these systems who work in the
Division of Finance - Office of Debt Collection.
The systems include dcDMS, dcFinder, and
dCart. These systems were designed and
developed by and are managed by internally
assigned DTS staff.

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes in objectives
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental IT appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block for IT appropriation is
anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DAS
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additiaonal impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DAS
Project Information

Name DAS-FY15-Finance Payroll Support

Description and Anticipated Benefits

This candidate for the ongoing maintenance and
support of the Finance Payroll System. DTS has
assigned three (3) analysts to this system that
work in the Division of Finance. the software
behind the Finance Payroll System is SAP
Version ECC6. The Database is Oracle 10G. One
of the support items to be focused on this year
will be accessibility of ESS for the blind.

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives is anticipated
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental IT appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block request is for an IT
appropriation is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance SSA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DAS
Project Information

Name DAS-FY15-Finance Production Support

Description and Anticipated Benefits

This candidate provides support for all
applications and software systems in the Division
of Finance. This Division of Finance has very
significant enterprise wide applications that
support all state payroll functions and the state
accounting system to name a few. These
systems must have daily IT focus for smooth
operations in order to effectively process the
states financial business. DTS has eighteen (18)
staff members assigned to the Division of
Finance to provide this support.

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives is anticipated
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental IT appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No IT appropriation building block is
anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DAS
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DAS-FY15-Fleet Operations Development

Description and Anticipated Benefits

This candidate includes all of the many smaller
development projects within Fleet Operations.
The Division of Fleet Management has many
small applications that have been developed to
assist the business staff in their many duties and
responsibilities. This candidate provides for the
support of these smaller applications. DTS
provides three (3) IT Analysts who maintain and
support these applications.

Project Manager Tracy PItkin
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives is anticipated
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No IT supplemental appropriatrion is
anticipated

Anticipated Building Block Request for an IT Appropriation No IT appropriation building block is
anticipatred

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DAS
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DAS
Project Information

Name DAS-FY15-Fleet Operations Maintenance

Description and Anticipated Benefits

This candidate is for the maintenance of all Fleet
production systems. The Division of Fleet
Management has many applications that need
daily IT focus. Many IT activities that relate to
vehicle management and fuel site management
are covered by the three (3) DTS IT analysts.
These applications need coordination with DTS
Hosting and Infrastructure to properly manage
these business functions.

Project Manager Tracy Pitkin
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No chnages in objectives is anticipated
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No IT supplemental appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block request for an IT
appropriation is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SAL

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SAL

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DAS-FY15-Fleet Operations Production Support

Description and Anticipated Benefits

This candidate is for the support and operations
of all Fleet production systems. This will include
Fleet Focus, assisting the Executive Directors
Office in the Customer Service Survey (CSS). It
also includes the fuel systems, the car purchase
and management systems and surplus property.
Fleet has been assigned three (3) DTS
programmer analyst to support these and other
applications. They work very closely with the
business staff and the division director at Fleet
Management.

Project Manager Tracy Pitkins
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives is anticipated
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2015 IT Plan - DAS

Project Financial Information
Estimated Project Cost $100,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation No IT supplemental is anticiaped

Anticipated Building Block Request for an IT Appropriation No IT building block appropriation requests
is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

Agency  
Environmental Quality  
 
Agency Mission Statement 
The mission of the Department of Environmental Quality is to safeguard human health and quality of life by 
protecting and enhancing the environment. 
 
Statement of Agency IT Vision/Mission that reflects SLA content 
Ensure that technology and systems are in place that allows the agency to fulfill its mission as effectively and 
efficiently as possible. 
 
Information technology objectives of the agency 

• Keep the Lights On: all the software, systems and infrastructure now in place must keep working and meet 
the expectations defined in service level agreements. 

• Implement Laws/Rules: respond to changing federal and state statutes and rules, ensuring changes are 
implemented as efficiently and effectively as possible. 

• Improve and Expand Services Offered On Line: support agency efforts to provide services to citizens via 
the internet by improving existing services, implementing new services and making public information 
directly available through their document management efforts. 

• Deliver Better Tools for Better Results: identify, prioritize and implement proposed enhancements to 
existing systems or new systems that support the agency’s mission. 

 
Agency Business Objectives that have IT projects supporting them  

• Better customer service and process improvements using the agency Lean – Kaizen efforts. 
• Document Management and on-line to many documents for transparency and citizen access. 
• Increased effectiveness of tools for gathering and reporting information to federal government, local 

government and health organizations, private industry partners, and the citizens of Utah. 
 
External Forces 
Describe the Federal, Economic, and Industry forces that will impact your agency operations over the next 2-3 
years: 
 
The EPA establishes standards, provides funding and otherwise influences many of the department’s activities.  
Changes come regularly that must be addressed.  Federal budget sequestration may result in budgets being reduced. 

 
Passionate stakeholders routinely focus public attention on environmental issues to which the department must often 
respond. 
 
Economic growth will be a major focus in the coming years, which often puts pressure on environmental issues that 
may appear as obstacles rather than enablers. 

 
 

Describe the Agency business changes that will occur as a result of these impacts: 
Processes, procedures, forms and other changes will be made as needed. 
 
Describe the Information Technology Impact that will occur due to these changes: 
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Several systems used by the department are provided by EPA.  New versions and patches will be implemented as 
they are provided; however, sequestration may slow down the speed of development for these systems, delaying 
delivery of newer versions. 
 
List any performance measures used by the agency for implementing the agency’s information technology 
objectives: 

• All systems are actively monitored to ensure they remain operational. The availability of key applications is 
reported monthly. 

 
• Project management processes are followed to meet agency expectations. 

 
Accomplishments of FY2014 
Networking: 

• Upgrade WAN Connections for Air Monitoring stations  
• Replacing WiFi Access Points in DEQ/MASOB – The old AP’s have caused connectivity stability 

problems (this is still a work in progress, but will be completed by May). 
 
Hosting:  

• Implementation of Host Based Firewalls. 
• Replaced NetWare servers with Windows Servers, converted DEQ Servers to Active Directory 
• Completed conversion of GroupWise Archives and decommissioned old GroupWise servers 
• Encrypting servers with Guardium (and some servers had DB encryption initiated by Dev staff) 
• Initiated more formalized project management with Dev staff to improve preparedness and communication 
• Replaced SAN in Telemetry room 
• Replaced old servers – Web and Documentum 
• Changed FTP server to Secure FTP (SFTP) 

 
Desktop: 

• Active Directory Employee accounts and desktop conversion 
• Replaced networked Scanners and Printers 
• Replaced old computers and upgraded others with XP to complete migration to Windows 7  
• Rebuilt DEQ ZEN applications to work with Active Directory 

 
Security: 

• Nexpose scanning and subsequent remediation activities have resulted in a significant reduction in 
vulnerability scores 

 
Application Group 

• Integrated DOGM and DAQ application - This is a joint project between the Division of Air Quality at 
DEQ and the Division of Oil Gas and Mining at DNR.  Modifications were made to the existing Oil and 
Gas ePermit web application to prompt oil well operators to request a General Air Order (GAO) from the 
department of Air Quality.  Also DOGM’s ePermit system now asks for the email address of the operator’s 
environmental engineer so an email can be sent with a web link to the GAO permit wizard at the time 
drilling on a new well is completed.  Air Quality is also notified to the well completion. Changes will make 
it easier for operators to determine the need for a GAO, get to the GAO permit site, and receive an 
approved GAO.  Also, Air Quality will receive immediate reports for every completed well. 
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• DEQ Web Server Upgrade and Migration - The department’s main web servers were migrated from two 
old 2003 servers to a new Linux, providing improved performance and cost savings.   The consolidation 
will save DEQ approximately $6700 per year. 

 
• DP-1 and Out of State Travel - Both the DP-1 and OST Applications use an improved simplified user 

security interface. Each division within DEQ is able to manage its division’s user authentication credentials 
including assigning user roles and rights. 

 
• Database Migration - With the data migrated from DEQ’s old Sybase database to the enterprise Oracle 

system, DEQ is realizing an ongoing savings of $16,000 annually due to elimination of Sybase licenses and 
an additional $15,000 annually due to reduced server requirements 

 
• Documentum: 
◦ Kofax Server Upgrade - The Documentum support team successfully upgraded the Kofax Scan Server 

to a 64bit Redhat Linux server retiring the old 32bit server. The upgrade provides improved 
performance and a Guardium compatible server. 

◦ Automated Workflows - New automated workflow processes were developed and deployed for the 
divisions of Air Quality, Solid Hazardous Waste, and Drinking Water. The new workflows provide 
repeatable electronic processes within DEQ’s content management system for employees eliminating 
errors and reducing the time it takes to process the various types of documents each division receives 
and generates. 

 
• TEMPO360 - a permit tracking system provided by CGI, was deployed replacing the old PowerBuilder 

client/server application.  The new TEMP360 is a web based application allowing Air Quality’s Permit 
group to access their permit database and permits from anywhere in Utah.   

 
• LIMS (Drinking Water Digital Data Collection App) - The first phase of Drinking Water’s new Digital 

Data collection application (LIMS) was completed and deployed.  LIMS is a web base making it easier for 
the local health departments and various chemistry labs to report and transfer the test results for drinking 
water samples taken around the State.  LIMS also provides a means for exchanging test schedules and 
archiving test results for each of the partners.   

 
• Local Health Department Report - The new report, generated for each of the local health departments, 

identifies the status of drinking water operator violations and their status over the last 60-90 days. The 
report improves the ability to understand and help resolve issues thereby improving the overall quality of 
the State’s drinking water supplies. 

 
Describe IT Involvement in coordination efforts with other State and Local government entities 
Participate in the Environmental Council of States (ECOS) where states cooperate in initiatives of common interest 
and in working with EPA. 
 
DTS structure facilitates work that crosses agency boundaries, including reviewing existing systems and 
applications that may provide support and data usable between various agencies. 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 
TEMPO360, a key application for the Division of Air Quality, is provided by CGI and used by 6 other states.  CGI 
continues to refine the web enabled version of this application to improve functionality and longevity. 
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AWQMS, a key application for the Division of Water Quality, is provided by Gold Systems and used by 6 other 
states. Gold Systems is working with each state partner to define requirements that will provide enhanced 
functionality for all members of the consortium.  
 
Several applications used to administer programs are sponsored by EPA but developed and supported by private 
contractors.  
 
Utah Interactive develops and supports several applications that provide on-line services for the agency. 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government products 
and services provided electronically): 
DEQ is constantly working toward make its business functions more available to the regulated community as well as 
the public. Examples: 

• Clean Utah – allows for online application to the Clean Utah Program 
• UCAIR –Utah Clean Air – Online resources for information about air quality 
• WasteWater Operator Certification – Online applications 
• AQI – Real time display of Air Quality data on the web 
• Online Generator Site Access permitting by Division of Radiation Control 
• Online StormWater Permitting by Division of Water Quality 
• Fugitive Dust Permitting by Division of Air Quality 

 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 
DEQ development teams are alerted to security issues, and efforts to comply to DTS security directions are being 
implemented at the development level for which DEQ is fully supportive.  All development efforts will comply as 
much as possible to DTS security directions.   However, further discussion needs to take place on the agencies’ role 
from this point moving forward.  Security Assessment measures will be monitored and completion of these tasks 
will extend over the next two years. 
 
IT Budget Summary for Agency 
Budget information was obtained through CIMS (ITUAM) and reflects the amounts paid to DTS through rates.  
Additional IT expenses may be directly billed to the agency for equipment purchases and contract payments. 
 
 Total 6300 (Telecom) 6500 (Data) 6534 (Agency 

Spending) 

FY2011 $2,187,798.92 $231,345.89 $1,956,453.03 Directly Billed 

FY2012 $1,853,967.17 $227,569.45 $1,626,397.72 Directly Billed 

FY2013 $2,082,411.38 $213,431.77 $1,868,979.61 Directly Billed 

FY2014 (thru 4/1) $1,600,270.98 $161,265.34 $1,439,005.64 Directly Billed 

FY2015 (EST) $2,020,883.05 $229,457.67 $1,791,425.38 Directly Billed 
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Indicate any changes in the budget from the previous year.  If there are changes, list the specific DTS 
service(s) that will be impacted and the amount of increase or decrease. 
No significant change to the IT budget are anticipated for FY2015.  DEQ's consumption of storage will likely 
continue to increase, their mission requires them to collect and produce large amounts of data (permit applications & 
GIS).  
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2015 IT Plan - DEQ
Project Information

Name DEQ-FY15 Administrative Applications

Description and Anticipated Benefits

Provides support for administrative functions. For
FY2015 DTS will support and enhance the DP1,
OST and Check/Cash Logging applications,
implement workflows for contracts to support the
new deposit process.

Project Manager Michael Casey
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DEQ

Project Financial Information
Estimated Project Cost $443,000.00
Estimated Anual Operation/Maintenance Costs $28,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $415,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DEQ
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DEQ
Project Information

Name DEQ-FY15 Air Quality Systems

Description and Anticipated Benefits

Includes Temo360, a CGI developed application
used for permitting, and some small applications
such as fugitive dust, asbestos and NEI. Air
monitoring applications are supported by DEQ
staff with assistance, as needed, from DTS.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DEQ

Project Financial Information
Estimated Project Cost $350,000.00
Estimated Anual Operation/Maintenance Costs $85,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $15,000.00
Contract Dollars $250,000.00

Other Dollars 0
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2015 IT Plan - DEQ
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Federal
Access Agency,Public,None
Information Types Personal Private Information
Regulatory Compliance Federal Code or Regulation - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DEQ
Project Information

Name DEQ-FY15 Application Security

Description and Anticipated Benefits

Series of projects to address vulnerabilities
discovered during the Risk Assessment, Security
Plan, or Enterprise Security Council meetings.
Projects may deal with protecting against SQL
Injection, Encryption, removing functionality or
fields that are sensitive but not necessary.

Project Manager Michael Casey
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DEQ

Project Financial Information
Estimated Project Cost $30,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $30,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DEQ
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Energy,Education,Self-Determination,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DEQ
Project Information

Name DEQ-FY15 Computer Equipment Refresh

Description and Anticipated Benefits

This candidate will cover the potential
replacement of PC's & laptops to get on a 4 year
refresh cycle.  DEQ will only make equipment
purchases if they have available funds.

Project Manager Dallas Difrancesco
Organizational Impact Department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on agency funding
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2015 IT Plan - DEQ

Project Financial Information
Estimated Project Cost $100,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $100,000.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DEQ
Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Best effort

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Best effort

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Desktop & laptop replacements

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DEQ
Project Information

Name DEQ-FY15 Credit Card payments

Description and Anticipated Benefits

DEQ collects payments for fees and services
they provide.  There is a need to offer the public
more options in making these payments.  They
would like to explore ways to collect payments
online and by credit card.

Project Manager Michael Casey
Organizational Impact Department candidate

Purpose Enhance existing application/product,Develop
new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DEQ

Project Financial Information
Estimated Project Cost $10,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $10,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DEQ
Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types Credit Card
Regulatory Compliance PCI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 30 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 30 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Energy,Jobs,Self-Determination,Education

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DEQ
Project Information

Name DEQ-FY15 Drinking Water Systems

Description and Anticipated Benefits

Provides support for oversight of drinking water in
Utah. Includes SDWIS software provided by EPA
and SARA, the local supplement to SDWIS.
Other components include web reports, ESS,
FEDRep, Lab to State and XML sampling.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DEQ

Project Financial Information
Estimated Project Cost $250,000.00
Estimated Anual Operation/Maintenance Costs $50,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $200,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DEQ
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Public,Federal,None,State
Access Agency,State,None,Public
Information Types None
Regulatory Compliance Federal Code or Regulation - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Education,Self-Determination,Jobs,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DEQ
Project Information

Name DEQ-FY15 eDocs

Description and Anticipated Benefits

Provides document management services using
EMC's Documentum software product, including
related components such as Kofax scanning
software, WebTop and GIS interfaces.
This year's efforts will include continuing to
expand the documents available via the web
interface, improving workflows, expanding the
use of electronic signatures, deployment of
Retention Policy Services, Mobile Device
services,  and other support activities.

Project Manager Michael Casey
Organizational Impact Department candidate

Purpose Enhance existing infrastructure,Enhance existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DEQ

Project Financial Information
Estimated Project Cost $272,000.00
Estimated Anual Operation/Maintenance Costs $36,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $236,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DEQ
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access Public,State,Agency,None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Energy,Education,Self-Determination,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DEQ
Project Information

Name DEQ-FY15 Environmental Response Systems

Description and Anticipated Benefits

Provides support for environmental response and
remediation systems such as the spills database.
FY2015 efforts will focus on the spills and
underground storage tank inspections increasing
the level of support provided to DERR .

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DEQ

Project Financial Information
Estimated Project Cost $15,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $15,000.00
Contract Dollars $0.00

Other Dollars 0

150



2015 IT Plan - DEQ
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State,Public
Access Agency,State,Public,None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DEQ
Project Information

Name DEQ-FY15 Online Emissions Inventory System

Description and Anticipated Benefits

Continuation of FY14 Candidate, the first
candidate was to support the RFP process.

As the Utah Division of Air Quality’s (UDAQ)
policies evolve and public demand increases for
more information, the need for improving
emissions inventory data management is
essential.  Currently, UDAQ uses a paper-based
system and customized Excel workbooks in
which data is entered manually.  UDAQ is
proposing the implementation of an online
emissions inventory system for permitted sources
to submit detailed air emissions inventories to
UDAQ and provide enhanced data management
capabilities for more efficient submittal to EPA’s
Emissions Inventory System (EIS).

Project Manager Michael Casey
Organizational Impact Department candidate

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DEQ

Project Financial Information
Estimated Project Cost $250,000.00
Estimated Anual Operation/Maintenance Costs $20,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $20,000.00
Software Dollars $0.00
Labor Dollars $30,000.00
Contract Dollars $180,000.00

Other Dollars 0
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2015 IT Plan - DEQ
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Energy

Impact on Infrastructure Operations Services that
may result with development of Project Application hosting and deployments

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DEQ
Project Information

Name DEQ-FY15 Radiation Control Systems

Description and Anticipated Benefits

Provides support for low level waste, generator
site access, radioactive materials, xray and
specific licensing programs.
This year's efforts will focus on on-going support
and maintenance. Federal rule changes will
require substantial rework.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DEQ

Project Financial Information
Estimated Project Cost $80,000.00
Estimated Anual Operation/Maintenance Costs $40,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $40,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DEQ
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Public,Federal,None,State
Access Agency
Information Types Personal Private Information
Regulatory Compliance Federal Code or Regulation - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Education,Jobs,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DEQ
Project Information

Name DEQ-FY15 SARA/Casper application rewrite

Description and Anticipated Benefits Rewrite both the SARA and CASPER
applications into one web based Java application.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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Project Financial Information
Estimated Project Cost $90,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $90,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Federal
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name DEQ-FY15 Solid Hazardous Waste Systems

Description and Anticipated Benefits

Provides support for low level waste, generator
site access, radioactive materials, xray and
specific licensing programs.
This year's efforts will focus on on-going support
and maintenance. Federal rule changes will
require substantial rework.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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Project Financial Information
Estimated Project Cost $40,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $40,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Public,Federal,State,None
Access Agency
Information Types None
Regulatory Compliance Federal Code or Regulation - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Education,Self-Determination,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name DEQ-FY15 Underground Storage Tank
Inspection System

Description and Anticipated Benefits
DERR has a need for a mobile application that
will facilitate the inspection of Underground
Storage Tanks.

Project Manager Michael Casey
Organizational Impact Department candidate

Purpose Develop new application/product,Enhance
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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Project Financial Information
Estimated Project Cost $70,000.00
Estimated Anual Operation/Maintenance Costs $10,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $60,000.00
Contract Dollars $0.00

Other Dollars 0

165



2015 IT Plan - DEQ
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Education,Self-Determination,Jobs,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name DEQ-FY15 Water Quality Systems

Description and Anticipated Benefits

Includes all systems supporting Water Quality
such as AWQMS, master facility register, on-site
professional, Storet, UDAIT and UIC. Also
included are storm water systems and web sites
supported by Utah Interactive.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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Project Financial Information
Estimated Project Cost $50,000.00
Estimated Anual Operation/Maintenance Costs $25,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $25,000.00
Contract Dollars $25,000.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Federal,Public,None,State
Access Agency,State,Public,None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Education,Self-Determination,Jobs,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan Executive Summary 
July 1, 2014 

Agency Department of Financial Institutions 
 
 
Agency Mission Statement 

Provide quality supervision and regulation of persons, firms, corporations, associations and other 
business entities furnishing financial services to the people of the state of Utah: 
 

For Depository Institutions this mission entails maintaining their safety and soundness 
within a strong, competitive marketplace; 
 
For persons or other entities providing financial services this mission entails 
maintaining lists of those who do business in Utah pursuant to law and ensuring credit 
is extended on terms that are lawful, easily understood and competitive. 

 
Develop and improve the state's role in supervision and regulation of financial services. 
 
Be the most efficient source of accurate, timely information and assistance to those entities 
providing financial services. 

 
 
Statement of Agency IT Vis ion/Mission that ref lects SLA content 

Agency IT Mission Statement 
Provide high quality IT resources and services which are crucial to the department’s supervisory 
responsibility in Utah’s ever increasingly complex and diverse financial services market. 
 
Agency IT Vision Statement 
Efficient collaboration, adaptation, and acquisition of IT resources and services will appreciably 
enhance the accuracy, quality, and timeliness of the department’s regulatory duty. 

 
 
Information technology objectives of the agency 

The Department of Financial Institutions (DFI) is a small cabinet level agency that currently 
consists of 53 employees, 39 of which are examiners who conduct on-site examinations of state 
chartered financial institutions. The department is a self funded agency with an overall annual 
budget of about $6.5 million. The department’s IT infrastructure is primarily built around a 
PC/Network environment. Most of the IT applications have been developed and operate within the 
Microsoft Office suite framework. This environment has been driven largely by close collaboration 
in joint activities with their federal counter part agencies, the Federal Deposit Insurance 
Corporation (FDIC), the Federal Reserve Board (FRB), the National Credit Union Association 
(NCUA), the Consumer Finance Protection Bureau (CFPB), and the Conference of State Bank 
Supervisors (CSBS). Within the operational environment of placating both state and federal IT 
requirements the agency continues to strive for IT systems stability, security, and collaborative 
functionality. 
Primary IT objectives for 2015: 
Ø Optimize applications to function efficiently with new operating system and office suite 
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Ø Integrate updated federal examination applications 
Ø Update and improve the functionality of agency database applications 
Ø Review agency's IT web services for improvements in content submission, presentation, and 

delivery 
Ø Improve IT services through continued DTS enterprise IT optimization efforts 

 
 
Agency Business Objectives that have IT projects support ing them 

The primary business objective of the agency are to: 
Ø Insure the safety and soundness of State regulated financial institutions within a strong, 

competitive marketplace 
Ø Develop and improve the state's role in supervision and regulation of financial services 

industries in Utah 
Ø Efficiently provide accurate, timely information and assistance to those entities providing 

financial services 
Ø Maintain a well trained examination staff 
Ø Facilitate the examination process 
Ø Insure reporting accuracy 
Ø Maintain timely examination cycles 

 
 
External Forces 

Describe the Federal, economic, and industry forces that will impact your agency operations over 
the next 2-3 years 

The financial industry sector in Utah has been fairly steady over the past couple of years. However, 
there continues to be some instability in these industries due in large part to the anemic and 
generally unpredictable national economy. This instability on the national level continues to 
require increases in regulatory oversight requirements. DFI’s primary mission to insure the safety 
and soundness of Utah chartered financial institutions is critical for the citizens of Utah. As a 
consequence of ongoing volatility in the regulatory environment, there continues to be some 
uncertainty in the department's growth and revenue stability. The department operates from the 
fees and assessments paid by regulated financial institutions. A possible decline in revenues 
received by the department still exists due primarily to the potential reduction of state bank and 
credit union charters, even though the overall economic growth for Utah is projected to be 
favorable. The complexity and breadth of product and service offerings in the financial industry will 
continue to grow with increasing pressure for tighter regulatory oversight. The department will 
need to maintain an experienced examination staff with the associated examination tools. All of 
these factors will require the agency to do more while efficiently managing all available resources. 

 
Describe the Agency business changes that will occur as a result of these impacts 

In an ongoing effort to help mitigate the increasing regulatory burden and efficiently utilize 
resources, the department will maintain its involvement in joint examinations with federal 
counterpart agencies. This joint examination process necessitates close collaboration and 
operational parity. Cooperation, communication, and the secure interchange of exam data and 
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information will continue to be important to the agency. The department will need to provide 
additional training for its examination and office staff to better meet its increasing regulatory 
obligations. In FY2015 the department is planning to increase its examination and office staff to 
better meet its increasing regulatory obligations. 

 
 

Describe the Information Technology Impact that will occur due to these changes 

Projected impact to information technology needs will be increasing, with continued focus on IT 
security, IT infrastructure, remote access, and IT collaboration. The department currently has 
strong IT security measures in place, but will continue with improvements and efficiencies in data 
exchange, data encryption on removable media, secure wireless access, and other laptop security 
applications. Other security improvements will center on file server encryption and secure 
transmission of large examination files. The department will also be relying heavily on its core IT 
infrastructure. Basic services such as file and application access, internet access, and email will 
need to continue to be readily accessible, reliable, and secure. It is anticipated that DTS will have 
a flexible offering of services, products, and associated granular rate structure to accommodate 
the needs and budget of a small agency. As in the past the department will need to maintain close 
alignment with interagency examination application tools, which are primarily developed and 
funded by the FDIC. These primary examination applications are being updated and may require 
additional purchases of software and hardware upgrades to ensure application stability and 
interoperability. 

 
 
L ist  any performance measures used by the agency for implementing the agency’s 
information technology objectives 

Performance measures are defined in the agency's service level agreement with the Department 
of Technology Services. Those measures are generally centered on application availability and IT 
service response time and resolution. 

 
 
Accomplishments of FY2014 

Desktop Replacement 
Originally, the department planned to replace the office desktop computers at the end of FY2013. 
That replacement was moved forward 6 months and completed in FY2014. The desktop 
computers are on a 3 to 4 year replacement cycle. Costs associated with desktop computer 
replacement continue to decline improving their cost of ownership and productive efficiency. Time 
and support costs are minimized by adopting a consistent operating system and office productivity 
suite across the agency. Desktop computers are essential to the agency's base IT infrastructure 
and are the primary IT tool used by agency office employees. 
 
Transition to New Operation System and Office Suite 
During FY2014 the agency completed the transition to a newer operating system and productivity 
office suite. With this transition the agency has retired end-of-life Microsoft products, Windows XP 
and Office suite 2003. This update allows the department to operate on properly secured software 
products that are fully supported by Microsoft. 
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Transition to Active Directory 
Active Directory is a centralized and standardized system provided by Microsoft that automates 
network management of user data, security, and distributed resources. In FY2014 the department 
switch from Novell’s aging eDirectory to Microsoft’s Active Directory resource management 
system. This change has simplified enterprise support and management of agency IT resources 
and security access. 
 
File Server Upgrade 
For over 7 years the department has utilized a Novell NetWare file server physically located at the 
agency’s main office. During FY2014 the agency finally move their primary file management and 
storage services to a Microsoft Windows virtual file server hosted in the State’s centralized data 
center. The file server move gives the agency these advantages. 
Ø Full encryption on the file server 
Ø More secure location 
Ø Better environmental controls 
Ø Better disaster protection 
Ø Faster backups and restores 
Ø Better hardware redundancy 
Ø Enterprise level support 
Ø Better capacity dynamics 
Ø Improved patch management 
 
Network Speed Increase 
To ensure adequate performance with the move of the file server, the agency required an increase 
in network access speed to its downtown main office location. This speed/bandwidth increase 
provided improvements to all network access which included the State Gmail cloud resources, 
federal extranet sites, the agency’s internal website, and all other internet based resources used 
by the agency. 

 
 
 
Describe IT Involvement in coordination efforts with other State and Local 
government entit ies 

Due to shared regulatory responsibilities, the department conducts many exams with its federal 
counterpart agencies. A number of application tools used in the examination process were jointly 
developed and ultimately funded by their federal counterpart agencies. This close collaborative 
working relationship necessitates IT coordination in application requirements and data exchange. 
An extensive rewrite of these key examination application tools has started and will continue 
through FY2015. 
The department also participates with a national organization, the Conference of State Bank 
Supervisors (CSBS), which is comprised of other equivalent State banking departments. This 
organization has an IT committee specifically charged to facilitate IT coordination efforts with 
federal agencies, distribute jointly developed applications, and provide a forum to exchange best 
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practices. Other coordination efforts include the adoption and integration of the Nation Wide 
Mortgage Licensing System (NMLS) which is administered by CSBS. The NMLS is the system of 
record for non-depository, financial services licensing or registration for participating state 
agencies. The goal of NMLS is to employ the benefits of local, state-based financial services 
regulation on a nationwide platform that provides for improved coordination and information 
sharing among regulators, increased efficiencies for industry, and enhanced consumer protection. 
During FY2014 the department transitioned the Deferred Deposit Loan industry registration to 
NLMS. 

 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT 
objectives 

Currently, the department is not involved in any IT public/private partnerships. 

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-
503 (Government products and services provided electronical ly)  

The department provides many informational services through its own web server. Online 
informational needs and services that are not fully provided electronically will continue to be 
review based on demand and cost benefit analysis. Some of these needs and services include: 
Ø Presentation and browser compatibility enhancements 
Ø Deferred Deposit Lender listings 
Ø Consumer credit notification fee processing 

These regulator fees are now processed through the online NMLS. 
Ø Mortgage lender notification fee 
Ø Deferred Deposit Lender registration fee 

The department does provide the option for electronic payment of the annual fee assessed to 
financial institutions under its jurisdiction. These fees, which can be as high as $1.7 million for 
one institution, can be paid electronically by wire transfer or Automated Clearing House (ACH) 
transaction. A payment process best suited to the financial institutions industry. 

Additionally, the department continues to collect email address information from the various 
entities and individuals it regulates to provide for electronic distribution of annual billings, 
regulatory notifications, pertinent law changes, and other correspondence. 

 
 
I f  the Agency intends to verify  DTS’ security  standards for the Agency’s data that 
DTS maintains or transmits,  describe the plan for the t iming and method of verify ing 
DTS’ security  standards. 

Currently, the department has no plans to verify DTS’ security standards. The department 
assumes that DTS will do its due diligence to implement and test appropriate security standards 
and controls and protect the agency’s confidential data. 
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IT Budget Summary for DFI 

(Dollars In Thousands) FY2014 
(Actual Est.) 

FY2015 
(Budget) 

FY2016 
(Budget) 

In-State & Out-of-State Travel  1  2  2 
DTS Telecommunications (6300)  13  14  14 
DTS Data Processing (6500+)  124  185  137 
DP Capital Expense (6612)  -0-  -0-  -0- 
Total  $ 138 $ 201 $ 153 

 
 
Indicate any changes in the budget from the previous year.  I f  there are changes, l ist  
the specif ic  DTS service(s)  that wi l l  be impacted and the amount of increase or 
decrease. 

Most budgetary changes from previous year by the agency should not materially impact DTS 
service support. The only agency significant service request from DTS in the coming fiscal year 
would be website development. 
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2015 IT Plan - DFI
Project Information

Name DFI-FY15 Agency Website Improvements

Description and Anticipated Benefits
Revise agency's website for improvements in
content submission, presentation and delivery.
Continuation from last fiscal year.

Project Manager Bruce Stewart
Organizational Impact Department candidate

Purpose Enhance existing application/product,Maintain
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $20,000.00
Estimated Anual Operation/Maintenance Costs $1,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $19,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange Public
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 48 Hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 48 Hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Education

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name DFI-FY15 IT Operations and Maintenance

Description and Anticipated Benefits Base IT operations, applications maintenance,
and infrastructure cost to support the agency.

Project Manager Bruce Stewart
Organizational Impact Department candidate

Purpose
Maintain existing application/product,Enhance
existing application/product,Maintain existing
infrastructure,Enhance existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $181,000.00
Estimated Anual Operation/Maintenance Costs $164,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $10,000.00
Software Dollars $7,000.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange State,Federal
Access Agency
Information Types Financial-bank accounts routing information,Personal Private Information
Regulatory Compliance PPI,State Code - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 48 Hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 48 Hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Agency  
 
 
 
Agency Mission Statement 

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 
 
Agency Business Objectives that have IT projects supporting them  

 
 
 
External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

To enrich the quality of life for the people of Utah, DHA creates, preserves, and promotes Heritage  
and Arts. 

The Department of Heritage & Arts utilizes technology to preserve and improve access to cultural  
assets, improve asset tracking and management, and optimize business processes.  

Digitization of Assets  
Database Optimization  
Digital Grants Management  
 

Digitization of Assets  
Database Optimization  
Digital Grants Management  
 

DHA has a drastically reduced workforce from the economic turndown. In spite of reduced state and 
federal budgets, the state legislature has continued to fund the digitization and maintenance of 
historic and cultural assets. The agency has several projects in the queue for digitization.  
 
One of the partners, the University of Utah’s Marriott Library, is working on shoring up its funding 
model. DHA is a significant partner contributing to assets included in the Mountain West Digital 
Library. 

Department of Heritage & Arts 
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Describe the Agency business changes that will occur as a result of these impacts 

 
 

Describe the Information Technology Impact that will occur due to these changes 

 
 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 
 

Accomplishments of FY2014 

 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 

 
 

DHA will rely heavily on DTS developers and designers for projects moving forward. The department 
is currently redesigning several of its most used and most valuable applications including the 
Cemeteries database and state-owned art database. Both of these projects are collaborative 
between the DTS design team and a third-party Salesforce developer.  

Utah constituents will have better access to a more reliable asset.  

Website analytics are the most valuable asset for the department currently. Paying users of the 
Preservation Pro application is also a metric that is tracked.  

Archaeological site survey packets continue to be digitized at an accelerated rate. The agency’s 
purchase of a second Kirtos scanner – housed and operated at the University of Utah’s Marriott 
Library – is the primary cause of this acceleration.  

DHA partners with many other state agencies including DOT and DNR with archaeological site 
surveys. DHA has opened dialogue with the Department of Veteran’s and Military Affairs to include a 
search in the updated Cemeteries Database for the grave sites of deceased military veterans.  
 
DHA also provides digitization training and best practice guidance to many NGOs including 
museums, libraries, genealogical groups, and others. 
 
Many local governments and entities take advantage of the pass-through grants administered by 
DHA.  
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Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

 
 
IT Budget Summary for Agency 

 

While not necessarily directly relating to an IT objective, the Division of State History has been 
engaging with Public and Private groups to help them digitize historical documents. The interest in 
learning how to appropriately scan, categorize, and store digital images has been vast. From small 
museums and chapters of the Daughters of the Utah Pioneers to rural libraries and even individual 
family historians, the demand for training has been significant.  

Access to DHA collections, state publications, and research material has grown exponentially in the 
last several years. The purchase of the Kirtos scanner and doubling of output should allow all 
archaeological site packets to be scanned and accessible in both structured and unstructured data 
formats within two years. As recently as two years ago it was estimated that there was a five-year 
backlog in site form accessibility. The eventual goal of a born-digital environment where field 
archaeologists upload data digitally decreasing the time when site data was accessible to a few 
weeks is becoming a reality and could be accomplished as soon as 2016. 
 

The agency actively participates in the DTS security committee headed by EISO Tim Hastings. 
Adoption of NIST and other applicable standards for data protection is ongoing. The agency has 
encrypted the digitized records of handicapped patrons of the Library for the Blind and it has also 
encrypted the sensitive archaeological site records housed on the DTS AGRC server. 

DHA receives funding for two full-time developers. One is utilized for Michael Murphy and the other is 
split between web designers, web developers, and project management needs for the department.  
The agency also receives and additional $116K for software development and $500K for the 
digitizing and preserving of digital assets 
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2015 IT Plan - DHA
Project Information

Name DHA-FY15-Preservation Pro

Description and Anticipated Benefits

Preservation Pro is a custom software application
that provides access to Archaeological and
Historical Data. The goal of the application is to
provide a data repository for archaeological and
historical site survey information. This data has
varying degrees of access. Users pay a
subscription fee for access to the application via
a web portal.

Project Manager Scott Wolford
Organizational Impact Department candidate

Purpose
Enhance existing application/product,Maintain
existing application/product,Maintain existing
infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives

Agency performed a technology audit of the
application. As the audit is digested, the agency
will need to make some long-term decisions
about the viability of maintaining Preservation Pro
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2015 IT Plan - DHA

Project Financial Information
Estimated Project Cost $350,000.00
Estimated Anual Operation/Maintenance Costs $100,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $350,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public,State,Federal
Access State,Public,Agency
Information Types None
Regulatory Compliance Federal Code or Regulation - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Dependent on cause of the outage

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement Dependent on cause of the outage

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Energy,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project

Several hundred users subscribed for the service.
Minimal impact on state network

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Agency  DEPARTMENT OF HUMAN RESOURCE MANAGEMENT 
 
Agency Mission Statement 
 
Mission: Develop, implement, and administer a statewide program of human resource management 
that: aids in the efficient execution of public policy, fosters careers in public service for qualified 
employees, and assists state agencies in the performance of their missions.  
 
 
Statement of Agency IT Vision/Mission that reflects SLA content 
The principle mission for Information Technology (IT) at the Department of Human Resource 
Management (DHRM) is to provide IT systems and support that allow the accomplishment of the 
mission of Human Resources which is:   
 
Mission: Develop, implement, and administer a statewide program of human resource management 
that: aids in the efficient execution of public policy, fosters careers in public service for qualified 
employees, and assists state agencies in the performance of their missions. 

 
Information technology objectives of the agency 
The objectives of IT at DHRM are to meet the agency mission.  All DHRM automated systems are 
geared to accomplish: 
 
Develop, implement, and administer a statewide program of human resource management that: aids 
in the efficient execution of public policy, fosters careers in public service for qualified employees, 
and assists state agencies in the performance of their missions. 
 
 
Agency Business Objectives that have IT projects supporting them  
1. Secured, protected available systems to decrease liability 
 
One of our primary objectives is the proper maintenance, security, and protection of our current 
production systems.  An important part of this responsibility is to secure and protect the data 
associated with these systems. 
 
HR data is highly sensitive and must be effectively protected.  It is a high priority that our data is 
secured and protected.  This will help us reduce and properly manage the state’s liability. 
 
To that end DHRM has accepted and is applying the security policy adopted by the Department of 
Technology Services and is creating an implementation plan for the security policy.  Included in this 
process is an extended effort to train and make aware our employees of the security policy. 
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2. Flexible Systems that Meet Stakeholder Requests 
 
Open does not mean unsecured systems.  It means fewer functional business restrictions in the 
operations of the systems.  This will allow flexibility in the implementation of business practices 
without waiting for changes to the automated systems.   
 
Also, we are presently required to produce information upon request from the Governor’s office and 
the Legislature.  We are also heavily depended upon for interfaces to other state systems either 
through access to our data warehouse or by interface files generated by our systems.  There are 
many requests from various sources.  Anyone can request information through GRAMA.  We are 
looking for better ways to effectively make HR data readily available to anyone who has legitimate 
need for this information and is able to properly secure it.   
 
 
3. Valued by our Customers 
 
DHRM has produced effective HR systems.  These systems require greater integration so there is 
seamless functionality between business functions.  Bringing value to our customers will help to 
focus our efforts in bringing greater integration, usability, and accessibility in our systems.  It is 
imperative that we increase our customer service.  Since value is defined by the receiver of our 
services and not how HR views our value it is important to us to focus on bringing value to our 
customers by listening to them. 
  
4 Increased Customer Service through Enterprise Integration 
 
We will be looking at ways to see that our systems and information is easily accessible to other state 
systems.  We are working with PEHP, URS, and the Division of Finance to make sure we have 
maximum integration with our HR systems.  We want to reduce the need of our customers to access 
multiple systems while trying to complete a business process.  This have brought about the 
Employee Gateway which allows HR staff and state employees access to information from different 
systems in one location. 
 
External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

The most pressure will come from industry demands for more accountability to the customer, better 
response and less liability exposure from employee issues.  Human Resource needs to do a better 
job of proving its worth to the organization and how it contributes to the accomplishment of strategic 
objectives be they economic or performance.  This speaks to a few things we need to do in HR: First, 
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HR has become a strategic partner because of the information and trends that HR can provide.  It 
will be critical to the overall operations of the organization that the information is accurate and 
meaningful.  Second, we need to increase focus on strategic planning and workforce planning.  This 
will require the use of data and research to speak intelligently about the state of the HR resources in 
an organization with real numbers.  This also implies that we need to be trusted to present the 
correct information so our performance must be professional, accurate and complete.  
 

 
Describe the Agency business changes that will occur as a result of these impacts 

It will be necessary to effectively measure our performance and not be concerned about reporting it.  
This will require a strong tie to our customers, understanding their needs and responding in 
productive ways to their issues.  Our business practice must value above all the needs of our 
customers.  This will require us to emphasize collaborative problem solving.  All HR employees need 
to view their work from a customer perspective in all circumstances and understand each of our 
different stakeholders.  We must understand how our stakeholders think and why and how their 
business operates. 
 
 

Describe the Information Technology Impact that will occur due to these changes 
The HR systems that will be required over the next 2-3 years and beyond will be systems that are 
flexible and open.  Meaning that the HR systems we use must not slow down the state’s business 
processes with overly complicated edits or processes.  They must also be open from the perspective 
that they do not need to be rewritten every time a new law or change in business practice takes 
place.   We need automated systems that can quickly allow for changes in policy and law.  We also 
need systems that accurately allow for providing information to policy makers.  It needs to provide 
the information quickly, efficiently, and accurately. 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 
DHRM tracks for the balanced scorecard the following which fulfill IT objectives: 
 Efficiency and Effectiveness 
  DHRM Customer Satisfaction 
  DHRM Employee Satisfaction 
 Recruitment and Staffing 
  Average Days to fill Standard Jobs 
 Training and Liability 
  Training Hours received by mangers 

 
Accomplishments of FY2014 
1. Implementation of Fiscal Year End  
2. Completion of significant enhancements to the states on-boarding system 
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3. Completion of a new look and feel Employee Gateway with significant enhancement to the search 
capability. 
4. Completion and implementation of a new Enterprise Recruitment system called NEO-GOV 
 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 

None 
 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

None 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

None 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 
 
DHRM has created and accepted a “DHRM Information Security Policy of Policies”.  This documents 
DHRMs acceptance of the DTS Enterprise Information Security Policy.  DHRM is also working to  
Validate these standards and practices by scanning, using geo-blocking, doing pen testing and other  
Measures outlined in the DHRM security strategy.  DHRM has established a department security  
Council whose intent is to determine the implementation of the security policy. 
 
IT Budget Summary for Agency 
 
6300:  $6,000.00 
6500:  $1,000,000.00 
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2015 IT Plan - DHRM
Project Information

Name DHRM-FY15-Application Maintenance

Description and Anticipated Benefits

This candidate is to define application
maintenance. It covers the maintenance of all
applications including interfaces to vendor
selected products. This includes the support of
the Employee Information Resource Center
(ERIC) along with the statewide Job Recruitment
(NEO-GOV) and the Human Resource
Management System. These systems require
daily operational attention along with numerous
requests for improvements to the systems. The
ERIC system includes On-Boarding, a call center
to support employees of the state and managers
of the state. It also includes the Employee
Gateway that allows employees access to all of
their employment information and easy access to
the retirement office and the Public Employees
Health Group.

Project Manager Mark Mitchell
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives
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2015 IT Plan - DHRM

Project Financial Information
Estimated Project Cost $45,000.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental IT appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $45,000.00
Contract Dollars $0.00

Other Dollars 0

193



2015 IT Plan - DHRM
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DHRM
Project Information

Name DHRM-FY15-ERIC

Description and Anticipated Benefits

This candidate supports the work of the
Employee Information Resource Center (ERIC).
DHRM works very closely with the vendor of the
services that make up the automation of ERIC.
The DTS IT staff in DHRM works with the vendor
to make sure all integration issues are identified
and working properly between the core HR
systems at DHRM and the software provided by
the vendor for ERIC. DTS has five (4) IT analysts
assigned to DHRM that assist DHRM in the
effective automation of the ERIC systems.

Project Manager Mark Mitchell
Organizational Impact Cross-department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes in objectives
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2015 IT Plan - DHRM

Project Financial Information
Estimated Project Cost $1,275,000.00
Estimated Anual Operation/Maintenance Costs $88,800.00

Anticipated Supplemental IT Appropriation No supplemental appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $1,275,000.00

Other Dollars 0
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2015 IT Plan - DHRM
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact anticipated

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DHRM
Project Information

Name DHRM-FY15-ERIC Telephony

Description and Anticipated Benefits

This project will provide telephone automation for
the Employee Resource Information Center
(ERIC).  This system will provide the ability for
ERIC to record telephone conversations when
someone calls in for assistance.  It will provide
the ability for a customer when calling the center
to enter their employee number.  This will then
allow the ERIC agent to see the information
about the employee just as soon as they receive
the call.  This will provide all necessary logging of
information between the caller and the agent.

This automation will increase the efficiency for
ERIC and provide more accurate and effective
service to the employees of the state.

Project Manager Mark Mitchell
Organizational Impact Cross-department candidate

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to IT Objectives
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2015 IT Plan - DHRM

Project Financial Information
Estimated Project Cost $100,000.00
Estimated Anual Operation/Maintenance Costs $10,000.00

Anticipated Supplemental IT Appropriation No supplemental IT appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block is anticiapted

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $30,000.00
Labor Dollars $0.00
Contract Dollars $70,000.00

Other Dollars 0
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2015 IT Plan - DHRM
Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access State
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional Impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DHRM
Project Information

Name DHRM-FY15-HRE Re-Write

Description and Anticipated Benefits

This project is intended to re-write the Human
Resource Management System.  This system
provided HR support to the entire state
enterprise.  All state employees use this system.

The current system was written and implemented
in 1998 and had an extensive upgrade in 2006.  It
has been enhanced and changed regularly to
help maintain an effective HR system.

It is now time for a complete analysis and
updating of the system.  This will include an
upgrade to the following modules:  Employee,
Training, On-boarding, security, customer facing,
Job, Position, all misc informational items.

Project Manager Mark Mitchell
Organizational Impact Cross-department candidate

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes in objectives are anticipated
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2015 IT Plan - DHRM

Project Financial Information
Estimated Project Cost $636,000.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental appropriations is
anticiapted.

Anticipated Building Block Request for an IT Appropriation This is now being determined by the
Director of Human Resources

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $636,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DHRM
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High

203



2015 IT Plan - DHRM
Project Information

Name DHRM-FY15-Production Support

Description and Anticipated Benefits

Production Support Candidate. This Candidate
defines the support for the DHRM Operations and
production support. DHRM has numerous
systems that are accessible 24 X 7 for use by
employees, state managers and the general
public. These groups may be applying for state
jobs. DTS staff assigned to DHRM have a
responsibility to oversee the effective operations
and production support for these systems. This
candidate identifies and supports these IT
activities.

Project Manager Mark Mitchell
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes in DHRM objectives is anticipated
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2015 IT Plan - DHRM

Project Financial Information
Estimated Project Cost $40,000.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No IT Supplemental appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No Building Block is being requested

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $40,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DHRM
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact on the infrastructure

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DHRM
Project Information

Name DHRM-FY15-Recruitment (NEO-GOV)

Description and Anticipated Benefits

This Candidate is for the DHRM state and public
recruitment system to apply for State Jobs. This
is a vendor system that was competitively bid by
DHRM. The winning vendor was NEO-GOV. This
system has replaced the current in-house
developed State Jobs system. It is interfaced to
the current enterprise HR system known as
Human Resource Enterprise (HRE). It is also
interfaced to the Employee Resource Information
Center (ERIC). This system has been security
qualified and accessibility for the blind qualified.
This candidate will apply for system operational
support and enhancements with continued
annual support payments to the vendor.

Project Manager Mark Mitchell
Organizational Impact Cross-department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives
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2015 IT Plan - DHRM

Project Financial Information
Estimated Project Cost $350,000.00
Estimated Anual Operation/Maintenance Costs $55,000.00
Anticipated Supplemental IT Appropriation No supplemetal appropriation is anticipated

Anticipated Building Block Request for an IT Appropriation No building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $350,000.00
Labor Dollars $0.00
Contract Dollars $350,000.00

Other Dollars 0
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2015 IT Plan - DHRM
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact is anticipated

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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FY2015 IT Plan Executive Summary 
July 1, 2014 

Agency  
 
 
Agency Mission Statement 

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 
 
Agency Business Objectives that have IT projects supporting them  

 
 
 
External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

The mission of the Department of Human Services is to provide Utahns assistance to live safe, 
healthy and successful lives. We fulfill this mission by providing children, youth, families and adults 
care, services and treatment to thrive in their homes and communities. 

Ensure that technology and systems are in place that allows the agency to fulfill its mission as 
effectively and efficiently as possible. 

Keep the Lights On: all the software, systems and infrastructure now in place must keep working and 
meet the expectations defined in service level agreements. 
 
Implement Laws/Rules: respond to changing federal and state statutes and rules, ensuring changes 
are implemented as efficiently and effectively as possible. 
 
Improve Service Delivery: support agency efforts to more effectively and efficiently provide services 
to citizens. 
 
Deliver Better Tools for Better Results: identify, prioritize and implement proposed enhancements to 
existing systems or new systems that support the agency’s mission. 

Assure the safety of children in their home. 

Provide care in the least restrictive, community-based environments that meet safety and treatment 
needs. 

Maximize engagement of two parents in the most efficient and effective way. 

Department of Human Services 
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Describe the Agency business changes that will occur as a result of these impacts 

 
 

Describe the Information Technology Impact that will occur due to these changes 

 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 
 
Accomplishments of FY2014 

 
Describe IT Involvement in coordination efforts with other State and Local government entities 

 
 

DHS administers many federal programs and must comply with changing rules, policies, reporting 
requirements, etc. 
 
Demand for mainframe services is dropping. ORS may be the only user by FY2017. 

DHS will work closely with federal partners and implement changes as needed. 

ORS will need to evaluate its options and is seeking active involvement in DTS decisions relative to 
mainframe services. 

Federal Statewide Automated Child Welfare Information System (SACWIS) certification for SAFE 
 
Accurate and timely processing of payment data 
 
Delivery of enhancements required by State or Federal deadlines 
 
Performance measures as identified in the DHS Product Descriptions and Service Level Agreements. 

More divisions worked to digitize paper records and otherwise move toward paperless processes. 
The agency also expanded use of electronic forms technologies. 
 
Implemented additional web-based services allowing for direct provider access. 
 
Several systems were moved from Sybase to SQL Server for database services. Security is improved 
with all restricted data encrypted at rest, along with other improvements. 
 
Completed numerous enhancements to meet new federal requirements including affordable care 
meaningful use criteria. 

Ongoing relationships with Workforce Services and Health. 
 
Providers with whom DHS contracts to provide services, or for which DHS provides oversight. 

211



 
 
 

 
Page 3 of 3 

FY2015 IT Plan Executive Summary 
July 1, 2014 

Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 
 

 
 
IT Budget Summary for Agency 

 

DTS development staff is augmented by contract developers procured via an open bid RFP 
procurement process to complete development work on several different systems. 
 
DHS makes use of several commercial applications provided by the private sector. 

Human Services is not subject to this requirement.  

DHS hired a Security Officer formerly employed by DTS, expecting to continue his efforts on risk 
assessments and other related initiatives. This individual will work closely with DTS to coordinate 
compliance with all state and federal requirements. 

DHS ESTIMATED TOTAL IT BUDGETS - FY 2014 
     
  Telecomm.   DP Current   DP Capital   
  Charges   Expenses   Expenses  Rounded 
Division  (6300)   (6467 - 6599)   (6611-6699)   Totals  
EDO  $60,900   $1,753,100   -     $1,814,000  
DSAMH  10,300   2,879,100   -     2,889,400  
DSPD  191,100   2,099,800  $452,000     2,742,900  
ORS 204,900   6,374,400   -   6,579,300 
DCFS 504,400  5,186,900  -     5,691,300  
DAAS  35,200   246,800  -    282,000  
DJJS  336,700   1,074,800   -     1,411,500  
DHS Totals  $1,343,500   $19,614,900   $452,000   $21,410,400  
 

212



2015 IT Plan - DHS
Project Information

Name DHS-FY15-Admin Web Applications

Description and Anticipated Benefits

Grouping of several applications that service
multiple divisions at DHS, including:
- Adobe Livecycle: used for electronic forms and
workflows
- BCMS: for tracking provider contracts
- Contracts, Approvals, and Payments System
(CAPS): makes payments to providers for most
services
- FiTS for emergency contact, facility
management and forms inventory control
- KAHS for case management in Administrative
Hearings and the Child Protection Ombudsman
- Licensing for management of provider licensing

Most of these systems are in maintenance mode
with few enhancements planned. DHS is
evaluating enhancements needed to improve the
contract management process and will continue
implementing additional forms using Adobe
Livecycle.

New for FY2015 is the System of Care initiative
that could involve purchase of a medical
record/case management system and significant
work interfacing with existing department
systems.

Project Manager Dennis Allred
Organizational Impact Department candidate

Purpose

Maintain existing application/product,Enhance
existing application/product,Develop new
application/product,Collaboration with local
government

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None at this time
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2015 IT Plan - DHS

Project Financial Information
Estimated Project Cost $900,000.00
Estimated Anual Operation/Maintenance Costs $900,000.00
Anticipated Supplemental IT Appropriation None at this time

Anticipated Building Block Request for an IT Appropriation None at this time

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $400,000.00
Labor Dollars $450,000.00
Contract Dollars $50,000.00

Other Dollars 0
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2015 IT Plan - DHS
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State,Federal,Public
Access Agency,Public,State

Information Types Personal Private Information,Financial-bank accounts routing
information,Medical

Regulatory Compliance BCI,State Code - Specify,Federal Code or Regulation - Specify,HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Best Effort

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Best Effort

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education

Impact on Infrastructure Operations Services that
may result with development of Project Nothing significant

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DHS
Project Information

Name DHS-FY15-DAAS

Description and Anticipated Benefits

The Division of Aging and Adult Services (DAAS)
administers a wide variety of home and
community-based services for Utah residents
who are 60 and older. Programs and services are
primarily delivered by a network of 12 Area
Agencies on Aging which reach all geographic
areas of the state.

To provide oversight and meet federal reporting
requirements DAAS uses software from Harmony
Information Systems (aka Synergy Software) as
well as the SAFE system supported by DCFS.

For FY2015 they will work with DCFS to
determine how SAFE Modernization affects
DAAS. This may involve making use of additional
modules from Harmony, staying with SAFE, or
other options not yet considered.

Project Manager Wade Owen
Organizational Impact Department candidate

Purpose Enhance existing application/product,Maintain
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives To be determined
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2015 IT Plan - DHS

Project Financial Information
Estimated Project Cost $260,000.00
Estimated Anual Operation/Maintenance Costs $260,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation Not yet determined by the agency

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $103,000.00
Contract Dollars $157,000.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Federal,State
Access Agency,State
Information Types Personal Private Information,Medical
Regulatory Compliance State Code - Specify,Federal Code or Regulation - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Best Effort

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Best Effort

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Jobs,Education

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DHS-FY15-Data Warehouse

Description and Anticipated Benefits

Repository for most of the data DHS needs to
create management and operational reports.
Data is imported from other production systems
and sources. Cognos tools are used to create
standard or ad hoc reports.

FY15 will continue efforts to expand the data
available, implement a department dashboard
and expand presentation options such as
mapping.

Project Manager Dennis Allred
Organizational Impact Department candidate

Purpose Enhance existing application/product,Maintain
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $270,000.00
Estimated Anual Operation/Maintenance Costs $270,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $50,000.00
Labor Dollars $220,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State,Federal
Access Agency
Information Types Personal Private Information
Regulatory Compliance Federal Code or Regulation - Specify,State Code - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Best Effort

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Best Effort

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Jobs,Education

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DHS-FY15-JJS

Description and Anticipated Benefits

JJS relies primarily on the Courts and Agencies
Record Exchange (CARE) as their case
management system. The system was developed
and is supported by State Courts.

Planned enhancements to care for FY2015
include:
1. Ability to upload documents to CARE for
attachment to individual cases
2. Ability to affix digital signatures to system
generated documents and reports
3. Improved user interfaces on several case
management reports
4. Support for access to CARE from mobile
devices.

Other efforts planned this year involvement
increased use of online training and a related
learning management system, use of telehealth
resources to improve services to clients and
improved interface to BCI.

Project Manager Kevin Van Ausdal
Organizational Impact Cross-department candidate

Purpose Maintain existing application/product,Enhance
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $200,000.00
Estimated Anual Operation/Maintenance Costs $200,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $200,000.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Agency,Public,State
Information Types Personal Private Information,Credit Card,Medical
Regulatory Compliance BCI,PCI,State Code - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Jobs,Education

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Name DHS-FY15-ORSIS

Description and Anticipated Benefits

Provides complete support for ORS efforts to
ensure that parents are financially responsible for
their children by providing child support services
and support for children in care. Also supports
efforts that help ensure public funds are used
appropriately.

Current Initiatives:
1. ER 3739 Automatic Case Open: will take
information entered into the online application for
services and automatically open the child support
case in ORSIS.
2. ER 3499A Federal Case Registry Locate
Updates: first part of enhancement to update
ORSIS to utilize new functions added to the
Federal Case Registry.
3. ER 3866 TOP: addresses audit findings
against Department of Workforce Services for the
portions of the DWS overpayment program still
housed in ORSIS.
4. Phone System move to DTS Unified
Communications
5. ER 3870: Interactive Forms Batch:
infrastructure required to support  the second
phase of child support forms to be built in Adobe
LifeCycle
6. ER 1873A & B: Changes required for new
MMIS interface
7. Fee changes passed by Legislature
8. ER 3499B Federal Case Registry Locate
Updates: second part of enhancement to update
ORSIS to utilize new functions added to Federal
Case Registry.
9. ER 3879: Design Web-based Payment Service

Future Plans:
Additional projects will occur; only projects
currently anticipated to utilize significant
resources during FY 2015 have been listed.

Project Manager Gene Riggs

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product,Maintain
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $3,100,000.00
Estimated Anual Operation/Maintenance Costs $3,100,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None at this time

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $110,000.00
Labor Dollars $2,060,000.00
Contract Dollars $930,000.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State,Public,Federal
Access Agency,State,Public

Information Types Medical,Financial-bank accounts routing information,Personal Private
Information

Regulatory Compliance HIPPA,State Code - Specify,IRS,Federal Code or Regulation - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 48 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 48 hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education

Impact on Infrastructure Operations Services that
may result with development of Project Continued mainframe services, normal growth

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Name DHS-FY15-SAFE

Description and Anticipated Benefits

Provides intake/referral, case management,
purchased service authorization, eligibility
determination, reporting and other functions for
two divisions and several offices at DHS with the
primary being DCFS.

Current Initiatives:
1. SQL Server Data Tools Reporting Module.
2. Automated build process.
3. Phase 1 Contracts Module.
4. Database architecture concerns –
consolidating areas of person and addresses in
the system prior to further modernization to fix
issues users experience in current system.
5. Analysis of best way to integrate Powerbuilder
and web to assist in moving forward with
modernization and making the interface easier for
users.
6. Mechanisms to change documents to pdf
format in preparation for modernization
7. Update of the CANS assessment tool.
8. Federal NYTD web tools rebuilt in new
framework.
9. Enhance interface with the courts and GAL
MIS systems (CARE/VOICE) to expand
documents exchanged across interface.

Future Plans:
1. CANS and UFACET certification mechanisms
2. Drug Testing Referral form rebuilt in new
framework.  Allows workers to request drug
testing be set up for their clients.
3. Domestic Violence Provider website written in
new architecture
4. Document Portfolio/File import – Architecture
to support forms being set up in the new
technology.
5. Eligibility module written in SAFE and interface
with eRep updated.
6. Interface with new Office of Licensing system.
7. Update mental health window for DSM-V code.
8. SDM contact standards action items

The following items may be worked on as they
are high business priorities, however the
implications for SAFE are not yet know:
  • IV-E waiver community services referral
tracking
  • CPS Safety plan changes
  • Alterations to support system of care
  • Improved visitation tracking
  • IV-E Kin Guardianship Subsidy
  • In-Home case rewrite

Project Manager Wade Owen
Organizational Impact Department candidate

Purpose
Maintain existing application/product,Enhance
existing application/product,Develop new
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $3,489,900.00
Estimated Anual Operation/Maintenance Costs $3,489,900.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None at this time

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $15,700.00
Labor Dollars $2,182,300.00
Contract Dollars $1,291,900.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State,Federal
Access Agency,State
Information Types Medical,Personal Private Information
Regulatory Compliance SSA,Federal Code or Regulation - Specify,State Code - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover Less than 2 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement Less than 2 hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education

Impact on Infrastructure Operations Services that
may result with development of Project

Modest growth in servers during transition to .Net and
Web deployment

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Name DHS-FY15-SAMH Web Applications

Description and Anticipated Benefits

Grouping of web-based applications for
Substance Abuse and Mental Health, including
Beverage Server, EASY, PASRR, REDI,
SAMHIS and FES. They also use a hosted
voucher application from FEI.

Planned initiatives for FY2015 include:
1. Rewrite the website for SAMHIS to extract
outdated code.
2. Establish a new prevention collection system
using the WITS system developed by FEI.
3. Expanding PASRR to include DSPD clients at
their request.

Project Manager Dennis Allred

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose
Maintain existing application/product,Develop
new application/product,Enhance existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $125,000.00
Estimated Anual Operation/Maintenance Costs $125,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $125,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Federal,Public,State
Access Public,State,Agency
Information Types Credit Card,Medical,Personal Private Information
Regulatory Compliance Federal Code or Regulation - Specify,HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Best Effort

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Best Effort

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Education,Self-Determination,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DHS-FY15-USDC eChart

Description and Anticipated Benefits

eChart is the primary tool used at USDC for case
management, medical and professional
noting/ordering, and support of ongoing active
treatment programs. Included are subsidiary
applications such as staff management and
purchasing.

Planned enhancements to eChart for FY2015
include:
1. Obtain Meaningful Use certification and
implement requested medical enhancements.
Examples include:
 a. new note type – Admitting History & Physical
(ADHP)
 b. Annual /Quarterly/Dental Pre-Anesthesia
Evals, and add a section to eChart Task List for
these new evals.

Other related efforts:
1. Roll out Adobe LiveCycle to production and
begin collecting form data electronically.
2. Interface the collected data to eChart and
eFileCabinet. New Business Analyst to develop
forms, 12 month software development contract
for Adobe Livecycle development.
3. Infrastructure: Complete the rollout of
Fiber/WIFI campus-wide, implement Voice Over
IP, complete Windows 7 PC refresh, Remove
Office XP

Project Manager Nathan Gudmunson

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose

Develop new application/product,Enhance
existing application/product,Maintain existing
application/product,Enhance existing
infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $632,000.00
Estimated Anual Operation/Maintenance Costs $632,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None at this time

IT Assets to Complete Project
Hardware Dollars $5,000.00
Software Dollars $30,000.00
Labor Dollars $155,000.00
Contract Dollars $442,000.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State,Public
Access Agency
Information Types Personal Private Information,Medical
Regulatory Compliance HIPPA,Federal Code or Regulation - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 Yes

Project Time to Recover 8 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 8 hours

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education

Impact on Infrastructure Operations Services that
may result with development of Project Normal growth

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DHS-FY15-USH eChart

Description and Anticipated Benefits

eChart provides complete Electronic Medical
Record functionality for the Utah State Hospital.

Current Initiative:
1. Patient Financial Management (PFM) 2.0:
Social Security benefit tracking.
2. Physician Discharge Order (PDO): Replace a
Java/JBoss system with a new .NET web
application to manage the Discharge Order
planning process.  Correct several deficiencies in
the current system and eliminate the security-risk
JBoss 4.2 environment.

Future Plans:
1. Patient Financial Management (PFM) 3.0:
Reporting, workflow and notification features
2. IDC-10 Conversion: The worldwide conversion
from ICD-9 to ICD-10 billing and diagnosis codes
has been pushed back to Oct. 1, 2015, but this
will require finalization of our effort (started in
FY14) starting about April 2015.
3. Security Initiatives: We have identified several
things we can do to improve data security and
logging.  These will be implemented as a
package early in FY15.
4. Electronic Med Pass (EMP): Utilize barcoding
or other technology to improve the process of
distributing medications to patients, including
reducing paper, improving communication, and
reducing med errors.  This could be a purchased
solution or developed in-house.
5. Electronic Physician Order Entry (EPOE):
Provide electronic creation, management, and
tracking of medical orders for patients.

Project Manager Mark Curtis

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose
Maintain existing application/product,Enhance
existing application/product,Develop new
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $1,300,000.00
Estimated Anual Operation/Maintenance Costs $1,300,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None at this time

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $20,000.00
Labor Dollars $620,000.00
Contract Dollars $660,000.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Federal,Public,State
Access Agency
Information Types Personal Private Information,Medical
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 4 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 4 hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs,Education,Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project Normal growth

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level Low
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Name DHS-FY15-USTEPS

Description and Anticipated Benefits

Utah System for Tracking Eligibility, Planning and
Services (USTEPS) is the case management
system for the Division of Services for People
with Disabilities. This includes the USTEPS
Provider Interface (UPI) that allows private
providers direct access to the system.

Planned enhancements for FY2015:
1. Document scanning interface allowing direct
submission of electronic documents by Support
Coordinators
2. Development of a Consumer/Family Portal to
allow access to consumer specific information
and completion of the Intake Process online.
3. Integration of the Incident Report application in
UPI with external systems.
4, Development of an electronic form 520 billing
process in UPI.

Additional enhancements that will be considered
in FY2015:
1. SAS Compliance Checklist
2. Site Certifications
3. Electronic signatures on form 1056.

Project Manager Dennis Allred

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose
Maintain existing application/product,Enhance
existing application/product,Public/private
partnership

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $390,000.00
Estimated Anual Operation/Maintenance Costs $390,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None at this time

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $390,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access State,Public,Agency
Information Types Personal Private Information
Regulatory Compliance Other - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Best Effort

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Best Effort

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education

Impact on Infrastructure Operations Services that
may result with development of Project Continued growth in storage consumption

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

Agency  
Department of Natural Resources (DNR)  
 
Agency Mission Statement 
The Department of Natural Resources helps ensure Utah’s quality of life by managing and protecting the state’s 
natural resources. 
 
Statement of Agency IT Vision/Mission that reflects SLA content 
DTS provides technical service to the Department of Natural Resources and creates applications that promote highly 
efficient use of staff time, thereby ensuring prompt services to the public.  DTS provides a technical infrastructure 
which is responsive, reliable and secure.  We provide efficient and effective IT planning and execution. 
 
Information technology objectives of the agency 
To provide online agency services to the public and to corporations that do business with the State of Utah 
 
GIS technology use to provide current and useful information to citizens, the business community, internal DNR 
efficiency, and sharing data with other State and Federal Agencies.    
 
To assist DNR and its divisions in meeting their goals and objectives through the effective application of 
information technology 
 
Agency Business Objectives that have IT projects supporting them  

1. Provide all agency and division services to the public and to business entities online in order to reduce cost 
and increase efficiency. 

2. Improve and manage the use of GIS technology and datasets to provide current and useful information to 
citizens, the business community, internal DNR efficiency, and sharing data with other State and Federal 
Agencies 

3. Manage and maintain the state park system so that visitors enjoy the natural, cultural and recreational 
resources of the state. 

4. Provide training and education to the public so that recreational activities can be accomplished in safety. 
5. Prepare documentation that helps protect Utah’s public health and safety and make that information 

available to citizens, corporations and other governmental agencies. 
6. Improve the overall efficiency of effectiveness of DNR divisions. 
7. Achieve broad-based support for agency programs by demonstrating the value of these programs to the 

citizens of the state. 
8. Expand wildlife populations and conserve sensitive species by protecting and improving wildlife habitat. 
9. Oversee the State’s resources in a manner that encourages prudent use while protecting them for future 

generations. 
 
External Forces 
Describe the Federal, Economic, and Industry forces that will impact your agency operations over the next 2-3 years 
Ongoing budget shortfalls and reduced revenues threaten the ability of the agency to provide adequate service levels 
to customers. 
 
Additional legislation may require increased services at a time of budget reductions. 
 
Aging facilities and equipment may require additional investment. 
 
Federal cutbacks and sequestration may increase the workload or expenses of agency divisions. 
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Describe the Agency business changes that will occur as a result of these impacts 
There will be a greater reliance on information technology to make agency employees better able to deal with 
increased demands with fewer employees.  This will include, but will not be limited to making more services 
available online. 

 
Describe the Information Technology Impact that will occur due to these changes 
There will a greater pressure to provide solutions that are flexible and that do not require significant expenditures to 
accommodate changes in technology.  These applications must be delivered quickly and provide the functionality 
requested by the agency.  There will be an increased pressure on the network and the applications to deliver results 
to the client quickly regardless of their physical location so that the public does not experience significant wait times 
to receive agency services.  There will be pressure to provide creative solutions that allow DNR to reduce their 
overall DTS bills. 
 
List any performance measures used by the agency for implementing the agency’s information technology 
objectives. 
The primary performance measures used are the application availability measurements currently in place. 
 
Accomplishments of FY2014 
Networking  

• Organized Campus D in Solarwinds by taking information from spreadsheets and creating the sites in 
Solarwinds for easier, real time monitoring and config backups.  

• Updated software on network gear at various sites. Solved various stability issues including SSH sessions 
being locked.  

• Provided new wireless bridge at the GSL Marina. 
• Upgraded WAN connections at remote DNR locations.  
• Added vLans to DNR Admin for PCI Compliance. 

Hosting 
• Established regular monthly patching of Windows Servers.  
• Implementation of host based firewall initiative. 
• GIS consolidation of data and servers.  
• Point of Presence of Hosting Personnel at DNR, which will resume upon staff being hired.  
• Decommissioning of the physical DNR GIS server. 
• Converted DNR servers to Active Directory. 

 
Desktop 

• Active Directory Desktop Conversion 
• Scanner and printer device conversions from NCP to MS Print and SMB.  
• Coordination with Rural Desktop Support for Active Directory, new software installations, and computer 

deployments.  
 
Campus 

• Verizon repeater system project to allow the use of cell phones in the DNR Administration Building 
completed. 

 
Application Group 
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• Shared Application Server Migration - Ten applications used by the Divisions of State Parks, Wildlife 
Resources and Finance were migrated from an old server to a new tiered application server environment.  
The applications were relocated to a set of application servers supporting the Division of Oil, Gas and 
Mining. Overall, DNR was able to save approximately $8,500 in licensing costs, improve security by 
eliminating the old server, and improving the support, testing and deployment processes for the shared 
applications.   

 
• Upgrade and Migration of SQL Servers for Oil, Gas & Mining - The database servers for the division have 

been upgraded and migrated to new 64 bit servers improving security and reducing cost. When fully 
completed the migration will reduce the number of servers, align the technical architecture with State’s 
multi-Tier architecture, and simply data replication and backup.  It is conceivable the division will realize a 
$7,000 to $12,000 savings annually. 

 
• Well LAS Log Files - The LAS (Log ASCII Standard) oil well log files are now available for download 

from the DOGM web site. This option makes it easier for Oil well operators to get access to well log files 
from anywhere at any time eliminating the need to come to Salt Lake City to request the data.   

 
• Well Incident Report - The new report allows operators to use an online web based form to do data entry 

and clarification for incidents occurring at their sites. The report is also searchable by the public. Overall 
the process for reporting incidents has simplified reducing the number of phone calls occurring between 
OGM staff and well operators while improving the public’s ability to quickly and easily get information on 
incidents. 

 
• Wildlife Recreational Access Map (RAM) - Web based application offering information to the public, in 

map format, regarding outdoor recreational activities related to the mission of DWR.  DWR has a number 
of programs with geographical components attached to them.  Recreation Access  Map provides one place 
for the public to obtain information about all of these programs, including Walk-in Access properties, 
Fishing Hotspots, Blue Ribbon waters, Hunts and Maps, CWMU and WMAs.  

 
• GIS Infrastructure for Web Apps - RAM is the first application deployed to take advantage of DNR’s new 

GIS architecture and infrastructure.  The new GIS environment takes advantage the enterprise licensing 
deal DNR has with ESRI. The design of the new environment makes it easier for web developers to create 
and deploy map based applications with multiple layers of data to a robust set of servers. Additionally, the 
GIS infrastructure provides token based security support for DNR’s web based map applications.  
Deployment and use of the underlying data is controlled by business protecting the data and the 
infrastructure from screen scraping applications and services.   

 
• Apportionments of Beneficial Use (Water Rights) - An online process for tracking Apportionments of 

Beneficial Use and Declarations of Beneficial Use for the Regional Engineer's Action List was created.  
Process improvements include adding functionality in the Division’s Mail Log to initiate the Beneficial Use 
tracking. 

 
• Various Updates to the Water Rights division Web system - The updates improve the constituency’s ability 

to interact with the Division and the divisions staff. 
◦ Updates were completed for various portions of the Division’s online applications. Updates include: 
◦ Changes to the Distribution System Accounting pages for year-end processing; 
◦ Changes to the Exchange Contract page; and 
◦ Implementation of an Online Protest page. 
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

 
Describe IT Involvement in coordination efforts with other State and Local government entities 
Working with DEQ, UDOT, and AGRC to initiate a new GIS based service allowing the participating agency's to 
share their geographic based datasets.  Creating opportunities to discover new solutions and improve services based 
on correlation of geographic driven data. 
 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 
DNR utilizes Utah Interactive for the creation and maintenance of licensing applications for the division of Wildlife 
Resources.  The hunter permit draw system is also an outsourced application.  In  FY 2011, State Parks implemented 
software applications through two private companies.  One hosts and manages the Parks reservation systems and the 
second is hosts and to operates a golf reservation system. 
 
In FY 2013 DNR started an effort to partner with DEQ, UDOT and AGRC for the creation of a new enterprise based 
GIS service. 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government products 
and services provided electronically).  
DNR is working to expand the number of business functions available to the public. Examples: 

• DWR Licensing – allows customer to apply for an purchase wildlife licenses 
• Wildlife Education – allows citizens to take hunting education course online. 
• Online Golf Reservations–reserve tee times at any of the State’s golf courses. 
• Reserve America–reserve a camp site at any of the State’s parks. 
• Online Water Rights–apply for and manage water rights  
• ePermitting-allows Oil, Gas, and Mining operators to apply for applications to drill/mine online. 
• DNR Online Bookstore – allows patrons to purchase maps, books and other items 

 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 
DNR development teams are alerted to security issues, and efforts to comply to DTS security directions are being 
implemented at the development level for which DNR is fully supportive.  All development efforts will comply as 
much as possible to DTS security directions.   However, further discussion needs to take place on the agencies’ role 
from this point.   Security measures resulting from the Application Security Assessment will be monitored and 
completed in the coming months. 
IT Budget Summary for Agency 
Budget information was obtained through CIMS (ITUAM) and reflects the amounts paid to DTS through rates.  
Additional IT expenses may be directly billed to the agency for equipment purchases and contract payments. 
 
 Total 6300 (Telecom) 6500 (Data) 6534 (Agency 

Spending) 

FY2011 $3,849,760.07 $801,234.75 $3,048,525.32 Directly Billed 

FY2012 $3,714,732.67 $810,468.69 $2,904,263.98 Directly Billed 

FY2013 $3,963,054.94 $725,326.94 $3,237,728.00 Directly Billed 

FY2014 (thru 4/1) $3,040,577.42 $519,000.91 $2,521,576.51 Directly Billed 

FY2015 (EST) $3,782,246.37 $805,851.72 $2,976,394.65 Directly Billed 
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

Indicate any changes in the budget from the previous year.  If there are changes, list the specific DTS 
service(s) that will be impacted and the amount of increase or decrease. 
No significant change to the IT budget are anticipated for FY2015.  DNR's consumption of storage will likely 
continue to increase, their mission requires them to produce large amounts of data (GIS).  
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 Application Security

Description and Anticipated Benefits

Series of projects to address vulnerabilities
discovered during the Risk Assessment, Security
Plan, or Enterprise Security Council meetings.
Projects may deal with protecting against SQL
Injection, Encryption, removing functionality or
fields that are sensitive but not necessary.

Project Manager Michael Casey
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $30,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $30,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Dependent on requirements

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level High
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 Computer Equipment refresh

Description and Anticipated Benefits

This candidate will cover the potential
replacement of PC's & laptops to get on a 4 year
refresh cycle.  DNR will only make equipment
purchases if they have available funds.

Project Manager Jim Howard
Organizational Impact Department candidate

Purpose New infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on funding
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $350,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $350,000.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Not required

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Not required

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Education,Energy,Self-Determination,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project PC & laptop replacement

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 DOGM AMR MineKeeper Application

Description and Anticipated Benefits

This is a continuation of the FY14 candidate.  The
AMRP section is replacing their old access
database with a new MS/SQL web based
application for tracking the reclamation of
abandoned mines.  Key effort will be managing
DES the vendor who developed Brasscap the
application selected by AMRP, as they customize
Brasscap to meet the program's needs.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $105,000.00
Estimated Anual Operation/Maintenance Costs $21,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $14,000.00
Contract Dollars $70,000.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Jobs,Education,Energy

Impact on Infrastructure Operations Services that
may result with development of Project Potentially server creation and code migration

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 DOGM Coal Regulatory Permit
Tracking Information System

Description and Anticipated Benefits

This is a continuation of the FY14 candidate.  The
candidate is to maintain and enhance an existing
application that tracks coal and minerals
regulatory permits.  Division of Oil, Gas and
Mining requested enhancements to the
application will be applied and reports developed.
There will be little infrastructure impact over what
it now required.

Project Manager Angela Nance

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $107,000.00
Estimated Anual Operation/Maintenance Costs $21,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $86,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Public
Access Agency,State,Public,None
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Energy,Education

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 DOGM Mining Information Systems

Description and Anticipated Benefits

Maintenance and enhancement of the Division of
Oil, Gas and Mining (DOGM) mining information
systems.  The mining program oversees and
regulates mines and exploration projects.
Permits and reporting are completed on line to
ensure environmental laws and regulations are
followed and to ensure mined lands are
reclaimed.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $35,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $35,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Public
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Energy,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 DOGM Oil and Gas Information
Systems

Description and Anticipated Benefits

This candidate is for maintenance and
enhancement to the Division of Oil, Gas and
Mining's existing oil and gas information systems.
It will include division requested enhancements to
the existing application.  There are no significant
infrastructure changes as most of the changes
will be in reporting and the additional capture of
new information.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $268,000.00
Estimated Anual Operation/Maintenance Costs $21,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $50,000.00
Labor Dollars $197,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Public
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 DWR Wildlife Applications

Description and Anticipated Benefits

Maintenance and enhancement of the
Depredation/Mitigation, CWMU voucher, Walk in
Access, Land Inventory, Motorpool, Contracts,
and Inventory systems.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $79,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $79,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 DWR Wildlife Information and
Licensing Delivery Systems

Description and Anticipated Benefits

The application is comprised of three sub
components and was generated and is
maintained by Utah Interactive.  The business
analysis, requirements definition and reporting
and other interfacing systems are created and
maintained by DTS staff.  The candidate will have
some maintenance and enhancement projects for
this year as requested by the program.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $159,000.00
Estimated Anual Operation/Maintenance Costs $21,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $138,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Public
Access None,Public,Agency
Information Types Personal Private Information
Regulatory Compliance PPI,SSA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Energy,Education,Self-Determination,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 DWRi Water Rights Website and
Application

Description and Anticipated Benefits

This candidate is for the division that regulates
the appropriation and distribution of water in
Utah.  Developers will provide ongoing
enhancement and maintenance.  All Water Rights
applications (both staff and public) are delivered
through the website, maintenance of existing
applications and development of new applications
falls under this candidate for the Water Rights
division.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $306,000.00
Estimated Anual Operation/Maintenance Costs $40,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $266,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Jobs,Education,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 FFSL Fire Business System

Description and Anticipated Benefits

This is a continuation of the FY14 candidate.
This application with allow the Lone Peak Fire
District as well as Forestry, Fire and State Lands
to bill and invoice for wild fire fighting efforts both
in state and out of state.  It will also provide billing
capability for fire suppression projects performed
on behalf of entities with fiscal responsibility for
fires within the state.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $128,000.00
Estimated Anual Operation/Maintenance Costs $21,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $7,500.00
Contract Dollars $100,000.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Federal
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Energy,Education

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 FFSL Land Management System

Description and Anticipated Benefits

This is a continuation of the FY14 candidate.
This system will allow FFSL to manage their
various properties and parcels thought the state,
including identification of easements and right of
ways.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $203,000.00
Estimated Anual Operation/Maintenance Costs $21,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $8,000.00
Contract Dollars $175,000.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Energy,Education

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 Parks Application Support

Description and Anticipated Benefits
This candidate provides for the support,
maintenance and enhancements to the Utah
State Park and Recreation systems.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $85,000.00
Estimated Anual Operation/Maintenance Costs $45,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $40,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access Agency,Public,State,None
Information Types Credit Card,Personal Private Information
Regulatory Compliance PCI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 PCI Systems Review

Description and Anticipated Benefits

Review and manage PCI compliance for DNR
and it's divisions.  Conduct evaluations, assist in
annual PCI compliance reviews, and identify
potential improvements.

Project Manager Michael Casey
Organizational Impact Department candidate

Purpose Enhance existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $60,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $30,000.00
Software Dollars $0.00
Labor Dollars $30,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Agency,Public,None
Information Types Credit Card
Regulatory Compliance PCI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Energy,Education,Self-Determination,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Dependent on assessment results

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 Shared Application Support

Description and Anticipated Benefits Development and management support for
DNR's shared applications and databases.

Project Manager Michael Casey
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $26,000.00
Estimated Anual Operation/Maintenance Costs $21,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $5,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange Public,State
Access Agency,Public
Information Types Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 30 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 30 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 UGS Application Support

Description and Anticipated Benefits IT Development support the Utah Geological
Survey division.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $139,000.00
Estimated Anual Operation/Maintenance Costs $21,000.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $118,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State,Public
Access Agency,Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Energy,Education

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DNR
Project Information

Name DNR-FY15 WEXAPP and Dedicated Hunter Apps

Description and Anticipated Benefits

Maintain the Division of Wildlife Resources
Wexapp and dedicated hunter applications.
These are web enabled applications that are
used to allow customers to take various tests
online and to administer and track the dedicated
hunter program.

Project Manager Michael Casey

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - DNR

Project Financial Information
Estimated Project Cost $138,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $138,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DNR
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Public
Access Agency,Public,None
Information Types Personal Private Information,Credit Card
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None expected

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low

295



 
 
 
 
 
 
 
 

 
Page 1 of 6 

FY 2015 IT Plan Executive Summary 
July 1, 2014  

Agency  
 
 
 
Agency Mission Statement 

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 
 
Agency Business Objectives that have IT projects supporting them  

To protect the public interest by ensuring fair commercial and professional practices. 
 

To provide the agency with reliable and responsive IT infrastructure and associated information 
technology products, services, data, security, and support in pursuit of their mission and objectives.  
We employ “best practices,” a variety of custom, enterprise, and third party resources, and 
dedicated, experienced, and well trained staff. 
 

1. Ensure the prompt and appropriate response to agency information technology needs and delivery 
of infrastructure support, application programming, third party coordination, etc. 
2. Provide knowledge, products and services that provide and enhance frictionless access to 
government through the delivery of appropriate online services. 
3. Provide reliable and continual access to accurate and timely data for the licensing of entities and 
professionals. 
4. Provide information and support to any new and enhanced services as assigned to the 
Department through the legislative process. 
5. Support state enterprise initiatives which promise to provide enhanced or value-added services, 
including a secure environment for data and assets. 
 

Department of Commerce (DOC) 
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External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

 
 

Describe the Agency business changes that will occur as a result of these impacts 

1. Promote commerce by ensuring the prompt and appropriate licensure of qualified professionals 
(License Enforcement System [LES] / My License Office System [MLO]) 
2. Promote frictionless access to government through the delivery of appropriate online services 
(LES/MLO; Controlled Substance Database [CSD]; email; State Construction Registry; Trademark 
Registration System; Business Entity Search; UCC/CFS imaging System; DBA Online Registration, 
OneStop Business Registration online system (OSBR), and a variety of services offered via agency 
and division websites) 
3. Protect the public health, safety and welfare by enforcing the licensure standards of professionals. 
(LES/MLO) 
4. Support new and enhanced services as assigned to the Department by the legislative process. 
(Annual updating of affected systems; creation of new, or modification to existing systems as 
required [such CSD]) 
5. Support state enterprise initiatives which promise to provide enhanced or value-added services 
and products. 
 

Improvements in the economy have been noticed, even if still somewhat unpredictable in all areas.  
The agency has adapted well to changing budget and demand conditions, and seeks to maintain a 
level of service with limited and sometimes declining resources. The agency has seen a return to 
growth in the demand of services in most areas, and some areas have actually seen larger increases 
in demand and activity. In some areas there has not been a noticeable reduction in the level of effort 
expended to provide services of the agency, or comply with the laws charged to the agency, even in 
light of diminished resources.  
 
The net demand on the services of the agency will continue to increase as new business are 
established or relocated to Utah, or new individuals enter their professions and secure professional 
licenses. Changes by the Federal government may also increase demand in certain areas to the 
services provided by the agency, such as contractor licensing, security regulation, impacts to the 
health care industry, etc. 
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Describe the Information Technology Impact that will occur due to these changes 

 
 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 
 

Accomplishments of FY2014 

The agency continues to look for additional ways to increase efficiency in the gathering, processing, 
managing, and retrieval of data, and completing servicing transactions in a prompt and efficient 
manner. A major activity is to process initial license applications online and to minimize the 
submission of paper documents wherever possible.  Increased transactions will cause the agency to 
scale up operations at the lowest cost possible, and generally without new staff. Commerce 
continues to look for the most cost effective way to fulfill their responsibilities and enhance the 
services provided, and will look to expanded use of technology, all without increasing staffing 
resources. 
 

The business changes identified above will continue to translate to the need for additional DTS 
products and services (more online services, digital scanning and image processing, etc), and 
enhanced DTS capacity to scale up operations to maintain timeliness, accuracy, throughput and 
storage of data and transactions. We are being asked to develop additional online applications, 
especially the than enable smart phones and tablet devices, web presence, digital imaging, audio 
and video streaming of hearings and meetings, and to expand existing electronic based services. The 
ultimate impact and response we make would really depend on the specific need established by the 
agency and any funding provided to accomplish the charge. 
 

Performance measures include the following: time needed to make the initial response to a trouble 
ticket filed; total time to resolve the trouble ticket; percentage of trouble tickets resolved on the first 
contact; ability to keep within established budget for the project or task; keep within established 
time requirements to complete a project or task; uptime of availability of various critical systems 
measured against predefined standard; server utilization and estimated demand; customer 
feedback and levels of satisfaction with products and services delivered, and other measures 
specific to the task or project. 
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Describe IT Involvement in coordination efforts with other State and Local government entities 

 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

• Continued to make agency requested enhancements to My License Office (MLO) application and 
the LES system.  This improves the use and effectiveness of MLO for all customers. 
• Preparation for expansion of MLO to include online receipt and processing of initial applications, 
and renewals not already done online.  This is in support of SUCCESS project 
• Creation of scanning and document management steering committee and clearinghouse for ideas 
and improvements to digital image capture and use throughout agency 
• Continued to make upgrades to scanning equipment and processes throughout the agency to 
improve the quality, security, processing accuracy, and speed, of documents used in operations. The 
agency continues to transition from paper-based systems to image-based systems 
• Content Manager migration from standalone AIX servers to virtualized LINUX servers.  This will 
bring improved reliability and will be easier for state staff to maintain and manage. 
• Continued improvements to Version 4 of OneStop Business Registration (OSBR) that further 
enhance the ease and use for the online registration of new businesses starting in the state 
• Updates and revisions to division websites for improved user experience for customers and 
citizens 
• Additional enhancements to Controlled Substance Database to meet legislative requirements.  
Enhancements will also add to ease of use and greater accuracy of the application 
• Encryption of data in databases used by the agency to comply with security standards 
• Implementation is in process for Three-Tier development, testing and production environment that 
recognize DTS security standards 
• Staff realignment and adjustment of responsibilities reflecting departures and hires of staff 
• Implementation of new IT Manager and role for efficient management of staff and projects 
• Successful use of DTS Project Manager in Controlled Substance Database project to identify 
project process flow, maintain timelines and maintain budgets for project 
• Migration from Novell to Active Directory for system and network login control and improvements 
• Assessment completed and equipment ordered and received to migrate all remaining computers 
from Windows XP to Windows 7 operating systems 
 

IT supports the agency and works with the government entities that interact with Commerce as 
requested. For example, this includes the distribution of certain information to cities and towns (such 
as contractor information with Park City, West Valley City, etc.), law enforcement agencies at 
different levels for investigations and activities; other state agencies (such as controlled substance 
data with the Health Department), the federal government agencies for licensing of real estate and 
mortgage professional, and government and industry officials in the securities industry. The agency 
will also receive data from those and other government entities as needed in the discharge of 
agency duties and responsibilities. Most of this information is shared via electronic means. 
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Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

 
 
IT Budget Summary for Agency 

The agency works with multiple third party providers to gather or distribute information to accomplish 
agency objectives. This includes, for example, Utah Interactive, LLC, for the processing of 
professional license data and renewals for professionals registered with the state, and Business 
Entity Search and Commercial Filing information for Corporations. Another example involving private 
partnerships is the collection and management of pawn shop merchandise and sales, and the “Do 
Not Contact” email management system for objectionable email materials and minors. A third 
example is the modification of the Controlled Substance Database for real-time updating and 24x7 
access and support. Each of these systems is managed and operated by third-party providers under 
contract with the state, or developed under the direction of the state but with third party resources. 
 

The agency makes extensive use of the internet and web applications so citizens and businesses 
can transact business with the government electronically. Virtually all professional licenses can be 
renewed online with a credit card, and emphasis is placed on these services. New businesses can 
register for licenses and credentials online with the OneStop Business Registration system, and the 
agency is expanding these offerings with various e-government services. Businesses can also 
register, renew, and receive corporate authorizations, Doing-Business-As (DBA) registrations, 
trademarks, and commercial filing documents. Additionally, users can search for business entity 
information, registered agents, images of commercial filings, and obtain other corporation related 
information online. 
 

The Department of Commerce is very concerned with information security and the protection of data, 
systems and assets. As security standards for the state are developed and enhanced by DTS, those 
standards will also be implemented at Commerce. Several changes regarding the security and use of 
removable media and mobile media have already been established in agency policy and practice. 
Commerce will continue to be a partner in these processes as well as with all third-party providers. 
Commerce sees that security is an ongoing discussion item in government and will respond to 
changes in a timely manner and by the due dates established. 
 

The IT budget for services to Commerce for FY2014 is approximately $820,000. 
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Indicate any changes in the budget from the previous year.  If there are changes, list the specific DTS 
service(s) that will be impacted and the amount of increase or decrease. 

Budget remains virtually unchanged form FY14, even though a new project is authorized (eGov), and 
the agency is expanding their use of scanners and digital images.  Work duties have been realigned 
in light of staff changes and new hires to meet these needs. 
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2015 IT Plan - DOC
Project Information

Name DOC-FY15-Document Management System

Description and Anticipated Benefits

Support and maintain the agency document
imaging system used for capturing, retrieving,
notating, and sorting images; image workflow
management; and conversion to and expansion
of digital image activities.

Project Manager Judd Houser
Organizational Impact Department candidate

Purpose
Develop new application/product,Enhance
existing application/product,Maintain existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives To accomodate legislative mandate,
management directives or year-to-year growth.
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2015 IT Plan - DOC

Project Financial Information
Estimated Project Cost $161,221.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $1,667.00
Labor Dollars $153,304.00
Contract Dollars $6,250.00

Other Dollars 0
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2015 IT Plan - DOC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public,State
Access Public,State,Agency
Information Types Personal Private Information,Medical
Regulatory Compliance PPI,BCI,State Code - Specify,PCI,HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 3 to 5 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 3 to 5 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project

Additional storage capacity; additional memory; retreive
and restore capacity due to average annual growth.

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DOC
Project Information

Name DOC-FY15-LES/MLO/eGov

Description and Anticipated Benefits

Support and maintenance of LES/MLO/eGov as
the principle registration, licensing and
enforcement application used throughout the
agency.  LES/MLO/eGov is relied upon to carry
out legislative directives for all businesses and
licensed professionals operating in Utah, as
assigned to the Department of Commerce.

Project Manager Karen Duncan
Organizational Impact Department candidate

Purpose

Enhance existing infrastructure,Public/private
partnership,Develop new
application/product,Enhance existing
application/product,Maintain existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives Implement legislative changes and management
directives
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2015 IT Plan - DOC

Project Financial Information
Estimated Project Cost $323,735.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $84,666.00
Labor Dollars $232,819.00
Contract Dollars $6,250.00

Other Dollars 0
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2015 IT Plan - DOC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Public,Agency
Information Types Personal Private Information
Regulatory Compliance SSA,PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 3 to 5 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 3 to 5 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project

Existing application that require additional storage
space to accomodate normal annual growth, and
migration into digitally imaged and scanned documents
from paper based formats.

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DOC
Project Information

Name DOC-FY15-Small System Support and
Maintenance

Description and Anticipated Benefits

Support and maintenance of all small systems
including agency internet web pages, intranet,
UCC filing system support, STRES application
support, Controlled Substance Database (CSD)
application support, and miscellaneous systems
and application support.

Project Manager Judd Houser
Organizational Impact Department candidate

Purpose
Maintain existing application/product,Enhance
existing application/product,Develop new
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives Respond to legislative changes; implement
management directives
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2015 IT Plan - DOC

Project Financial Information
Estimated Project Cost $335,438.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $9,666.00
Labor Dollars $325,772.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DOC
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access Agency,State
Information Types Personal Private Information,Credit Card,Medical
Regulatory Compliance PPI,PCI,State Code - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 3 to 5 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 3 to 5 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project

Additional process and storage capacity; additional
memory; retreive and restore capability and the ability
to accommodate annual growth.

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level High
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

Agency  
 
 
 
Agency Mission Statement 

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 

The mission of the Utah Department of Health is to protect the public's health through preventing 
avoidable illness, injury, disability and premature death; assuring access to affordable, quality health 
care; and promoting healthy lifestyles. 

In support of the business objectives of the Utah Department of Health, ensure that technology 
systems are functional to allow the agency to fulfill its mission statement to the citizens of Utah.  
Additionally, ensure the data integrity of these systems and provide the requisite security to prevent 
unauthorized access to data in accordance with HIPAA, PPI, PCI, and SSA guidelines. 

• Assist the agency to establish agency-level System Development Life Cycle (SDLC) management 
coordination  

• Continue to improve security of sensitive agency data through: 1) server consolidation; 2) 
implementation of the System Security Plans; and 3) by jointly implementing UDOH IT change 
management / SDLC procedures and process to ensure best security practices are followed. 

• Continue support the Meaningful Use reporting: Providers electronically submit data to Medicaid 
and public health programs 

• Plan and develop exchanges of electronic health information in collaboration with community 
partners 

• Continue the enhancement of the All Payer Claims Database 
• Continue the development and implementation of  the MMIS replacement system and develop 

EDI integration 
• Develop the statewide and UDOH Master Person Index (MPI) 
• Implement the Laboratory Information Management System upgrade, including a new Newborn 

Screening Information System. 
• Continue to enhance the VISION system to support the WIC (Women Infants and Children) 

program 
• Continue the enhancement of a comprehensive statewide electronic disease surveillance 

system. (NEDSS) 
• Implement a new system to support the Medical Examiners’ Office (UMED) and the Death 

Certificate System (EDEN), and develop an implementation plan to replace aging Vital Records 
applications 

Utah Department of Health (UDOH) 
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Agency Business Objectives that have IT projects supporting them  

 
 
 
External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

Utah Department of Health business objectives of services and programs that protect and promote 
the health of the citizens of Utah are supported by following DTS-involved major IT systems and 
projects: 
 
• Women, Infants and Children Nutrition Program (WIC) 
• Master Person Index (MPI) 
• All Payer Claims Database (APCD) 
• Hospital/Facility Discharge Databases (HDDB) 
• National Electronic Disease Surveillance System (NEDSS) 
• Newborn Blood Screening (NBS) information system 
• Baby and Toddler Online Tracking System (BTOTS) 
• Home Visiting information system  
• Utah Web based Pre Hospital Patient Record Entry (POLARIS) 
• Laboratory Information Management System (LIMS)  
• Utah Medical Examiners’ Database (UMED) and EDEN rewrite project 
• Child Health Advanced Records Management (CHARM) 
• Utah Statewide Immunization Information System (USIIS) 
• Indicator Based Information System for Public Health (IBIS) 
• Utah Cancer Control Program information systems (UCCP) 
• Utah Vital Records Information Systems (VR) 
• Inovis EDI Integration 
• UDOH Gateway 
• MMIS-MMCS Sunset 
• Transformed Medicaid Statistical Information System (TMSIS) 
• School Nurse Workload Database (SNWD) 
• Surveillance Quality Improvement Database (SQID) 
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Describe the Agency business changes that will occur as a result of these impacts 

 
 

Describe the Information Technology Impact that will occur due to these changes 

 
 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

The implementation of the Affordable Care Act will have an impact on both Medicaid and public 
health’s operations.  UDOH will electronically interact more with private sectors entities such as 
integrated delivery systems, payers, ACOs, hospitals, facilities, clinics, and other providers. There will 
be more needs for interagency coordination as well.  
 
Improved adoption of Electronic Health Records creates more potential opportunities to improve 
Medicaid and public health interaction with the providers and patients.  However, UDOH does not 
anticipate increased funding for IT projects at this time.  
 
Health anticipates the final reports from the U.S. Department of Health and Human Services’ Office 
of Inspector General and Office of Civil Rights, which may require considerable IT resources to 
implement the required improvements. 

• More agency resources will be dedicated to information security and DTS oversight. 
• Health is applying for a new CMS State Innovation Model (SIM) grant. If funded, some funding 

will be allocated to develop IT applications to support the grant goals. 
• Health plans to improve the management of CHARM – an integrated and interoperable system 

for Child Health Advanced Record Management System, to better use IT resources for similar IT 
applications and to better integrate with other UDOH applications. 

• Additional funding may needed to be dedicated to create applications to help a reduced work 
force accomplish more. 

• Increased emphasis in process automation and cost avoidance/containment.   
• Increased emphasis in project planning, management and SDLC.  
• Software/hardware may not be upgraded due to upgrade costs. 
• Best practices and standards will be more closely focused on to secure application systems and 

data. 
• Additional security training for staff and modification of existing applications will be needed. 
• Implement significant security upgrades to Health applications and servers. 
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Accomplishments of FY2014 

• Service level agreements are used to measure overall UDOH IT objectives and performance. 
• Projects are tracked separately on their timeline status, percentage of completion and progress. 
• Projects are prioritized and discussed weekly in meetings with IT Application and Infrastructure 

Managers; monthly with UDOH Deputy Director, Center Director for Health Data and Informatics, 
and Director for Fiscal Operations; and business owners as needed. 

• Applications and servers are monitored 24x7 to ensure prompt response to unexpected 
downtime. 

 

• Replaced outdated immunization forecast module in the Utah State Immunization Information 
System (USIIS) 

• Enhance the Vaccine Ordering Management System (VOMS) to allow healthcare providers to 
order flu vaccines directly through the Center for Disease Control (CDC) 

• Enhanced WebKIDS by including historical immunization data. 
• Updated USIIS to utilize current electronic messaging standards 
• Dramatically improve uptime performance for all Medicaid systems while reducing daily and 

weekly runtime issues by 80% 
• Implemented Subversion for the Medicaid System Oriented Architecture (SOA) EDI environment 

tied to versioning and releases. 
• Began developer training for Java-driven SOA environment to mimic PRISM (i.e. MMIS 

replacement project) tools and languages. 
• Implemented first EDI 837 transactions on SOA environment. 
• Implemented Phase 1 and 2 of Health Information Technology (HiT) plan to incentivize Providers 

to use electronic health records (EHR). The Center for Medicaid Services (CMS) has been using 
Utah’s screens released for HIT Phase 2 to demonstrate capabilities to other states. 

• Completed all mainframe development required for implementation of the International 
Statistical Classification of Diseases (ICD-10). 

• Implemented Capitated Dental, the use of risk-adjusted, capitated payments for all Accountable 
Care Organization (ACO) contracts. These systemically-controlled payments consist of actuarially 
certified rates based on major categories of Medicaid eligibility (i.e., children, pregnant women, 
elderly, etc.) and the severity of illness prevalent in the enrolled population.  

• Implemented the first web application for the Division of Medicaid and Health Financing (DMHF) 
to facilitate electronic funds transfer (EFT) and electronic remittance advice (ERA) enrollment, 
update and cancellation. Oracle’s Access Manager is implemented to provide PHI security and 
protect the banking information. 

• Implemented the first handheld device release for EFT/ERA for DMHF. 
• Trained 16 Project Managers, business PMO representatives and some PRISM staff in 

Agile/Scrum methodology resulting in over a dozen Certified Scrum Masters (CSM). 
• Implemented full cycle Change Management for Medicaid systems with bi-monthly release 

processes on all platforms. 
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 

• Identified Medicaid PHI-at-risk on all platforms and began mitigation efforts. 
• Fully implemented AT and Dev environments for the Medicaid Managed Care System (MMCS). 
• Implemented end-to-end test jobs for multi-developer use on Medicaid mainframe applications. 
• Implemented PHI Zone to manage 2nd and 3rd party connections to Medicaid systems. 
• Made significant progress on National Institute of Standards and Technology (NIST) supported 

Audit trail for SOA and client-server systems through implementation of change management, 
Subversion, code reviews, regression testing, business user prioritization of work as well as 
pulling Production accesses from development staff and establishing a Quality Assurance group. 

• Implemented a new version of the Electronic Physician Orders for Life Sustaining Treatment 
(ePOLST), providing additional functionality 

• Began the process to redesign and develop the primary applications supporting the Office of Vital 
Records and the Medical Examiner’s Office. 

• Implemented functionality to better match records from healthcare providers and Office of Vital 
Records applications, improving the accuracy of State records. 

• Coordinate with USDA, Mountain States Consortium (Colorado, Utah, and Wyoming) regarding 
WIC. 

• Coordinate with local health departments and clinics regarding Vital Records, medical 
information and health programs. 

• Coordinate with the Department of Human Services and Department of Workforce Services for 
eligibility purposes. 

• Coordinate with other states to evaluate and implement a new MMIS system, most 
recently Michigan, South Dakota, and Washington. 

• Coordinate with Department of Environmental Quality for laboratory testing and reporting to the 
Center for Disease Control and air quality. 

• Coordinate with Department of Human Services and Department of Workforce Services in Child 
Care Licensing. 

• Coordinate with Department of Public Safety for Vital Records data for driver licenses and the 
Hemp Extract Registry 

• Implemented a release methodology for Medicaid, eliminating uncoordinated pushes to 
production. 

• Implemented numerous small projects for Medicaid in support of other State agencies. 
• DOT – traffic injury records 
• Public safety on Hemp Extract law enforcement 
• Coordinate with DOPL on licensing data sharing 
• Collaborate with Utah Insurance Department on All Payer Claims Database 
• Collaborate with the state health departments of New Mexico, New Jersey, Arizona, and Alaska 

on the IBIS-PH Community of Practice 
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

 
 
IT Budget Summary for Agency 

 
 
 

• Coordinate with University of Utah, local health departments, WIC clinics, medical providers, and 
pharmacies for exchange of medical information and eligibility requirements. 

• Work with various IT vendors, both public and private to develop new applications in support of 
UDOH objectives. 

• Two statewide non-profit organizations (Utah Health Information Network and HealthInsight) are 
partners for several IT initiatives funded by the federal grants. 

Acceptance of credit cards for: 
• Birth certificates  
• Death certificates 
• Marriage/divorce certificates 
• Payment of CHIP (Children’s Health Insurance Program) premiums 
• Emergency Medical Services certification 

In addition, a number of Health services may be applied for online. 

The UDOH Office of Health Data Security will oversee DTS efforts to implement HIPAA and other 
security standards and will regularly review with the CISO and IT Director our efforts and 
accomplishments in this area. The monitoring metrics are included in the Service Level Agreement. 
 

Approximately $45 million (which includes the MMIS replacement project) 
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Indicate any changes in the budget from the previous year.  If there are changes, list the specific DTS 
service(s) that will be impacted and the amount of increase or decrease. 
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2015 IT Plan - DOH
Project Information

Name DOH-FY13-OVRS Projects

Description and Anticipated Benefits

The Enhancements project is to develop versions
of Eden and UMED that are browser and OS
agnostic.  Current versions of both programs are
dependent on IE and Windows.  New version will
allow users to operate both systems on any
browser and with hardware such as tablets and
phones.  The project will also incorporate any
needed features/enhancements/data reporting by
granting and participating programs such as VIPP
and UTNEDS.

New IT development is for the Hemp Extract
Registry.  Cost for development are less than
$50K, so no business case to be submitted.
However, DTS will assist OVRS in designing
simple database to manage data and documents
for the issuing of a Hemp Extract card.  Data will
also b exported to UCJIS for law enforcement
purposes.

Maintenance and Upgrades project will be to
encrypt current OVRS databases with Guardium.
Project goal is to successfully deploy Guardium
on production servers.

Project Manager Janice Houston/Terry Lucherini

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose New infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - DOH

Project Financial Information
Estimated Project Cost $250,000.00
Estimated Anual Operation/Maintenance Costs $25,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $150,000.00
Contract Dollars $100,000.00

Other Dollars 0.00
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2015 IT Plan - DOH
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange State
Access State
Information Types Medical
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 Yes

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DOH
Project Information

Name DOH-FY15-APCD

Description and Anticipated Benefits

The All Claims Database is a project comprised
of medical, pharmacy, and dental claims, as well
as information about member eligibility, benefit
design, and providers for all payers covering Utah
residents.

The APCD is an essential tool to improve quality,
reduce costs,and promote transparency.

Project Manager Gavin Packard

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - DOH

Project Financial Information
Estimated Project Cost $153,920.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $153,920.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DOH
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Medical
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DOH
Project Information

Name DOH-FY15-BHP-SNWD/SQUID

Description and Anticipated Benefits

SNWD: will create a portal for data entry by
school nurses throughout the state of Utah and
will house the data.  The database will be housed
on the choosehealth.utah.gov website.  The
benefits of this database include on-site, local
entry by school nurses or their designee, easy
access to and storage of data for report writing
including legislative reports, reports to funders or
reports for other needs.  This database will also
serve to meet the needs of students with chronic
health conditions.

SQID: The SQID’s purpose is to help analyze E-
code quality (hospitalization records), per our
CDC cooperative agreement. Data are abstracted
from hospitalization records from all Utah
hospitals (includes personally identifiable
information). Program abstractors then identify
patients from hospital records and collect
variables relevant to injuries of interest (which
change yearly per our cooperative agreement
focus areas). This database would eliminate all
paper forms, saving staff time needed for
abstractions and QA as well as expenses related
to printing. It would also allow abstractors to
access the database remotely rather than
carrying paper copies of hospital records back
and forth, thus enhancing security of the data.
This database would be similar to our Student
Injury Reporting System.

Project Manager Catherine Spars/Jenny Johnson or Cristy
Sneddon

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - DOH

Project Financial Information
Estimated Project Cost $48,000.00
Estimated Anual Operation/Maintenance Costs $10,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $48,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DOH
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level Medium
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2015 IT Plan - DOH
Project Information

Name DOH-FY15-CHDI IBIS-PH

Description and Anticipated Benefits

The Indicator-Based Information System for
Public Health (known as IBIS-PH or simply IBIS),
is the Utah Department of Health's premier web-
based public health data information system.  It is
open source software that was developed in the
Utah Department of Health over many years
utilizing a variety of federal funding streams.
The source code and supporting information are
accessible on a UDOH-hosted IBIS-PH
Community of Practice (CoP) website that has
been in existence since 2007.  IBIS has been
adopted by a number of other public health
organizations across the country.  There are
three main components to IBIS:  1) data
publications, 2)  180+ Public Health Indicator
Reports that are continuously updated and 3) a
web-based public health data query system that
includes 19 datasets.  IBIS provides easy access
to a vast amount of public health data and
information for a wide audience including the
general public.

IBIS consists of the following 3 web applications:
1)  IBIS-PH View System, 2)IBIS-Q (SAS
interface), and 3) IBIS Admin System (Indicator
Report Administration System.  (see
http://ibis.health.utah.gov/docs/ for more
information.

Two components of IBIS require secure access:
1)   The IBIS-PH Secure Query Modules (IBIS-Q
Secure Query).  IBIS-Q Secure query is available
to selected public health practitioners and
researchers and utilizes Siteminder/UMD.
However, even in the Secure Query Modules
have only de-identified data.

2)  The IBIS Admin System is secured in order to
allow access to subject-matter experts throughout
the UDOH for only those IBIS Indicators that they
create and maintain.

IBIS includes the following servers:  1)Production,
2)Development, and 3) IBIS-PH Community of
Practice (CoP) Website:  IBISPH.org.  All the
sites are hosted by UTAH DTS.

Project Manager Kathryn Marti
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - DOH

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $233,000.00
Contract Dollars $58,000.00

Other Dollars 0.00
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2015 IT Plan - DOH
Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange Public
Access Public
Information Types Personal Private Information
Regulatory Compliance State Code - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Medium
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2015 IT Plan - DOH
Project Information

Name DOH-FY15-CHDI-DOH  Master Person Index
(DOHMPI)

Description and Anticipated Benefits

The Health Information Exchange (HIE) project is
an umbrella for various components including the
Utah statewide clinical health information
exchange (cHIE) project, UNScHIE (newborn
screening clinical health information exchange,
Utah Health information network (UHIN) and
various other projects.  All the projects are
initiated by the Utah Health Information Network
community, where UDOH is a voting member and
user. To participate in HIE, UDOH needs to
develop (a) a web interface/gateway to exchange
messages between UHIN/cHIE and participating
public health programs (USIIS, hearing screening
program, newborn screening and state
laboratories, Utah Medical Association); (b)
UHIN-hosted edge server for UDOH data
repository; (c) each program’s capacity to send
the standardized message through the UDOH
gateway; and (d) operational capacity.
Developers will maintain and upgrade the
application as needed.

Project Manager Jeff Duncan/Chris Pratt

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - DOH

Project Financial Information
Estimated Project Cost $136,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $15,000.00
Software Dollars $38,000.00
Labor Dollars $700,000.00
Contract Dollars $485,000.00

Other Dollars 0.00
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2015 IT Plan - DOH
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DOH
Project Information

Name DOH-FY15-CHDI-OHCS-APCD

Description and Anticipated Benefits

The APD is populated with health care claims
data from insurance carriers (including Medicaid)
and third party administrators within the state.
The data shall consist of modified medical and
pharmacy claims as well as healthcare
enrollment and provider data.  The APD receives
continuous payer claim submissions, estimated at
20-25 million claims annually.  Claims data will be
linked and combined into episodes of care for
analysis.  An episode of care tracks a patient
through and entire course of care.  Initial
analyses from the APD will focus on reporting
state-wide costs for high frequency episodes of
care (e.g., maternity, hip replacement)
Developers will assist in the maintenance of the
system.  The system is being redesigned in
FY2014 and the project is underway with the new
vendor.

Project Manager Lori Savoie

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - DOH

Project Financial Information
Estimated Project Cost $764,000.00
Estimated Anual Operation/Maintenance Costs $360,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $218,400.00
Contract Dollars $544,900.00

Other Dollars 700.00
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2015 IT Plan - DOH
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Public
Information Types Personal Private Information
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DOH-FY15-CHDI-OHCS-HDDB

Description and Anticipated Benefits

The HDDB is an internal SAS database that is
populated with hospital inpatient, outpatient
surgery, and emergency room discharge data,
including consolidate information on complete
billing, medical codes, and personal
characteristics describing a patient, the services
received, and charges billed for each hospital
stay.  This system supports the data reporting
requirements for R428-10. Health Data Authority
Hospital Inpatient Reporting Rule,  R428-11.
Health Data Authority Ambulatory Surgical Data
Reporting Rule and R426-7-4.  ED Data Set.
Collection, analysis, and public release of health
care information.  Development and
implementation of a statewide health data
reporting system.  Developers will maintain and
enhance the current programs.

Project Manager Lori Savoie/John Morgan

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - DOH

Project Financial Information
Estimated Project Cost $174,500.00
Estimated Anual Operation/Maintenance Costs $1,500.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $23,000.00
Labor Dollars $150,000.00
Contract Dollars $0.00

Other Dollars 0.00
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public
Access Public
Information Types Medical
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project none

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Medium
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Project Information

Name DOH-FY15-CHDI-UDOH Gateway

Description and Anticipated Benefits

The Health Information Exchange (HIE) project is
an umbrella for various components including the
Utah statewide clinical health information
exchange (cHIE) project, UNScHIE (newborn
screening clinical health information exchange,
Utah Health information network (UHIN) and
various other projects.  All the projects are
initiated by the Utah Health Information Network
community, where UDOH is a voting member and
user. To participate in HIE, UDOH needs to
develop (a) a web interface/gateway to exchange
messages between UHIN/cHIE and participating
public health programs (USIIS, hearing screening
program, newborn screening and state
laboratories, Utah Medical Association); (b)
UHIN-hosted edge server for UDOH data
repository; (c) each program’s capacity to send
the standardized message through the UDOH
gateway; and (d) operational capacity.
Developers will maintain and upgrade the
application as needed.

Project Manager Chris Pratt/Jeff Duncan

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - DOH

Project Financial Information
Estimated Project Cost $136,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $15,000.00
Software Dollars $38,000.00
Labor Dollars $700,000.00
Contract Dollars $485,000.00

Other Dollars 0.00
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2015 IT Plan - DOH
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public
Access State
Information Types Personal Private Information
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Education

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Medium
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Project Information

Name DOH-FY15-DCP-NEDSS

Description and Anticipated Benefits

The UT-NEDSS (National Electronic Disease
Surveillance System) candidate is a Utah public
health project designed to support Utah state and
local public health agency surveillance and
epidemiologic needs, including receiving or
entering disease reports, conducting
case/outbreaks, analyzing data, reporting to the
Centers for Disease Control and Prevention
(CDC).  Developers will maintain the current
application and add various enhancements
requested by the program.

Project Manager Chris Pratt

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - DOH

Project Financial Information
Estimated Project Cost $136,000.00
Estimated Anual Operation/Maintenance Costs $136,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $16,000.00
Labor Dollars $148,248.00
Contract Dollars $227,480.00

Other Dollars 0.00
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance State Code - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DOH-FY15-DCP-USIIS

Description and Anticipated Benefits

The Utah Statewide Immunization Info
rmation System (USIIS) is a syst
em that maintains immunization
histories for Utah residents of all ages. USIIS is
 used by private and public healthcare providers
throughout Utah to manage patient care
 and vaccine inventory. USIIS is also used by
schools, day
care facilities and camps to confirm immunization
status
 prior to admission. US
IIS accepts data via its
Web application and numerous data interfaces
from El
ectronic Health Record (EHR) systems used by
healthcare providers. USIIS is developed, main
tained and supported by St
ate of Utah employees
(DTS and DOH) to meet ongoing user needs and
Fe
deral requirements. USIIS has been operating
since 1998.

Project Manager Nancy MCConnell/Chris Pratt

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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Project Financial Information
Estimated Project Cost $382,000.00
Estimated Anual Operation/Maintenance Costs $382,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $180,000.00
Labor Dollars $150,000.00
Contract Dollars $52,000.00

Other Dollars 0.00
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public
Access Public
Information Types Personal Private Information
Regulatory Compliance State Code - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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Project Information

Name DOH-FY15-DCP-USIIS VTrckSGrant

Description and Anticipated Benefits

The Utah Statewide Immunization Information
System (USIIS) has a one-time, time-limited CDC
funded grant, titled VTrckS.  This is the last year
of this grant, to end 8/31/2014.  The project
provides for the delivery of a Vaccine Ordering
Management System (VOMS) as a component of
USIIS.  VOMS will be used by Utah healthcare
providers who participate in the Federal Vaccines
for Children (VFC) program to order federally
funded vaccine.  Final deliverables will be
completed - to include Returns and Wastage
features.

Project Manager Chris Pratt

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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Project Financial Information
Estimated Project Cost $127,000.00
Estimated Anual Operation/Maintenance Costs $1,270,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $75,000.00
Contract Dollars $52,000.00

Other Dollars 0.0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Federal
Access Public
Information Types Medical
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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Project Information

Name DOH-FY15-DCP-USISS PPHFGrant

Description and Anticipated Benefits

The Utah Statewide Immunization Information
System (USIIS) has a one-time, time-limited CDC
funded grant, titled PPHF 2012, to build
interoperability capacity.  This is the second and
last year of this grant, however the CDC expects
to offer - and USIIS to apply - a no-cost extension
option.  The project provides for the continued
growth of interoperability with providers of clinical
care, improved reliability of operational interfaces,
and improved data quality for use by clinicians at
point of care.  Project deliverable include
development of HL7 2.5.1 interface infrastructure,
development of a 'file loader' for automating the
processing of interface files into USIIS, improved
HL7 interface error handling, and ad hoc data
quality reports available for providers on the
USIIS web site.

Project Manager Chris Pratt

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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Project Financial Information
Estimated Project Cost $251,800.00
Estimated Anual Operation/Maintenance Costs $251,800.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $75,000.00
Contract Dollars $176,800.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Agency
Information Types Medical
Regulatory Compliance State Code - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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Project Information

Name DOH-FY15-DMHF- Production Support

Description and Anticipated Benefits

The Production Support project acts to keep Data
Warehouse, MMCS, MMIS, CICS and EDI
systems operating according to the SLA as well
as provide system enhancements and support
audit activities.

DMHF depends upon the DTS team to keep all
systems available at 99% uptime, between 8am
and 5pm M-F except State Holidays.  Systems
will support all business as defined by DMHF.

Project Manager Gavin Packard

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives

1.  Replace Data Warehouse hardware.  2.
Replace BI-Query with Cognos.  3.   Build Java
Environment to replace Oracle Designer 10g.   4.
Build Subversion environment to address Data
Warehouse, SOA, MMCS, and Designer
replacement code management.
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Project Financial Information
Estimated Project Cost $4,239,240.00
Estimated Anual Operation/Maintenance Costs $4,239,240.00
Anticipated Supplemental IT Appropriation n/a

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $853,000.00
Software Dollars $0.00
Labor Dollars $3,386,240.00
Contract Dollars $0.00

Other Dollars 00
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public
Access State
Information Types Personal Private Information
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project Minimal - Existing Application

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level High
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Project Information

Name DOH-FY15-DMHF-TMSIS

Description and Anticipated Benefits

TMSIS replaces the Medicaid Statistical
Information System (MSIS) by CMS Mandate.
The TMSIS product standardizes reporting on
claims, claimants and payment histories for all
States.

The benefit is neatly summarized:  Utah DMHF
will be in compliance with CMS requirements.

Project Manager Gavin Packard

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives n/a
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Project Financial Information
Estimated Project Cost $538,720.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation n/a

Anticipated Building Block Request for an IT Appropriation n/a

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $538,720.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public
Access Public
Information Types Personal Private Information
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name DOH-FY15-FHP BEMS

Description and Anticipated Benefits

This candidate will enhance and maintain
applications for the Bureau of Emergency
Medical Services and Preparedness. Some new
development will occur in the areas of a
statewide system that recognizes specialty
hospitals for pre-hospital patient care and
pediatric medical emergencies; develop systems
that will be mandated by the federal government
to respond to disasters/emergency events; and
work with other contractors to develop data
sharing functionality between BEMS and
POLARIS.  Developers will maintain and upgrade
the application as needed.

Project Manager SHari Hunsaker

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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Project Financial Information
Estimated Project Cost $136,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $15,000.00
Software Dollars $38,000.00
Labor Dollars $700,000.00
Contract Dollars $485,000.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Federal
Access Agency
Information Types Medical
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level High
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Project Information

Name DOH-FY15-FHP Home Visiting

Description and Anticipated Benefits Ongoing maintenance and support for the MDSC
system created for the Office of Home Visiting.

Project Manager Mimi Ujiie

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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Project Financial Information
Estimated Project Cost $136,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $15,000.00
Software Dollars $38,000.00
Labor Dollars $700,000.00
Contract Dollars $485,000.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange State
Access Agency
Information Types Personal Private Information
Regulatory Compliance Other - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Education

Impact on Infrastructure Operations Services that
may result with development of Project none

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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Project Information

Name DOH-FY15-FHP-BTOTS

Description and Anticipated Benefits

This project allows the State Baby Watch Early
Intervention program to document and monitor
individual child progress and provider
compliance.  It provides data which is reported to
the federal funding agency, Office of Special
Education Program in the Federal Office of
Education.  It also provides data and ability to
analyze and distribute funds to individual Utah
Early Intervention agencies.  It provides
supporting data for funding requests to the
Governor and State Legislature.  Developers will
maintain the current application and add various
upgrades and enhancements requested by the
program.

Project Manager Susan Ord/Greg Mead

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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Project Financial Information
Estimated Project Cost $360,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0.00
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public
Access Public
Information Types Personal Private Information
Regulatory Compliance Other - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Education

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name DOH-FY15-FHP-CSHCN-CHARM

Description and Anticipated Benefits

CHARM connects health care databases,
primarily within the Utah Department of Health,
and creates an electronic health record for a
child.  CHARM facilitates real-time access and
data sharing among authorized health care
programs and clinics.  It provides a way to track
the health status of children in Utah to improve
patient care and coordinate services.  It is a
partner of the UDOH clinical Health Information
Exchange (cHIE) and master

Project Manager Dhristine Perfili/Aihua Tong

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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Project Financial Information
Estimated Project Cost $100,000.00
Estimated Anual Operation/Maintenance Costs $100,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $45,000.00
Software Dollars $2,153.00
Labor Dollars $100,000.00
Contract Dollars $0.00

Other Dollars 0.00
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public
Access Public
Information Types Medical
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DOH-FY15-FHP-MCH-WIC

Description and Anticipated Benefits

WIC is a nutrition program that helps pregnant
women, new mothers, and young children eat
well, learn about nutrition, and stay healthy.
Nutrition education and individualized counseling,
nutritious foods, and help accessing health care
are provided to low-income women, infants, and
children through the Special Supplemental
Nutrition Program, popularly known as WIC.

In Utah, eligibility determination for the
Supplemental Nutrition Assistance Program for
Women, Infants and Children (WIC) Program is
performed in the VISION Information System
(Vital Information System In [an] Optimal
Network).  The VISION system is a centralized
web-based application for all local WIC Clinics
within the state of Utah.  The system was
developed with smart client architecture for all
connected clinics.  The system has the capability
to deliver WIC food benefits via standard paper
food instruments (FIs) or by Electronic Benefit
Transfer (EBT) using smart cards.

In March, 2014, the Utah WIC Program met face-
to-face with Colorado, Wyoming, Iowa, North
Dakota, Nebraska and Nevada WIC Programs to
complete a strategic planning meeting with all of
the Mountain plains User Group (MP User Group)
state Partners.  utah WIC holds the sole source,
maintenance and enhancements (M&E) contract
for the next 2-plus years (two year contract with a
one-year extension).  This MP User Group has
strict Governance documents that delineate roles
and responsibilities for the entire group.  These
documents describe the decision making bodies
and change control process for taking a change
idea (concept) through to becoming a formal
change request to enhance the system.  Final
approval and fiscal notes are approved by the
Executive Steering Committee that is made up of
State WIC Directors of the MP User Group.
Once a change request obtains final approval
and clearance with funding attached, Ciber Inc.,
then gets involved with design and works to
provide the enhancement in a future system
upgrade that will be scheduled twice a year.

The 'Vision' system is the name for the Utah WIC
Information System.  Colorado and Wyoming
currently use the same system, but have given it
their own name in their respective states.
Hereafter, the information system will be
described as the 'system,' which will reference
the information system that will be running in all
MP User Group states in the future.

Project Manager Chris Furner/Angela Sorrells

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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Project Financial Information
Estimated Project Cost $2,470,000.00
Estimated Anual Operation/Maintenance Costs $100,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $30,000.00
Software Dollars $0.00
Labor Dollars $350,000.00
Contract Dollars $1,990,000.00

Other Dollars 0.00
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Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange Federal
Access Agency
Information Types Medical
Regulatory Compliance State Code - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Education

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level High
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Project Information

Name DOH-FY15-Inovis Integration

Description and Anticipated Benefits

The Inovis Integration project continues the
extension of the Oracle SOA architecture into EDI
claims processing as well as using the existing
Inovis Trusted Link Enterprise (TLE) EDI
environment for validation of EDI trading partners
and transactions type within SOA.

The project will eventually allow DMHF to turn the
Inovis TLE EDI environment and be fully
compliant with HIPAA 5010 transaction types.

Project Manager Gavin Packard

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives

1.   Complete development on EDI transactions,
837 Dental Encounter, 837 Professional Fee for
Service (FFS) and Encounter.  2.   Integrate the
Inovis TLE environment into SOA to use the
validation of EDI trading partner and transaction
type.  3.   Create
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Project Financial Information
Estimated Project Cost $719,920.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation n/a

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $50,000.00
Labor Dollars $384,800.00
Contract Dollars $285,120.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level High
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Project Information

Name DOH-FY15-MHF Evidence Based Medical
Reference Tool

Description and Anticipated Benefits

The Division of Medicaid and Health Financing
(DMHF) contracts with McKesson Health
Solutions (InterQual) to provide standardized,
legally defensible, and nationally accepted,
evidence-based medicine reference/criteria sets
for surgical procedures, durable medical
equipment, imaging service, hospital level of care
and long term acute care. The criteria sets are
used by Medicaid staff to complete prior
authorization of Medicaid services and by OIG
staff to conduct post-payment reviews.

Project Manager Tonya Hales

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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Project Financial Information
Estimated Project Cost $136,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $15,000.00
Software Dollars $38,000.00
Labor Dollars $700,000.00
Contract Dollars $485,000.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Agency
Information Types Medical
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DOH-FY15-MMIS/MMCS Sunset

Description and Anticipated Benefits

The MMCS/MMIS Sunset project addresses the
need to shut down the two systems as soon as
possible after the PRISM system is put into
Production.  It project moves all required legacy
data from the systems to the Data Warehouse
which will be retained once PRISM goes live.
The project will run for about 16 months, identify
all data elements that need to move, along with
any reporting that must continue once the
systems are offline and cut all data over to the
Data Warehouse in January 2016.  The delta of
data between the cutover of the migrated data
elements and the go-live for PRISM, if any, will
be moved just prior to go-live.

The Mainframe costs DMHF roughtly $2.5/year
plus support costs and MMCS costs roughly
$30K per month, or $360 per month, or $360K p
year plus support.  DMHF will save more than $3
million dollars per year once these systems can
be turned off and resources released or
reallocated to supporting other systems.

Project Manager Gavin Packard

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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Project Financial Information
Estimated Project Cost $769,600.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation n/a

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $769,600.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name DOH-FY15-OVRS Projects

Description and Anticipated Benefits

The enhancements project is to develop versions
of Eden and UMED that are browser and OS
agnostic.  Current versions of both programs are
dependent on IE and Windows.  New versions
will allow users to operate both systems on any
browser and with hardware such as tablets and
phones.  The project will also incorporate any
needed features/enhancements/data reporting by
granting and participating programs such as VIPP
and UTNEDS.

New  IT development is for the Hemp Extract
Registry.  Cost for development are less than
$50K, so no business case to be submitted.
Howeber, DTS will assist OVRS in designing a
simple database to manage data and documents
for the issuing of a Hemp Extract card.  Data will
also be exported to UCJIS for law enforcement
purposes.

Maintenance and Upgrades project will be to
encrypt current OVRS databases with Guardium.
Project goal is to successfully deploy Guardium
on production servers.

Project Manager Terry Lucherini

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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Project Financial Information
Estimated Project Cost $250,000.00
Estimated Anual Operation/Maintenance Costs $25,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $150,000.00
Contract Dollars $100,000.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access Agency
Information Types Personal Private Information
Regulatory Compliance PCI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 Yes

Project Time to Recover As soon As Possible

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement As soon As Possible

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DOH-FY2015-BHP-UCCP

Description and Anticipated Benefits

The Utah Cancer Control Program is a statewide
screening program that offers cancer and
cardiovascular screenings and diagnostic
services to eligible Utahns.  The UCCP receives
federal, state and Susan G Komen funding to
provide screening services.  The UCCP provides
colon cancer screening for up to 300 people and
clinical breast exams, pap smear tests and
mammograms to approximately 7000 women
each year.  UCCP also provides blood pressure,
cholesterol, and diabetes screening and lifestyle
intervention services for approximately 2500
women per year.  Since program inception until
now, the UCCP has provided nearly 146,000
breast and cervical cancer screenings to about
63450 women statewide.  The application is
utilized to collect personal and medical
information of clients enrolled in the program.
Information collected includes, but not limited to:
demographics, screening and diagnostic results,
patient navigation, and health coaching.  In
addition to collecting personal and medical
information the application is used to monitor
program performance, conduct quality assurance,
track expenditures, and conduct evaluation and
to collect and submit data as required by The
Centers for Disease Control and Prevention
(CDC).  The UCCP application has 115 active
users among UCCP staff and staff at 10 of the 12
local health departments (LHD's) in the state.  At
the two largest local health department (Utah
County and Salt Lake County) and at the State,
the software is loaded directly on the user's PCs.
The other LHD,s us the application via Citrix,
hosted by the state Division of Technical Services
(DTS).

Project Manager Lynne Nilson/Greg Mead

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives n/a
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Project Financial Information
Estimated Project Cost $504,000.00
Estimated Anual Operation/Maintenance Costs $100,000.00
Anticipated Supplemental IT Appropriation n/a

Anticipated Building Block Request for an IT Appropriation n/a

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0.00
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance HIPPA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover ASAP

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement ASAP

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Education

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

Agency  
 
 
 
Agency Mission Statement 

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 
 
Agency Business Objectives that have IT projects supporting them  

 
 
 

 
Mission of the Department of Public Safety is: 
"Work together as One DPS in providing a safe and secure environment for all people in Utah" 
 

 
Bring value and innovation to Public Safety through service and technology. 
 

 
1. Provide service that our customers expect with innovation and value. 
2. Provide a safe and secure environment for Public Safety systems.  
3. Achieve financial targets.  
4. Strive for operational excellence, which includes streamlining organizational processes. 
5. Demonstrate to employees that effort and innovation are valued. 
 

We are committed to continuous improvement as we focus on our goals and objectives, which 
include 
  
1. Strengthening and securing Infrastructure. 
2. Emergency Preparedness, Response, and Recovery. 
3. Criminal Interdiction. 
4. Roadway Safety, Education. 
5. Efficiency through process improvement. 
6. Maintenance of criminal, driver, and related records. 
 

Department of Public Safety 
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

 
 

Describe the Agency business changes that will occur as a result of these impacts 

Cyber security and information protection continues to be one of Public Safety’s highest priorities. 
Cyber-attacks are originating from a broader base and are becoming increasingly sophisticated. 
Public Safety has implemented enhanced security controls, and adopted broader policies governing 
the collection, processing, storage, and dissemination of data containing personal information.  
 
Criminal Justice agencies are moving to systems that electronically collect, transmit and store Justice 
related records. This continues to improve efficiency and increase the accuracy of data. Electronic 
processing has enabled compliance with timeliness guidelines being imposed by rules and 
regulations. Due to recent legislation, law enforcement agencies are required to submit traffic 
accident and citation data electronically. Supporting these changes will require continued resource 
dedication to support and improve the process.   
 
Applicant background requests continue to grow due to increased requirements in the State and 
business level. 
 
The Real ID Act is driving a greater level of scrutiny before issuance of driver’s licenses. New rules 
require that documents used in this process must be stored digitally. Utah is entering the fifth year of 
enforcing new requirements for drivers, after this year all current driver license holders will have 
been through the new process. During the FY15 year, applications used for testing at Driver License 
Kiosks will be rewritten to include changes needed to comply with ever changing regulations. 
 
Crime Lab continues to deal with ever increasing workloads.  They are completing contracts and will 
begin implementing new technology that will improve processing, security and tracking of evidence.  
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Describe the Information Technology Impact that will occur due to these changes 

 
 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

The Bureau of Criminal Identification continues to be the conduit for Criminal Justice Information; 
they are leading transition from paper to an electronic system of criminal justice related records. 
With the addition of new AFIS/Applicant background check applications last year, BCI is improving 
and automating processes that support these applications. 
 
Driver License will continue to make modifications to issuance and regulatory processes as required 
by legislative changes. Some of those changes this year include testing improvements and the 
addition of new license types.  
 
The Fusion Center is tasked with analyzing information from various sources to make statewide 
notifications for law enforcement. In response to increased cyber-attacks, DTS technical staff and 
SIAC analysts continue to working closely so that timely and accurate information can be distributed 
to Law Enforcement. 
 

Business requirements have moved Public Safety into several new technological areas.  
 
1. Transition to web based applications using a web services oriented architecture. 
2. Reliance on technology requires a “higher” level of reliability; redundant systems installed in 

Richfield ensure that services are always available.  Services provided are using “clustering” 
technology to provide a higher level of availability and throughput. 

3. Business processing includes accuracy and completeness checks as part of the electronic 
processing of records ensures that state entities receive accurate information in a timely 
manner. 

4. Due to the identity sensitive nature of Public Safety data, advanced security measures will be 
continuously improved and implemented. 

 

System availability is measured using automated tools that alert and document any diminished level 
of service. 
 
Calls for service are tracked and analyzed to ensure that service levels agreed to are met. 
 
New projects are tracked using project software outlining costs, deliverables and ensure timelines 
are met. 
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July 1, 2014  

 
 

Accomplishments of FY2014 

 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 

 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

Completed and deployed the rewrite of the Automated Fingerprint Information System. This was a 
major project involving local and federal agencies. It provides automation that improves accuracy 
while increasing throughput.  The project was selected for a Governor’s Award of Excellence. 
 
The Driver License rewrite rolled out new and updated applications for regulatory compliance 
sections of Driver License. Applications provide automation and improved handling of traffic violation 
points as well as medical record processing. 
 
Laws mandating electronic submission of citation and accident went into effect in 2013. This 
required broad coordination with agencies making the transition from paper to electronic 
submissions.  
 

The Department of Public Safety is the information gateway between Local Criminal Justice 
Authorities and Federal Agencies. The Bureau of Criminal Identification provides access to Federal, 
State, and Local criminal justice information.  BCI works closely with CCJJ to ensure coordination with 
other justice partners. 
 
Driver License is member of AAMVA and interacts with Federal, State, and Local agencies to ensure 
that Federal and State regulations are enforced. 
 
BCI provides an applicant background check system that is used by state, local and private sector 
agencies that qualify. The application also provides notification of events that occur post-
employment. 
 
DTS, DPS and Federal Agencies work together on the Cyber Task force in an effort to counter illegal 
computer activity. This group also shares information regarding cyber threats with state and local 
agencies. 
 
 

393



 
 
 
 
 
 
 
 

 
Page 5 of 6 

FY 2015 IT Plan Executive Summary 
July 1, 2014  

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

Public Safety is using private contractors in the rewrite of Public Safety systems (BCI/UCJIS rewrite). 
This provides DPS a variety of resources utilizing the latest technologies.  
 
Highway Patrol’s Mobile Data System is an Off the Shelf, third party system purchased from a private 
company located in Utah. The system is expanding next year to include the State Bureau of 
Investigations. The system utilizes commercial data services to provide network connectivity in a 
mobile environment. 
 
Crime Lab is using an Off the Shelf, third party system to provide tracking for evidence processing 
within the Crime Lab. 
 
Highway Safety is using an Off the Shelf, third party system to track and administer grants provided 
to agencies involved in Highway Safety activities. 
 
 

Statewide warrants are available online to the public. 
 
Concealed Firearms permits can be renewed online. 
 
Appointments for fingerprinting services can be scheduled online. 
 
Appointments for driver license issuance and renewal can be made online. 
 
Qualifying Drivers can renew online. 
 
Driver license histories can be purchased online. 
 
ID issued by Driver License can be validated online. 
 
Driver License emergency contact information can be added online. 
 
Accident reports from Highway Patrol can be purchased online by individuals involved in the 
accident. 
 
Public Safety provides real time Information to the Press via a web portal.  
 
Motor Vehicle safety inspections are purchased and performed online by safety inspection stations. 
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If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

 
 
IT Budget Summary for Agency 

 
 
 
Indicate any changes in the budget from the previous year.  If there are changes, list the specific DTS 
service(s) that will be impacted and the amount of increase or decrease. 

BCI’s auditing section conducts regular audits of BCI systems to include transmission, storage and 
access. FBI conducts a complete audit of the UCJIS system every three years, this audit extends to 
local agencies that access BCI systems. 
 
Driver License conducts yearly audits to ensure compliance with DPPA, this includes transmission, 
storage and access. 
 
Crime Lab conducts audits bi-annually to maintain accreditation. These audits include transmission, 
storage and access. 
 
 

DPS Projects 
 
Application Maintenance   $    191,490 
DL System Maintenance   $ 1,090,364 
UCJIS System Maintenance   $ 1,228,725 
DL Kiosk Rewrite    $     300,000 
BCI Rewrite      $ 1,000,000  
 
Total      $ 3,810,579 
 

 
Last year was the final year of the Driver License rewrite. Contractors will not be used going forward 
with maintenance of the new system. Two additional FTE have been requested by Driver License to 
work on maintenance of the new system. 
 
FY14 total    $4,357,450 
FY15 total    $3,810,579 
Difference     ($546,871) 
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2015 IT Plan - DPS
Project Information

Name DPS-FY15-Application Maintenance

Description and Anticipated Benefits
DTS Application Maintenance staff hours used to
maintain applications supporting Administration,
Crime Lab, Highway Safety, SBI, UHP, etc.

Project Manager Mike Sadler
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - DPS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $127,724.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DPS
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Agency
Information Types Personal Private Information
Regulatory Compliance FBI,BCI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 4Hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 4Hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DPS-FY15-BCI-UCJIS Rewrite

Description and Anticipated Benefits

This is a multi-year project that is in year 3 of the
project. Last year the Applicant Background
Checking applications were completed, that
project included integration into the new AFIS
system.  Criminal History, NLETS, and NCIC
applications were also completed.  New
applications provide updated interfaces (API’s)
for systems that support local agencies.

Applications planned for completion this year
include Gun Checks and Concealed Weapons.
Rewrite work will begin on UCR and NIBRS,
applications that collect and provide statistical
information on crime statistics.

This is a Multi-Year Project.
Project Manager Mike Saldler
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $1,000,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $250,000.00
Contract Dollars $750,000.00

Other Dollars 0

400



2015 IT Plan - DPS
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State,Federal
Access State,Agency
Information Types Personal Private Information
Regulatory Compliance BCI,FBI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 4 Hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 4 Hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DPS-FY15-Crime Lab LIMS

Description and Anticipated Benefits

State Crime Labs is going to purchase an off the
shelf Lab Information Management System. This
will replace the current UETS system that was
developed in-house 15 years ago. The UETS
system was developed in Delphi that is no longer
supported, and lacks the ability to interface with
scanners, bar-code printers and RFID devices.

This was approved in FY13 (not acted on) and
FY14 (RFP posted) and needs to be carried into
FY15 for implementation.

Project Manager Phil Bates

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - DPS

Project Financial Information
Estimated Project Cost $1,000,000.00
Estimated Anual Operation/Maintenance Costs $300,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $250,000.00
Software Dollars $450,000.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types Personal Private Information
Regulatory Compliance Other - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 Hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 Hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project No

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DPS-FY15-DL Tablet Based Testing

Description and Anticipated Benefits

This is an FY13 Candidate that rolled into FY14
for RFP and contracts. Needs to be in FY15 for
implementation.

Purchase an “Off the Shelf” tablet based road
skills testing system. The system will allow Driver
License the ability to electronically collect and
administer road skills testing data real-time.

DTS will rewrite the existing Kiosk written testing
system currently used by Driver License.
Additional functionality and integration to the
Driver License system will be added to comply
with new regulations.

Project Manager Phil

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - DPS

Project Financial Information
Estimated Project Cost $850,000.00
Estimated Anual Operation/Maintenance Costs $50,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $100,000.00
Software Dollars $350,000.00
Labor Dollars $350,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types Personal Private Information
Regulatory Compliance Federal Code or Regulation - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 4 Hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 4 Hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project Wireless 802.11 needed in DL Offices

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DPS-FY15-DL Uninsured Motorist Database

Description and Anticipated Benefits

The current Contract for Uninsured Motorist
Database and Services is expiring and a new
contract is needed. The Uninsured Motorist
Database program and Services are defined in
41-12a-803 UCA. The database is used to verify
insurance using Driver License and Motor Vehicle
records matched with insurance policy
information. This information is made available to
Driver License, Motor Vehicle, and Law
Enforcement. The database is also used to
identify non-compliance with State Laws; non-
compliance letters are then generated and sent.

Budget:

Uninsured Motorist Database Services
FY-15
Contracted Services         $2,000,000
FY-16
Contracted Services         $2,000,000
FY-17
Contracted Services         $2,000,000
FY-18
Contracted Services         $2,000,000
FY-19
Contracted Services         $2,000,000

Total Contract                 $10,000,000

Project Manager Jill Laws
Organizational Impact Cross-department candidate

Purpose Other, please specify:

Estimated Start Date 10/27/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - DPS

Project Financial Information
Estimated Project Cost $10,000,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $10,000,000.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access Agency,State
Information Types Personal Private Information
Regulatory Compliance Federal Code or Regulation - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 4 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 4 hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DPS
Project Information

Name DPS-FY15-Driver License Application
Maintenance

Description and Anticipated Benefits

Maintain Driver License System - Licensing and
Regulatory applications. Maintain systems
providing interfaces to AAMVA, NLETS, and
State Agencies.

Project Manager Sam Clark

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - DPS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $1,090,364.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State,Federal
Access Agency,State
Information Types Personal Private Information
Regulatory Compliance Other - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 4 Hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 4 Hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DPS-FY15-Hardware Purchases

Description and Anticipated Benefits Hardware assets over 5,000 or hardware
purchases over 50,000.

Project Manager Phil Bates
Organizational Impact Department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DPS
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 4 Hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 4 Hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project

Refreshed Equipment will need to be installed (PC's
and Printers)

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DPS
Project Information

Name DPS-FY15-Maintenance Contracts

Description and Anticipated Benefits

Yearly maintenance for software used by DPS.

IBM Informix and Content Manager
250,091.54

Oracle Web Logic (Application Services)
200,000

UHP FatPot Mobile Software
382,500

Post Training Systems
70,000

Highway Safety Grant System
50,000

Project Manager Phil Bates
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - DPS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $912,500.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DPS
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 4 Hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 4 Hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DPS
Project Information

Name DPS-FY15-UCJIS Application Maintenance

Description and Anticipated Benefits

Maintain UCJIS\BCI applications - Criminal
History, Statewide Warrants, Concealed
Weapons, Brady, Law Enforcement Access,
NCIC, NLETS, etc.

Project Manager Mike Sadler

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - DPS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $1,228,725.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DPS
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Federal,State
Access State,Agency
Information Types Personal Private Information
Regulatory Compliance FBI,BCI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 4 Hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 4 Hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DTS_AGRC
Project Information

Name DTS_AGRC-FY15-Contracted GIS Services

Description and Anticipated Benefits This is for All AGRC billable projects.

Project Manager Bert Granberg
Organizational Impact Department candidate

Purpose Enhance GIS

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - DTS_AGRC

Project Financial Information
Estimated Project Cost $70,000.00
Estimated Anual Operation/Maintenance Costs $10,000.00
Anticipated Supplemental IT Appropriation None at this time

Anticipated Building Block Request for an IT Appropriation None at this time

IT Assets to Complete Project
Hardware Dollars $20,000.00
Software Dollars $30,000.00
Labor Dollars $5,000.00
Contract Dollars $5,000.00

Other Dollars None
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2015 IT Plan - DTS_AGRC
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange Public
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hour

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hour

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project Resources in Utah Data Center

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DTS_AGRC
Project Information

Name DTS_AGRC-FY15-Enterprise Aerial, Elevation
and GIS Data Acquistion

Description and Anticipated Benefits All Data acquisition, whether file or web service

Project Manager Bert Granberg
Organizational Impact Department candidate

Purpose Enhance GIS

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None at this time
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2015 IT Plan - DTS_AGRC

Project Financial Information
Estimated Project Cost $100,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None at this time

Anticipated Building Block Request for an IT Appropriation None at this time

IT Assets to Complete Project
Hardware Dollars $30,000.00
Software Dollars $20,000.00
Labor Dollars $50,000.00
Contract Dollars $0.00

Other Dollars 0.00
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2015 IT Plan - DTS_AGRC
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange Public
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project More resources at Utah Data Center

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DTS_AGRC
Project Information

Name DTS_AGRC-FY15-Enterprise GIS Operations

Description and Anticipated Benefits All Web Services, map services and data stored
in a DB

Project Manager Bert Granberg
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None at this time
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2015 IT Plan - DTS_AGRC

Project Financial Information
Estimated Project Cost $100,000.00
Estimated Anual Operation/Maintenance Costs $30,000.00
Anticipated Supplemental IT Appropriation None at this time

Anticipated Building Block Request for an IT Appropriation None at this time

IT Assets to Complete Project
Hardware Dollars $20,000.00
Software Dollars $20,000.00
Labor Dollars $60,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DTS_AGRC
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange Public
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hours +

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 24 hours +

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project Additional resources in the Utah Data Center

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DTS_AGRC
Project Information

Name DTS_AGRC-FY15-GIS Data Coordination for
NextGen 911

Description and Anticipated Benefits 911 Data coordination

Project Manager Bert Granberg
Organizational Impact Department candidate

Purpose Collaboration with local government

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None at this time
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2015 IT Plan - DTS_AGRC

Project Financial Information
Estimated Project Cost $100,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None at this time

Anticipated Building Block Request for an IT Appropriation None at this time

IT Assets to Complete Project
Hardware Dollars $20,000.00
Software Dollars $20,000.00
Labor Dollars $60,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - DTS_AGRC
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange Public
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project Additional resources in Utah Data Center

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DTS_AGRC-FY15-GPS and Cadastral
Operations

Description and Anticipated Benefits The Turn GPS network and all things Cadastral,
including the State PLSS plan

Project Manager Bert Granberg
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None at this time

435



2015 IT Plan - DTS_AGRC

Project Financial Information
Estimated Project Cost $100,000.00
Estimated Anual Operation/Maintenance Costs $20,000.00
Anticipated Supplemental IT Appropriation None at this time

Anticipated Building Block Request for an IT Appropriation None at this time

IT Assets to Complete Project
Hardware Dollars $30,000.00
Software Dollars $30,000.00
Labor Dollars $30,000.00
Contract Dollars $10,000.00

Other Dollars 0
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2015 IT Plan - DTS_AGRC
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Public
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover hours as opposed to days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement hours as opposed to days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Additional resources in Utah Data Center

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level High
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2015 IT Plan - DTS_AGRC
Project Information

Name DTS_AGRC-FY15-SGID Stewardship and
Maintenance

Description and Anticipated Benefits Maintenance of the State Geographic Information
Database

Project Manager Bert Granberg
Organizational Impact Department candidate

Purpose Enhance GIS

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None at this time
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2015 IT Plan - DTS_AGRC

Project Financial Information
Estimated Project Cost $70,000.00
Estimated Anual Operation/Maintenance Costs $5,000.00
Anticipated Supplemental IT Appropriation None at this time

Anticipated Building Block Request for an IT Appropriation None at this time

IT Assets to Complete Project
Hardware Dollars $20,000.00
Software Dollars $30,000.00
Labor Dollars $10,000.00
Contract Dollars $5,000.00

Other Dollars None
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2015 IT Plan - DTS_AGRC
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange Public
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hours +

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 24 hours +

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Energy

Impact on Infrastructure Operations Services that
may result with development of Project Additional resources in the Utah Data Center

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DTS
Project Information

Name DTS-FY15-COMM-CAMPUS WIRING

Description and Anticipated Benefits

DTS supports agency business requirements
through infrastructure support. Campus wiring is
essential to providing reliable network and
communications services. Projects associated
with this candidate support agency facility
improvements which directly affect agency
applications and communication requirements.

Project Manager Brenda Hulphers
Organizational Impact Cross-department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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2015 IT Plan - DTS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars NA
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2015 IT Plan - DTS
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project

Maintain/Improve Infrastructure in support of
Communications

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DTS
Project Information

Name DTS-FY15-COMM-ENGINEERING

Description and Anticipated Benefits

Engineering refers to those tasks which are
frequently considered "research and
development." Engineering tasks are either
planning or implementing new technologies or
products.

Project Manager Brenda Hulphers
Organizational Impact Cross-department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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2015 IT Plan - DTS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0.0
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2015 IT Plan - DTS
Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project NA

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DTS
Project Information

Name DTS-FY15-COMM-ENTERPRISE CONTACT
CENTER

Description and Anticipated Benefits

Implement new enterprise contact center solution
for agency customers. Interactive Intelligence
(ININ) has been awarded a contract for telephony
contact services. This system replaces the Avaya
Call Management System used by numerous
Executive Branch Agencies.

Project Manager Brenda Hulphers
Organizational Impact Cross-department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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2015 IT Plan - DTS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars NA
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2015 IT Plan - DTS
Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Maintain Communications Infrastructure

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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2015 IT Plan - DTS
Project Information

Name DTS-FY15-COMM-FIELD OPS

Description and Anticipated Benefits

Field Operations. Projects associated with this
Candidate are considered part of the every-day
"run-the-business" chores, response to outages,
adds, moves and changes are examples of
general maintenance tasks.

Project Manager Brenda Hulphers
Organizational Impact Cross-department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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2015 IT Plan - DTS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars NA
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2015 IT Plan - DTS
Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Maintain Infrastructure

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level Medium
Severity Level Low
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2015 IT Plan - DTS
Project Information

Name DTS-FY15-COMM-NET OPS

Description and Anticipated Benefits

Network Operations. Projects associated with this
Candidate include every-day "run-the-business"
chores, monitoring, responses to outages, and
changes to the network--ensuring the customer
agencies' business requirements are met.

Project Manager Brenda Hulphers
Organizational Impact Cross-department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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2015 IT Plan - DTS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars NA
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Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Maintain Communications Infrastructure

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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2015 IT Plan - DTS
Project Information

Name DTS-FY15-COMM-UNIFIED
COMMUNICATIONS

Description and Anticipated Benefits

Year 3 of migrating telephony service to UC
platform; state agencies will be migrated to new
platform as funds, cabling and environmentals
allow. Project includes the purchase of DSPs,
gateways, licenses and other infrastructure
needs. The recently developed UC platform is the
Cisco Call Manager; this platform will support
voice services for Executive Branch Agencies.

Project Manager Brenda Hulphers
Organizational Impact Cross-department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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2015 IT Plan - DTS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars NA
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2015 IT Plan - DTS
Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Maintain Communications Services

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level Medium
Severity Level Low
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2015 IT Plan - DTS
Project Information

Name DTS-FY15-COMM-VOICE SERVICES

Description and Anticipated Benefits

Projects identified for this candidate maintain or
enhance voice services in support of agency
business requirements and applications. Voice
Solution Engineers work with state agencies by
providing day-to-day product and service
information to enhance business processes.
Services include the following: Moves, Adds and
Changes (MAC); consulting services; billing
reconciliation; site surveys; billing agreements;
etc.

Project Manager Brenda Hulphers
Organizational Impact Cross-department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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2015 IT Plan - DTS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars NA
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2015 IT Plan - DTS
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project NA

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level Medium
Severity Level Low
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2015 IT Plan - DTS
Project Information

Name DTS-FY15-COMM-WAN GEAR REFRESH

Description and Anticipated Benefits

DTS began refreshing Geo Hubs four years ago;
we have a lot of other Wide Area Network (WAN)
related gear that requires refresh to help keep
costs constant.
This Candidate includes Wide Area Network
(WAN) Geographic Hub Upgrades: remote WAN
locations connect to Regional Geographic Hubs.
These hub locations provide redundant
communications circuits to both the Salt Lake and
Richfield Data Centers. Geo-hubs are critical to
the network, and need to be built with high
bandwidth, high performance infrastructure and
the ability to support multiple transports. This
project will upgrade existing Cisco series 7200
routers (older routers) with new higher capability
Cisco ASR routers. Solutions Engineers will
coordinate site upgrades with the field and NOC
staff. Project assignments include engineering,
procurement, and installation.

Project Manager Brenda Hulphers
Organizational Impact Cross-department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA

462



2015 IT Plan - DTS

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars NA
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Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Maintenance

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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Project Information

Name DTS-FY15-DATA CENTER ELEVATORS

Description and Anticipated Benefits
FY15 capitol item purchase 2 data center server
elevators to lift and mount equipment in data
center racks

Project Manager RUSSELL SMITH
Organizational Impact Department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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Project Financial Information
Estimated Project Cost $24,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 24000
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Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 HOURS

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 HOURS

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project NA

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name DTS-FY15-DATA CENTER MAINT

Description and Anticipated Benefits Ongoing expenses for DTS data centers
including SLC, Richfield and Agency locations

Project Manager RUSSELL SMITH
Organizational Impact Department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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Project Financial Information
Estimated Project Cost $277,775.00
Estimated Anual Operation/Maintenance Costs $277,775.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 7/24/365

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7/24/365

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project Ability to support all of DTS

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DTS-FY15-INFRA-EHS-HOSTING-Enterprise
Storage & Backup

Description and Anticipated Benefits

Enterprise Storage and Backup
Brief Description:Adding additional storage to
both the SAN and the NAS environments.
Expanding and improving the backup
environment with additional and upgraded tape
drives.

Project Manager Darrus McBride
Organizational Impact Cross-department candidate

Purpose Other, please specify:

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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Project Financial Information
Estimated Project Cost $1,700,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $1,700,000.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0.00
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Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project

Improving backup envirionment; adding additional
storage.

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DTS-FY15-INFRA-EHS-HOSTING-Guardium

Description and Anticipated Benefits

Maintaining the Guardium implementation used
to encrypt data that has been identified as
“restricted” and is not currently encrypted by
another approved encryption method. New
systems with restricted data will be implemented
using Guardium encryption.

Project Manager Darrus McBride
Organizational Impact Cross-department candidate

Purpose Other, please specify:

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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Project Financial Information
Estimated Project Cost $1,500,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $1,500,000.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0.00
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Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project

Maintaining the Guardium implementation used to
encrypt data that has been identified as “restricted” and
is not currently encrypted by another approved
encryption method. New systems with restricted data
will be implemented using Guardium encryption.

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DTS-FY15-INFRA-EHS-HOSTING-
Hardware/software Maintenance

Description and Anticipated Benefits
Vendor maintenance costs for previously
purchased software and hardware. Needed  to
receive updates, patches and support.

Project Manager Darrus McBride
Organizational Impact Cross-department candidate

Purpose Other, please specify:

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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Project Financial Information
Estimated Project Cost $1,500,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $1,500,000.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0.00
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Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project

Vendor maintenance costs for previously purchased
software and hardware. Needed  to receive updates,
patches and support.

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DTS-FY15-INFRA-EHS-HOSTING-Server
Replacement

Description and Anticipated Benefits

Build and maintain the Server infrastructure
which host most of the applications for the State
of Utah. Build out new infrastructure as well as
replace servers that are no longer covered by
warranty or have reached end of life.

Project Manager Darrus McBride
Organizational Impact Cross-department candidate

Purpose Other, please specify:

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0.0
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Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Maintain infrastructure; build out new infrastructure

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DTS-FY15-MAINFRAME HW/SW MAINT

Description and Anticipated Benefits
covers all hardware and software maintenance
for FY14 for the DTS mainframe and Sunguard
DR software maintenance LDRPS @ $58,500

Project Manager RUSSELL SMITH
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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Project Financial Information
Estimated Project Cost $2,068,333.00
Estimated Anual Operation/Maintenance Costs $2,068,333.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange Public,Federal,State
Access State,Public,Agency

Information Types Personal Private Information,Financial-bank accounts routing
information,Credit Card,Medical

Regulatory Compliance BCI,SSA,HIPPA,PCI,IRS
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 HOURS

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 HOURS

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project OPERATIONAL MAINTENANCE

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DTS-FY15-MAINFRAME MANAGED SERVICES

Description and Anticipated Benefits

establsih managed services contract with vendor
to support mainframe with reduced staffing.  Item
will be deprecaited over the full length on the
contract ( 5 years )

Project Manager RUSSELL SMITH
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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Project Financial Information
Estimated Project Cost $140,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $140,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange State,Federal,Public
Access Public,State,Agency
Information Types Medical,Personal Private Information
Regulatory Compliance PCI,IRS,HIPPA,SSA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 HOURS

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 HOURS

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project NA

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DTS-FY15-PMO-PPM Tool Replacement

Description and Anticipated Benefits

Assuming the approval of the business case now
being prepared, DTS will migrate from the current
Changepoint Project Portfolio Management
(PPM) tool, to ServiceNow.  Changepoint is a
stand-alone project management 'point' tool that
has almost no integration to other operational
aspects of DTS.  Changepoint was recently sold
by its parent company Compuware, and we have
seen diminishing levels of support for the last
several years.

ServiceNow is an integrated development
platform that DTS is already using for key
operational workflow such as Incident and
Change Management.  Using the common
platform for project management will help us
obtain the ability to execute resource
management across the enterprise, while
eliminating the need for multiple reporting tools -
which require their own support staff and
expertise.

Project Manager Doug Chandler
Organizational Impact Department candidate

Purpose Enhance existing application/product,Enhance
existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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Project Financial Information
Estimated Project Cost $515,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $99,000.00
Labor Dollars $321,000.00
Contract Dollars $95,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover None required.

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement None required.

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project

All project management activites now in Changepoint
will move to ServiceNow.

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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Project Information

Name DTS-FY15-PRINT MEDCARDS

Description and Anticipated Benefits

The DTS Print Operations in support of Dept. of
Workforce Service and Dept. of Health will be
changing the monthly medical cards to a single
medical card printed and mailed out only once a
year. The new card will be printed on laminated
card stock that will last a full year.

Project Manager RUSSELL SMITH
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NONE

492



2015 IT Plan - DTS

Project Financial Information
Estimated Project Cost $180,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NO

Anticipated Building Block Request for an IT Appropriation NO

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $180,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 48 HOURS

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 48 HOURS

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project NONE

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DTS-FY15-SUNUARD MAINT

Description and Anticipated Benefits

The Department of Technology Services supports
all Executive Branch Agencies with a hosted
solution for disaster recovery and emergency
management.  This product is provided by
SunGard availability services including BIA SW
Web Hosted and LDRPS Enterprise SW Hosted

Project Manager RUSSELL SMITH
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NO
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Project Financial Information
Estimated Project Cost $58,500.00
Estimated Anual Operation/Maintenance Costs $58,500.00
Anticipated Supplemental IT Appropriation NO

Anticipated Building Block Request for an IT Appropriation NO

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access Agency
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 HOURS

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 HOURS

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project NONE

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name DTS-FY15-TELETECH MAINT

Description and Anticipated Benefits
Master PO for telephone techs to order parts
charged out to specific jobs.  Primarily used by
Anixter

Project Manager RUSSELL SMITH
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives NA
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Project Financial Information
Estimated Project Cost $84,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation NA

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 84000
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Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover NA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement NA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project NA

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name DTS-FY15-XEROX MAINT

Description and Anticipated Benefits

Maintenance contract with Xerox for DP-288 and
DP-144 high speed printers. Includes 7/24/365
support and per image charges. billed monthly by
Xerox and supporting equipment contractors

Project Manager Russell Smith
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $181,126.00
Estimated Anual Operation/Maintenance Costs $181,126.00
Anticipated Supplemental IT Appropriation No

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange State
Access State
Information Types Medical
Regulatory Compliance HIPPA,PCI,IRS
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project NA

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Agency  
 
 
Agency Mission Statement 

 
 

 
 
 
 
 
 
 
Statement of Agency IT Vision/Mission that reflects SLA content 
 
 
 
 
 
 
 
 
Information technology objectives of the agency 
 
 
 
 
 
 
 
 
 
 
 
Agency Business Objectives that have IT projects supporting them  

 
 
 
 
 
 
 
 

 
 
 
 

Department of Workforce Services 

DWS Cornerstone Principles 
Jon Pierpont, Executive Director, has outlined four cornerstones to ensure that "DWS will be 
the best-managed state agency in Utah." 

• Operation Excellence 
• Exceptional Customer Service 
• Employee Success 
• Community Connection 
•  

 
 
 • Provide timely, accurate and quality service to customers.   

• Reduce unplanned downtime 
• Achieve a high level of customer satisfaction 
• Provide state of the art Technology solutions that support the agency goals   

 

• Provide maximum system availability 
• Build software that supports business processes with good functionality that is easy to 

use 
• Provide quick and thorough response to any problem 
• Be cost effective 
• Provide new and innovative technical solutions for DWS, that will help them reduce costs 

• Unemployment Insurance Benefits (CUBS) 
• Unemployment Insurance Tax (CATS) 
• Employment and Case Management (UWORKS) 
• Eligibility (eREP, eFIND, eSHARE, ePACMIS) 
• ESD TOS (myCase, eREP) 
• Imaging – (Content Manager) 
• Federal Projects (QCEW, Projection Suite, FLC data) 
• MIS Reporting 
• DWS web home page (jobs.utah.gov) 
• UtahFutures (In partnership with USOE, Higher ED and UCAT) 
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External Forces 
 
Describe the Federal, Economic, and Industry forces that will impact your agency operations over the 
next 2-3 years 

 
 
 
 
 
 
 
 
 
 
 

 
Describe the Agency business changes that will occur as a result of these impacts 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
Describe the Information Technology Impact that will occur due to these changes 

 
 
 
 
 
 
 

 
 

 
 
 
 
 

• The economy has started to rebound however there are still demands for assistance due 
to the downturn in the economy.   

• Affordable Care Act (Federal) has been implemented. There is addition work that will need 
to be completed by December of 2015. 

• It is estimated that ACA will increase the number of Medicaid clients substantially.  
• We are still waiting for a decision on Medicaid expansion.      
• We continue to move more services to on line activities. 
• We expect numerous policy changes from the feds. 
• Increased cyber attacks triggered more security awareness on the part of DWS.   
• With the economy improving, Utah employers have an increased demand for some skills; 

i.e. medical, technical, engineering, etc. 

• DWS plans on major operational and technical changes in Workforce Development. The 
first phase of the labor exchange has been developed. We are working on phase two with 
an implementation date in September 2014.  

• DWS has asked all the Service Areas to focus on getting jobs for those currently on public 
assistance. 

• DWS is implementing TOS projects for ESD, WDD and UI.  This will likely require changes 
in the workflow for all three of these areas, 

• DWS has implemented the first phase of the new contact center to support the increased 
calls from ACA for ESD. The second phase has started for ESD.  

• DWS has started the first phase fo the contact center for the Unemployment Division.  
• DWS is working on a replacement for the current Medical card. This will be implemented 

by July 2014.   

• DTS will continue to overhaul our web job matching program this fiscal year as part of the 
Labor Exchange. 

• DTS continues to enhance myCase. 
• We need to remain nimble and ready to address policy changes needed for the three 

DWS TOS projects as well as changes needed for Medicaid Expansion.  
• The DTS CUBS team continues to work on the re-write of CUBS away from Versata. 
• DTS will work closely with DWS management to find and implement functionality which 

will save federal money. 
• The staff at DWS/DTS has inherited the IT projects from housing. 
• DTS will continue to work closely with DWS in the design and development of the GUI on 

all DWS web applications. 
• Implementation of the contact center will require application, infrastructure and 

telecommunication staff.  
• VIOP roll-out and schedule will depend on the office cost estimates.  
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2015 IT Plan Executive Summary 
July 1, 2014 

 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 
 
 
 
 
 
 

Accomplishments of FY2014 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• Service level agreements are used to measure IT objectives.  They are reviewed monthly 
with the DWS deputy director. 

• Focus is on uptime percentages and performance. 
• We provide a project dashboard to the DWS policy Group. 
• DWS has implement Exepron software (critical chain) to manage projects.    

• Significant enhancements were made to eREP to implement ACA.  This also gets us closer 
to removing the Curam platform.    

• Moved all teams to Clear Quest to get a common work repository. 
• Working with DWS to manage projects with Exepron (critical chain). 
• Implemented the first phase of the contact center for ESD. 
• Implemented VDI VAPPS for the ESD telecommuters.   
• Developed a plan to implement VDI for all worker and public access machines.   
• DTS assisted DWS in numerous major office relocations and remodels.   
• The UI applications continue to receive national recognition.  In FY 2013 – DWS was 

recognized by the Department of Labor as the top performing State in the areas of UI 
Benefits, Tax and Appeals. They received the Triple Crown Award for three years in a row.  

• We continue to re-write the CUBS application in .net to replace the Versata platform.  
• We implemented the TOP program for CATS. The department is collecting millions of 

dollars.  
• We continue to support the Projection Suite software in the majority of the States around 

the country. 
• We implemented the first phase of the Labor Exchange for WDD.  
• Expanded the new internal security request system for DWS called SAMS. 
• We implemented a new HRforms system. 
• Continued to work on the design and development of the Utah Futures application. 
• DWS is working to encrypt all data at rest.  
• Completed the re-design of the all DWS web sites.  
• Installed a new version of Web grants that DWS will use for tracking contracts.  
• Completed several audits.   
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Describe IT Involvement in coordination efforts with other State and Local government entities 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
De 

• We share eligibility data and have numerous interfaces with DOH, DHS and ORS. 
• We are developing the new UtahFutures system in partnership with Education 
• We work with Public Safety to get access to driver’s license data and warrant data. 
• We work with the Corrections to receive incarceration data to verify eligibility.   
• We assisted DOH and DHS with their data warehouses. 
• We share employer data with Commerce, Tax Commission and some cities in our one 

stop employer registration. 
• Our collections system interfaces with courts. 
• We have numerous interfaces with State Finance. 
• Our eFIND system interface with numerous State, local and federal entities. 
• UWORKS shares data with Voc Rehab. 
• We share data with the Dept. of Labor and Workman’s Comp. 
• We do the data gathering for ORS’ new hire data. 
• We provide unemployment data to numerous State agencies. 
• We have an interface with Tax Commission for CHIP. 
• We have an interface with DHRM (GOEGOV) to post jobs.    
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Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 
 
 
 
 
 
 
 
 
 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 
 
 
 
 
 
 
IT Budget Summary for your Agency 
 
 
 
 
 
 
 
 
 
 

 
• County housing agencies for eligibility purposes. 
• We work closely with DWS business partners and community advocates to meet the 

needs of DWS’ clients. 
• We work with many private and public employers to gather job openings to be posted on 

our UWORKS web site. 
• DWS sits on a Utah Futures committee with Public and Higher Education. 

• Unemployment claimants can file for unemployment online as well as get 95% of the 
services offered by the division. 

• Employers can conduct their Unemployment tax activities online including registering, 
filing quarterly reports, paying their taxes. etc. 

• Job Seekers and employers can search and post jobs online. 
• The myCase web now provides eligibility customers the ability to register online as well as 

complete reviews, update their data and view correspondence. 
• Payments for CHIP premiums spend downs and overpayments can be made via the web. 
• We now provide the majority of our customers the ability to get their correspondence from 

DWS via the web. 
• We provide access to labor market information via jobs.utah.gov. 
• The UtahFutures web application provides students the ability to plan their education and 

career goals on line. 

DWS Audit committee will be doing several audits throughout the year. Most of the audits will be 
application specific.  There is no plan at this time to do an overall audit of the security standards.  

The proposed IT budget for FY 2015 is $41,659,632.  
 
Notall items have been identified as of the submission of this report.  
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Indicate any changes in the budget from the previous year. If there are changes, list the specific 
services that will be impacted and the amount of the increase or decrease.  
 
 
 
 
 
 

Our FY 2014 budget with DWS is $32,693,912.   
 
The proposed IT budget for FY 2014 is $41,659,632.  The agency still has ACA funding for 
Hardware and software. Changes will be made in eREP, the contact center and VOIP. There is 
also new funding for childcare. Contractors have increased for additional ACA changes and 
childcare.     
 
Costs have been increased for the new developer rates ($74) 
 
CPU and hosting costs have been increased by 20% for growth plus additional servers will be 
added for eREP.     
  
Storage costs have been increased by 3.4 times due to the encryption rates.  
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2015 IT Plan - DWS
Project Information

Name DWS-FY15-Administrative Projects

Description and Anticipated Benefits

This candidate consists of Oracle DBA support
and project management support. Oracle
licensing for all DWS Oracle databases.  It also
covers Careers Management System (CMS)
which DWS uses to track training for employees
and IVR operations.

Project Manager Kent Rimmasch
Organizational Impact Department candidate

Purpose
Maintain existing application/product,Maintain
existing infrastructure,Enhance existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives Provide DBA, project management, and phone
support.
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2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $1,695,114.00
Estimated Anual Operation/Maintenance Costs $1,695,114.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $44,000.00
Software Dollars $360,857.00
Labor Dollars $984,257.00
Contract Dollars $125,000.00

Other Dollars Communications-$70,000, CMS-$111,000
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2015 IT Plan - DWS
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types Personal Private Information
Regulatory Compliance SSA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Database storage and Call Center infrastructure

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level Medium
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2015 IT Plan - DWS
Project Information

Name DWS-FY15-Content Manager Imaging

Description and Anticipated Benefits

DWS Content Manager Imaging System is an
Electronic Content Management System (ECMS)
used to capture, categorize, and view documents
for Eligibility supportive services, Employment
Counseling case management, Human
Resources, and Finance. Business purposes for
this system include Eligibility compliance, case
management, data sharing, auditing, document
management and storage, monitoring
overpayment documents, and processing
accounts payables. DWS Content Manager
Imaging System interfaces with DWS core
business systems (eREP, UWORKS, and Data
Warehouse) and is used by DWS, DHS, and
DOH workers.

Project Manager Kent Rimmasch
Organizational Impact Department candidate

Purpose Maintain existing application/product,Enhance
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives Maintain and enhance the imaging system to
meet the needs of DWS
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2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $597,658.00
Estimated Anual Operation/Maintenance Costs $597,658.00
Anticipated Supplemental IT Appropriation NA

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $50,563.00
Software Dollars $196,523.00
Labor Dollars $270,072.00
Contract Dollars $60,000.00

Other Dollars CM Training and Travel - $2,500
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2015 IT Plan - DWS
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Agency,State

Information Types Personal Private Information,Medical,Financial-bank accounts routing
information,Credit Card

Regulatory Compliance HIPPA,SSA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Infrastructure hosts application and data bases

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level High
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2015 IT Plan - DWS
Project Information

Name DWS-FY15-Data Warehouse

Description and Anticipated Benefits

The Data Warehouse is a repository for most of
the data the Department of Workforce Services
needs to create Management and Operational
Reports.  DTS uses an array of processes to
capture data from multiple sources. Sources of
data include PACMIS, Appeals, PARIS,
UWORKS, IRS data, UI Tax data, UI Benefits
data, National Food Stamp Disqualification data,
Utah Heat data, and Motor Vehicle data, Social
Security Data, Wage data reported from Utah
Employers, some Workers Comp. Data, and Low
Income Public Housing data.  Cognos is the
software product currently being used for
reporting.   The system gives the Data
Warehouse the ability to present the reports in a
web environment.

Project Manager Kent Rimmasch
Organizational Impact Department candidate

Purpose Maintain existing application/product,Enhance
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Maintain and enhance exisitng application
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2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $1,536,294.00
Estimated Anual Operation/Maintenance Costs $1,536,294.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $273,723.00
Labor Dollars $1,092,571.00
Contract Dollars $165,000.00

Other Dollars ITS CICS CPU - $5,000
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2015 IT Plan - DWS
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public,Federal,State
Access Agency,State
Information Types Personal Private Information,Medical
Regulatory Compliance IRS,SSA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Education

Impact on Infrastructure Operations Services that
may result with development of Project Need additional space on the SAN

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level Low
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2015 IT Plan - DWS
Project Information

Name DWS-FY15-eFind

Description and Anticipated Benefits

eFind is a web-based application that returns
information for clients active on a eREP case.
eShare is a web-based application that returns
information for clients have been active on
PACMIS, eREP, UWORKS, or Unemployment
cases. This information is either received from
other sources and stored in the DWS Data
Warehouse, or retrieved directly from the source
in real time.

Project Manager Tricia Cox, eREP Manager
Organizational Impact Department candidate

Purpose
Develop new application/product,Enhance
existing application/product,Enhance existing
infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives n/a

519



2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $363,312.00
Estimated Anual Operation/Maintenance Costs $363,312.00
Anticipated Supplemental IT Appropriation n/a

Anticipated Building Block Request for an IT Appropriation n/a

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $154,512.00
Contract Dollars $208,800.00

Other Dollars n/a
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2015 IT Plan - DWS
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange Federal
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project n/a

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level Medium
Severity Level Low
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2015 IT Plan - DWS
Project Information

Name DWS-FY15-eREP

Description and Anticipated Benefits

eREP is an inter-agency application providing
efficiencies and eliminating redundancies for
mission critical programs of the Department of
Workforce Services, Department of Health and
the Department of Human Services. eREP
determines eligibility for these programs:
Financial, Medical, Medicaid, Child Care and
Food Stamps.
Projects for FY14
ACA  Medical Expansion and connection to the
Federal Hub.
CURAM Conversion, continue to rework the
framework of eREP moving away from the
CURAM system, improves overall performance
and offers new ways for the system to affectively
enhance the staff workload (less screens, easier
mode to make changes within the system,
particularly correspondence).

Project Manager Tricia Cox, eREP Manager
Organizational Impact Cross-department candidate

Purpose
Develop new application/product,Enhance
existing application/product,Enhance existing
infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives Adhere to Federal Requirements, On-Line
application, Other enhancements
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2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $18,648,711.00
Estimated Anual Operation/Maintenance Costs $18,648,711.00
Anticipated Supplemental IT Appropriation n/a

Anticipated Building Block Request for an IT Appropriation na

IT Assets to Complete Project
Hardware Dollars $2,176,714.00
Software Dollars $1,803,046.00
Labor Dollars $5,892,935.00
Contract Dollars $8,776,016.00

Other Dollars 0

523



2015 IT Plan - DWS
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public,Federal,State
Access Agency,State,Public

Information Types Personal Private Information,Medical,Financial-bank accounts routing
information

Regulatory Compliance BCI,SSA,HIPPA,IRS
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 Hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 Hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Support to maintain servers and database

Project Should be included in DTS Enterprise Plan Yes

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DWS
Project Information

Name DWS-FY15-HCD

Description and Anticipated Benefits

Housing and Community Development (HCD)
have several applications:
Webgrants - is purchased software used to
administer grants and contracts. The software
was developed by Dulles Technology. HDC has a
maintenance and enhancement contract with
Dulles Technologies. State DTS houses and
administers the hardware (servers).
Webgrants II - is purchased software used to
administer State Energy assistance &Lifeline
(SEAL - HEAT LIHEAP) programs.  The software
was developed by Dulles Technology. HDC has a
maintenance and enhancement contract with
Dulles Technologies. State DTS houses and
administers the hardware (servers).
HDC has a website http://housing.utah.gov/ that
was Developed by DTS resources. HDC provides
and maintains the content. Utah Affordable
Housing Data Base- . This is a searchable
database used to help people find affordable
housing.

Project Manager Kent Rimmasch
Organizational Impact Department candidate

Purpose
Enhance existing application/product,Maintain
existing application/product,Collaboration with
local government

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Enhance and maintain existing application
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2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $400,000.00
Estimated Anual Operation/Maintenance Costs $400,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $400,000.00

Other Dollars 0
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2015 IT Plan - DWS
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public
Access Public,Agency

Information Types Credit Card,Financial-bank accounts routing information,Personal Private
Information

Regulatory Compliance SSA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 Yes

Project Time to Recover 3 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 3 days

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Energy,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DWS
Project Information

Name DWS-FY15-LMI Contracts

Description and Anticipated Benefits

The Federal Contract Projection Suite software is
the reporting tool nationwide used to gather
Labor Market Statistics for all states and produce
long and short-term industry projections.  Utah
contracts with the National Department of Labor
& Bureau of Labor Statistics to administer the
federal program.

Project Manager Steve Brock
Organizational Impact Department candidate

Purpose Enhance existing application/product,Maintain
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives Enhance amd maintain exisiting product and
application
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2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $712,167.00
Estimated Anual Operation/Maintenance Costs $712,167.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $10,015.00
Labor Dollars $688,632.00
Contract Dollars $0.00

Other Dollars Travel - $10,500 and Training - 3,020
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2015 IT Plan - DWS
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Federal
Access State
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover One week

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement One week

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low

530



2015 IT Plan - DWS
Project Information

Name DWS-FY15-QCEW

Description and Anticipated Benefits

The QCEW program serves as a near census of
monthly employment and quarterly wage
information by 6-digit NAICS industry at the
national, state and county levels.  This is a
National program funded by the Department of
Labor, Bureau of Labor Statistics.  Utah
developed the mainframe version of this system
in 1989.  A PC version was released in the 90’s
using OS2.  BLS determined that it would be
better to move the majority of the states to a
shared mainframe environment in 1995.

Project Manager Steve Brock
Organizational Impact Department candidate

Purpose Enhance existing application/product,Maintain
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Maintain and enhance QCEW mainframe system.
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2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $375,799.00
Estimated Anual Operation/Maintenance Costs $375,799.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $2,750.00
Labor Dollars $362,841.00
Contract Dollars $0.00

Other Dollars Travel - $6,000, Communications - $3,000, Training - $1,208
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2015 IT Plan - DWS
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Federal
Access Agency
Information Types None
Regulatory Compliance Federal Code or Regulation - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 5 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 5 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project This mainframe system is hosted in New Jersey.

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - DWS
Project Information

Name DWS-FY15-UI-CATS

Description and Anticipated Benefits

The Department of Workforce Services’ CATS
application is the Unemployment Insurance (UI)
employer tax collection management system for
the State of Utah.  It handles all aspects of UI tax
from collection, deposits, garnishments, liens,
quarterly reports, and wage reporting.

Project Manager Robert Love
Organizational Impact Department candidate

Purpose Maintain existing application/product,Enhance
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives Maintain and enhance the system to meet the
needs of DWS

534



2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $3,250,272.00
Estimated Anual Operation/Maintenance Costs $700,000.00
Anticipated Supplemental IT Appropriation n/a

Anticipated Building Block Request for an IT Appropriation no

IT Assets to Complete Project
Hardware Dollars $5,000.00
Software Dollars $37,795.00
Labor Dollars $1,231,360.00
Contract Dollars $960,960.00

Other Dollars 0
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2015 IT Plan - DWS
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public,Federal,State
Access State,Public,Agency
Information Types Financial-bank accounts routing information
Regulatory Compliance IRS
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project n/a

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - DWS
Project Information

Name DWS-FY15-UI-CUBS

Description and Anticipated Benefits

The Department of Workforce Services CUBS
application is the Unemployment Insurance (UI)
Benefits payment management system for the
State of Utah.  It handles all aspects of UI
Payments including Utah claims, federal
extensions, federal stimulus payments, disaster
claims, and any other ad-hoc payments that
congress authorizes.  In addition the CUBS
system has an integrated Appeals system that
processes appeals for both UI Benefits and Tax.

Project Manager Bret Baker
Organizational Impact Department candidate

Purpose
Maintain existing application/product,Develop
new application/product,Enhance existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives none
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2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $6,201,875.00
Estimated Anual Operation/Maintenance Costs $590,000.00
Anticipated Supplemental IT Appropriation n/a

Anticipated Building Block Request for an IT Appropriation n/a

IT Assets to Complete Project
Hardware Dollars $20,000.00
Software Dollars $894,514.00
Labor Dollars $3,614,260.00
Contract Dollars $2,802,820.00

Other Dollars 590,000 servers for ININ
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public,Federal,State
Access Public,State,Agency
Information Types Personal Private Information,Financial-bank accounts routing information
Regulatory Compliance SSA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project none

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name DWS-FY15-Utah Futures

Description and Anticipated Benefits

On May 17, 2011 Governor Herbert issued an
executive order to establish the Utah Futures
Steering and Executive Committees.  These
committees consist of representatives from
numerous agencies and educational institutions.
The Executive Committee decided to create a
new UtahFutures web site.  This web site will be
used by students, parents and educators to help
Utah students to establish education and career
goals.  It will also provide the tools to help them
achieve these goals.
The ultimate goal of Governor’s office is that 66%
of Utah’s adult population will have some form of
post-secondary education by the year 2020.

Project Manager Diane Pfeifer
Organizational Impact Department candidate

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Development of new application/product
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2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $1,489,219.00
Estimated Anual Operation/Maintenance Costs $1,489,219.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $36,560.00
Software Dollars $364,603.00
Labor Dollars $478,176.00
Contract Dollars $605,880.00

Other Dollars 4000.00 Travel, Convention
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange State
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 Yes

Project Time to Recover None

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement None

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Education,Jobs,Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project Database storage, servers

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Medium
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2015 IT Plan - DWS
Project Information

Name DWS-FY15-UWorks

Description and Anticipated Benefits

This candidate is for new development,
enhancements, and maintenance of the UWorks
job seeker, employer, and case management
system.  This includes the internal mediated
application and the self-service on-line web
application.  The mediated application is used by
employment counselors throughout the state in
local employment centers (DWS offices) assisting
customers in becoming self sufficient with
training, finding gainful employment, etc.  The
website is used by customers, both public
assistance and professional customers for job
searching activities.  It is also used by employers
for posting jobs, as required by SB22 (2014).

Project Manager Diane Pfeifer
Organizational Impact Department candidate

Purpose
Maintain existing application/product,Develop
new application/product,Enhance existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $1,312,628.00
Estimated Anual Operation/Maintenance Costs $1,312,628.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $6,400.00
Software Dollars $8,236.00
Labor Dollars $715,732.00
Contract Dollars $581,760.00

Other Dollars 3500.00 In-state & Out-of-state travel
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2015 IT Plan - DWS
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance SSA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 72 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 72 hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Jobs,Education

Impact on Infrastructure Operations Services that
may result with development of Project Database storage, servers

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - DWS
Project Information

Name DWS-FY15-Web

Description and Anticipated Benefits

This candidate encompasses the development,
enhancement, and maintenance of internal and
external DWS websites to include jobs.utah.gov
and dws.utah.gov.  It also includes web
development outside of CATS, CUBS, and
UWORKS. The applications server both DWS
and the public and are sized from small to large
applications.

Project Manager Diane Pfeifer
Organizational Impact Department candidate

Purpose

Maintain existing application/product,Maintain
existing infrastructure,Enhance existing
application/product,Develop new
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - DWS

Project Financial Information
Estimated Project Cost $901,590.00
Estimated Anual Operation/Maintenance Costs $902,090.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $6,980.00
Software Dollars $5,284.00
Labor Dollars $774,826.00
Contract Dollars $115,200.00

Other Dollars 500 (Communications)
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Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access State

Information Types Financial-bank accounts routing information,Medical,Credit Card,Personal
Private Information

Regulatory Compliance HIPPA,SSA,PCI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover 72 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 72 hours

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education

Impact on Infrastructure Operations Services that
may result with development of Project Servers, database storage

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Agency:  GOVERNOR’S OFFICE 
 
 
 
Agency Mission Statement 

Jobs: The Governor believes that true economic development means creating an environment 
that allows small businesses to flourish and attracts new business to the State, while fostering 
innovation and ensuring that Utah's workforce is prepared for the jobs of the future. 
 
Energy:   
 
Assure appropriate access to public lands and a reasonable permitting and environmental 
process for energy development.   
 
Create the Energy Research Triangle to coordinate energy innovation and clean-air efforts at the 
major Universities and regional Colleges.   
 
Expand the Constitutional Defense Fund to challenge unreasonable federal regulations that 
obstruct responsible energy development.   
 
Consolidate state authority on transmission and pipeline planning and funding into the Office of 
Energy Development.   
 
Create the "Utah Clean Business Partnership" - a voluntary program for Utah businesses to 
implement clean air strategies.   
 
Advance the discussion of the viability of nuclear power in Utah through a comprehensive 
suitability study including water, waste disposal, and safety. 
 
 
Objective 1: Advocate responsible energy resource development.   
Objective 2: Promote policies and practices for improved air quality.   
Objective 3: Aggressively pursue technology innovations in energy efficiency and development 
 
 
Education:    
 
The message is clear - investing in our children today, benefits all of us tomorrow. 
 

549



 2015 IT Plan Executive Summary 
July 1, 2014 

 
 
 
 
 
 
 

 
 

Page 2 of 6 

Objective 1: Ensure our school children achieve reading proficiency by the end of 3rd Grade.  
Objective 2: Increase the number of High School students completing post-secondary courses.  
Objective 3: Align educational training to meet the workforce demands of the marketplace.   
 
Action Items: 
 
Fund the growth in public education.   
 
Expand early intervention programs for at-risk students.   
 
Implement statewide computer adaptive testing in the areas of english/language arts, math and 
science.   
 
Improve transition to post-secondary education by implementing college readiness exams in 
high schools statewide.   
 
Increase the number of online college general education courses for high school students.   
 
Expand online career counseling through Utahfutures.org.   
 
Fund higher education institutions based on measurable outcomes and national performance 
metrics.   
 
Create a "Utah Jobs" program to align career technical education certificates with specific job 
openings. 
 
Self-Determination:  
 
The final cornerstone we must secure is the spirit of self-determination, the ability to address 
Utah problems with Utah solutions   
 
Objective 1: Become the healthiest people in the nation through innovation, market principles 
and health care reform.   
 
Objective 2: Promote rural economic progress while protecting our natural treasures by 
ensuring appropriate multiple-use of public lands.   
 
Objective 3: Work with the Congressional Delegation and Legislature to identify and implement 
practical solutions to address illegal immigration.   
 
Action Items: 
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Increase the efficiency of healthcare markets by providing accurate information on cost and 
quality to insurers, providers and consumers through multiple channels including the "All Payer 
Database". 
 
Ensure the Utah Health Exchange remains a defined contribution program based on principles of 
free market and consumer choice and begin the process of moving it to a non-profit model.  
Control the rising cost of Medicaid by securing federal waivers and working to alleviate the 
burden of federal mandates.   
 
Facilitate SITLA land exchanges to increase funding for public schools while protecting pristine 
public lands.   
 
Use the Governor's Balanced Resource Council to help resolve public land issues and advance 
a process to sustain our natural treasures through practical, collaborative problem-solving.   
 
Hold the line against unconstitutional federal government erosion of state authority through the 
federalism subcommittee of the Constitutional Defense Council. 
 
 

 
Statement of Agency IT Vision/Mission that reflects SLA content 
DTS is committed to supporting the business requests and functions as requested by the Governor’s 
office and associated offices.  The requests made by the Governor’s offices focus around the 
mission and vision and strategic direction of the State of Utah and therefore the work of IT will 
always surround the mission of the Governor’s office. 
 
 
Information technology objectives of the agency 
To help fulfill the mission of the Governor’s office which is: 
Jobs 
Education 
Energy 
Self-Determination 
 

 
 
 
Agency Business Objectives that have IT projects supporting them 
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Governance 
Fair and Accurate Elections 
Citizen Services 
Fiscal Responsibility 

 
 
 
External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

Recession and recovery 
Education  
Need for Infrastructure 
Need for Energy conservation and development 
 
The Governor’s Office is affected more by political forces than by economic ones. While serious 
economic changes like those we have seen in the last couple of years do impact operations in the 
Governor’s Office it is more likely political issues such as the effect of illegal immigration on elections 
or ethics in government will more seriously affect what applications are needed and how they are 
implemented. 

 
 

Describe the Agency business changes that will occur as a result of these impacts 
Fortunately the Governor and Lt. Governor are highly attuned to these forces and provide guidance 
and seek input as how to help shape the discussions that ultimately affect Information Technology 
planning. Changes in the economic environment will also require reporting, planning and budgeting 
considerations. 
 

 
 
 

Describe the Information Technology Impact that will occur due to these changes 
 
 
The systems that will be required over the next 2-3 years and beyond will be systems that are flexible 
and open and that the information in those systems is easily reportable.  In other words, the 
customer must be able to see data at their figure tips that identify the Governor’s Office.  This means 
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that the systems at the Governor’s Office must not slow down the state’s business processes with 
overly complicated processes or the inability to get information quickly, accurately, and effectively 
into the hands of those who require the information.  We need automated systems that can quickly 
allow for changes in policy and law.  We also need systems that accurately allow for providing 
information to policy makers.  It needs to provide the information quickly, efficiently, and accurately 
 
 
 
 
 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 
Availability of applications 
Per the DTS SLA for the Governor’s Office 

 
 
 

 
Accomplishments of FY2014 
The following systems were implemented or enhanced: 
 
Vista – Changes implemented in VISTA: 
• Targeted enhancements needed after the rewrite from last year.  
VistaLocal – Many enhancements and improvements have been added to VistaLocal during 2013.  It 
has become a star in elections management because it is easy to use, very reliable and 
 secure. VistaLocal was used almost exclusively by the counties to conduct early voting in all five of 
the elections held during this period.  
 
Disclosure Web Site – An upgrade to this site which allows all candidates and office holders to enter 
all contributions and make them available to the public. 
 
CCJJ—A new CCJJ web site was implemented with a total revamped look and feel. 
 
Budget Prep – Some modifications to help simplify it usage by the agency customers. 
  
Legislative Tracking – The Legislative Tracking system was completely re-written.  It allows GOMB 
and others to keep track of legislative actions being taken during the Legislative Session 
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Constituent Affairs Tracking System – This system keeps track of constituent calls that come into the 
Governor’s Office.  It keeps track of them and the responses to them.  This is a new system that went 
into production at the beginning of the legislative session. 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 
The Election Management System is an application that is managed by the Lt Governor’s Office.  
However, this system is used exclusively by the Counties of the State of Utah to help manage the 
elections.  This is one application that requires a heavy coordination of the State and County 
government entities with the LGO. 
 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 
DTS has partnered with Utah Interactive (UI) to provide a number of web services. Some of which are 
cost free, others are contracted. We use UI for a number of our web activities both as a contractor 
and as a free service provider.  The Governor’s office has also implemented systems provided by DTS 
central application development staff. 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 
Notaries are tested through a web application and we are currently planning for further 
implementation for notaries. Other plans are being made to allow voters to register on the web 

 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 
 
The Governor’s Office has developed a Security Strategy that accepts all DTS Enterprise Information 
Security policies and practices and will be reviewed through the IT Council any additional Security 
practices 
 
 
IT Budget Summary for Agency 
6300: $129,996 
6500: $1,685,340 
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2015 IT Plan - GO
Project Information

Name GO-FY15-CCJJ Support

Description and Anticipated Benefits

This candidate is for the support of the CCJJ
current applications. CCJJ has a number of
applications development projects that are
currently being analyzed. This includes a system
to track Judicial Appointments, a system for Jail
Reimbursements. DTS is working closely with
CCJJ to determine the proper automation of this
and other applications.

Project Manager Mark Mitchell
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives is anticipated
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2015 IT Plan - GO

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental IT appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - GO
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name GO-FY15-GOMB Support

Description and Anticipated Benefits

The Governor's Office of Management and
Budget (GOMP) has very important statewide
systems that DTS supports. This inludes the
Budget Prep system, the Federal Grant system,
Legislative Tracking, and data access for
reporting. DTS works closely with GOMB to make
sure these systems have the proper IT supprot.
DTS also works with GOMB to determine needed
changes to these applications and DTS provides
whatever resources are necessary to make sur

Project Manager Mark Mitchell
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives
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Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation No IT supplemental is anticipated

Anticipated Building Block Request for an IT Appropriation No IT supplimental appropriation is
anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - GO
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Project Information

Name GO-FY15-Governor's Office Support

Description and Anticipated Benefits

This candidate is for the operational support for
the Governor's Office (GO) applications. The GO
applications support the work of the Governor
and the Lt. Governor along with their
administrative staff. DTS provides five (5) IT
analysts to support the GO applications. This
candidate provides for this support. The
applications are the elections systems, the GO
Calendar, disclosures, Lobbyist system and
others. DTS works closely with the business staff
in the GO to make sure the IT activities meet their
needs.

Project Manager Mark Mitchell
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes in objectives
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Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental IT appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No IT building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name GO-FY15-LGO Support

Description and Anticipated Benefits

This candidate is for the update and support of
teh LGO current applications. These applications
are the Election systems (VISTA, VISTA Local)
and the election web sites. Other applications
that are supported for the LGO is the Lobbyist
syste, the Disclosure system, along with other
systems. The LGO works closely with the County
Clerks for counties in the State as it relates to all
elections. DTS also works with the counties as
appropriate tomake sure all IT integration is
meeting the needs associated with elections.

Project Manager Mark Mitchell
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes in objectives
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Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation No IT Supplemental is anticipated

Anticipated Building Block Request for an IT Appropriation No building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange Public
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project No Additional Impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Project Information

Name GO-FY15-Public Lands Support

Description and Anticipated Benefits

This is the support candidate for the operational
applications in Public Lands. DTS supports the
core Public Lands business applications along
with there web site. DTS works closely with the
business analyst to make sure there needs are
met and they have all needed IT resources in
order to meet their mission.

Project Manager Mark Mitchell
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives
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Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental IT appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No  building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange State
Access State
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - GO
Project Information

Name GO-FY15-UOVC Support

Description and Anticipated Benefits

This candidate is for current application support.
This is the Crime Victims Reparation Division
associated and reporting to CCJJ. DTS supports
their business applications along with any needed
integration with other entities.

Project Manager Mark Mitchell
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives
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Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No IT supplemental appropriations is
anticipated

Anticipated Building Block Request for an IT Appropriation No IT building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0

571



2015 IT Plan - GO
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange State
Access State
Information Types Personal Private Information
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

Agency  
 
 
 
Agency Mission Statement 

 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 

To nurture an environment where Utah companies can be successful and the business 
community can create jobs that raise Utah’s citizen’s standard of living. 
 
 
 

The mandate for the Governor’s Office of Economic Development is to provide rich business  
resources for the creation, growth and recruitment of companies to Utah and to increase tourism  
and film production in the state. Having a cutting-edge IT infrastructure allows the office to  
accomplish this mandate through web services, SaaS resources, and robust and secure databases.  
 
 
 
 
 
 
 

• Marketing through digital media  
• Tracking and publishing economic indicators  
• Cooperation between the office clusters building office synergy  
• The evaluation and awarding of corporate incentives to business relocating to or expanding 

operations in Utah  
  

Governor’s Office of Economic Development 

573



 
 
 
 
 
 
 
 

 
Page 2 of 4 

FY 2015 IT Plan Executive Summary 
July 1, 2014  

Agency Business Objectives that have IT projects supporting them  

 
 
External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

 
 

Describe the Agency business changes that will occur as a result of these impacts 

 
 

Describe the Information Technology Impact that will occur due to these changes 

 
 
 

• Marketing through digital media  
• Tracking and publishing economic indicators  
• Cooperation between the office clusters building office synergy  
• The evaluation and awarding of corporate incentives to business relocating to or expanding 

operations in Utah 

Because of Utah’s ability to weather the storm of the economic downturn far better than most of our 
sister states, the economic instability moving forward affords GOED rich opportunities. It is 
anticipated the national and international corporate recruitment efforts will at least be maintained at 
current levels if not increase. The success of the Film Commission in recruiting film makers to utilize 
our state’s magnificent scenery and to tie in film promotional efforts with our own Big 5 Tourism 
advertising resulted in a 68:1 return in investment dollars spent.  
 
GOED was able to keep the majority of the Fund of Funds which allows the agency to be extremely 
flexible in recruiting industry to the state. As one of the main strategies employed is to highlight the 
high tech environment in the state, GOED routinely heralds awards awarded to the State of Utah for 
excellence in digital government.  
 
 

GOED utilizes the Salesforce CRM for its corporate incentives program and to manage constituent 
and customer records. It is anticipated this strategy will continue for the foreseeable future.  

N/A 
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List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 
 

Accomplishments of FY2014 

 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 

 
 

The GOED corporate incentives program in conjunction with the Department of Workforce Services 
tracks employment data from businesses which receive awards. Employee salaries, the number of 
total employed employees, and other metrics are closely scrutinized. The agency also tracks high-
level employment and salary indicators. The Office of the Governor recently completed adding 
100,000 in 1,000 days ahead of schedule. www.utahjobsplan.com  

Under the Governor’s leadership, GOED continues to make significant contributions to Utah’s 
dynamic economy. Unemployment was reduced in 2013 to 4.5% which was down from 6.7% in 
2011.   
 
Utah was ranked #2 in Top 10 States for Non-Agricultural Job Growth 
Arizona State University School of Business 
 
$160 million in revenue as a direct result of the Office of Tourism’s Might 5 campaign  
 
47% increase on computer science graduates from Northern Utah universities from 2009 
 
Salt Lake City ranked #2 “Best Cities for Job-Seekers”  
Bureau of Labor Statistics 
 
Salt Lake City ranked #1 “Best City to Achieve the American Dream” 
Equality of Opportunity Project – Researchers from University of California at Berkeley and Harvard 
University 
 
GOED’s ability to market these accomplishments and attract new industry to our state is dependent 
on the IT infrastructure provided and maintained by the Department of Technology Services 
 

GOED partners with the Department of Workforce Services in tracking industry employment metrics.  
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Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

 
 
IT Budget Summary for Agency 

 

  

  
 

GOED works closely with the agency IT Director to establish and train on IT Security standards.  

 The GOED IT budget primarily consists of funds allocated to pay DTS rates. Funds for IT projects are 
project specific.  
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2015 IT Plan - GOED
Project Information

Name GOED-FY15-Website Redesign

Description and Anticipated Benefits

Redesign of the Division of Tourism website
www.utahtravel.com.  this is a dot-com website to
be developed, hosted, and maintained by a third
party vendor selected in the RFP process. The
site will not host PII nor restricted data.

Project Manager Jay Kinghorn

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - GOED

Project Financial Information
Estimated Project Cost $400,000.00
Estimated Anual Operation/Maintenance Costs $5,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover N/A

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement N/A

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project

Developed, hosted, and maintained by third-party
vendor. use of DTS project manager/business analyst

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - GOED
Project Information

Name GOED-FY15-Website Upgrades

Description and Anticipated Benefits

Candidate provided for enhancements and bug
fixes to the GOED website: business.utah.gov.
This site is a major portion of the GOED
marketing efforts.

Project Manager Scott Wolford
Organizational Impact Department candidate

Purpose Maintain existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - GOED

Project Financial Information
Estimated Project Cost $60,000.00
Estimated Anual Operation/Maintenance Costs $60,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $60,000.00

Other Dollars 0
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Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange Public
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Depends on the severity of the cause of the outage

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement Depends on the severity of the cause of the outage

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Minimal impact on state servers/hosting

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Agency  
 
 
 
Agency Mission Statement 

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 
 
Agency Business Objectives that have IT projects supporting them  

 
 
 

The primary responsibility of the Commission is to ensure safe, reliable, adequate, and reasonably 
priced utility service. It conducts hearings and investigations of utility company operations in order to 
determine just and reasonable rates for service. The Commission strives to protect efficient, reliable, 
reasonably-priced utility service for customers, and to maintain financially healthy utility companies. 
These goals are attained through the regulatory decisions the Commission makes and through rules 
it adopts. 
 

To promote the PSC’s mission by providing IT support that provides PSC information online and 
automates business processes where possible. 
 

Maximize IT Resources by: 
 
1.  Utilize DTS resources effectively and efficiently to accomplish the mission, goals and objectives of 
the Public Service Commission (PSC). 
2.  Make all business and public services of PSC available on the web inasmuch as funding and 
business processes will allow. 
3.  Reduce overall costs to the Commission and support staff through the effective application of 
technology. 
 

Maintain and enhance the document management system in use at the PSC, as well as to 
businesses and customers of the utilities regulated by the Commission. This system is also used by 
divisions of the Department of Commerce for interrelated duties and for a single repository and 
sharing of documents. 
 

Public Service Commission (PSC) 
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External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

 
 

Describe the Agency business changes that will occur as a result of these impacts 

 
 

Describe the Information Technology Impact that will occur due to these changes 

 
 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 
 

 
 
 
 
 

• The current economic environment impacts both the utilities the PSC regulates, as well as the 
customers of these utilities. This often translates into more requests from the utilities and more 
complaints from customers of the utilities to investigate. 
• The PSC staff may be facing budget issues at the very time it may require additional monies to 
accomplish its assigned duties. 
 

There will be a greater reliance on information technology to make agency employees better able to 
deal with increased demands with fewer employees. Some services may be reduced or take longer 
periods of time to deliver. 
 

There will a greater pressure to provide solutions that are flexible and that require reduced 
expenditures to accommodate changes in technology. These applications must be delivered quickly 
and provide the functionality requested by the agency. 
 

The agency measures up time and down time interruptions during business hours of the document 
management system provided by an outside third-party. PSC also depends upon reliable network 
and internet services provided by DTS for the receipt and distribution of emails, and access to 
network drives and the internet. 
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Accomplishments of FY2014 

 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 

 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

 

• Enhancements to reliability and operation of Doc Warehouse image and document management 
system. 
• Full encryption of independent and secure backup server for Doc Warehouse located at the State 
of Utah Salt Lake City Data Center. 
• Enhanced use of iPads for use in onsite remote entry and processing of applications and claims 
for the Relay Utah program. 
• Fulfillment of federal grant that provides for computer equipment for qualified applications who 
are visually impaired and hard of hearing or deaf. 
• Migration from Novell to Active Directory for secure login authentication. 
• Migration from Windows XP to Windows 7 operating system. 
 

None at this time. 
 

The current document management system implemented as a ‘software as a service’ or (SAS) 
solution with an external private company. 
 

Not applicable. 
 

DTS security standards are partially implemented and will be fully implemented by the Public Service 
Commission by October 31, 2014. Security standards include encryption of the independent and 
secure backup server for Doc Warehouse located at the State of Utah Salt Lake City Data Center. 
Additional security standards that are currently being implemented include the adoption of Mobile 
Device Management (MDM) policies.   
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IT Budget Summary for Agency 

 
 
 
Indicate any changes in the budget from the previous year.  If there are changes, list the specific DTS 
service(s) that will be impacted and the amount of increase or decrease. 

The PSC’s IT budget is committed to the maintenance of the document management system. For FY 
2014, the maintenance amount is estimated at $40,000.  Enhancements that may be made (but 
are not yet decided) with the third-party provider may total up to $60,000. 
 

There is a change in the budget of $35,000.  Discussions will be held with the vendor for possible 
enhancements, but no decisions have been made.  There are no changes anticipated in the budget 
from the previous year that would impact DTS costs or services with this third-party provided product. 
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2015 IT Plan - PSC
Project Information

Name PSC-FY15-Document Management System

Description and Anticipated Benefits
This candidate is for the maintenance and
enhancements to the third-party provided
document management system.

Project Manager Gary Widerburg
Organizational Impact Department candidate

Purpose
Maintain existing application/product,Enhance
existing application/product,Enhance existing
infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives

Continue enhancements relating to security of the
information contained in the database, including
encryption of data; respond to legislative actions
and management directives..
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2015 IT Plan - PSC

Project Financial Information
Estimated Project Cost $100,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $100,000.00

Other Dollars N/A
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2015 IT Plan - PSC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public,State
Access Agency,State
Information Types Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 3 to 5 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 3 to 5 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Energy

Impact on Infrastructure Operations Services that
may result with development of Project

Although this is a third-party provided application, DTS
does host a back-up server for the data.

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Agency  
 
 
 
Agency Mission Statement 

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
Information technology objectives of the agency 
 

• Continue the implementation of Business Intelligence (COGNOS) projects that will allow the 
agency to effectively manage offenders and facilities. 

• Continue development, implementation and modification of Web O-Track. 
• Continue to explore expanded use of tablet devices for Adult Probation and Parole field agents. 
• Continue to explore technical solutions in Adult Probation and Parole to help with returning 

offenders back in to society. 
• Review RFPs for potential replacement of the NORM system. If replacement is not feasible, work 

will begin to upgrade the system version and move to the Salt Lake Data Center. 
• Continue to use industry best practices in protecting data from unauthorized access. 
•  
 
 
Agency Business Objectives that have IT projects supporting them  
Maintain a safe and secure prison system 
• Protect the public 
• Rehabilitate offenders 
• Improve working conditions for staff 

Our dedicated team of professionals ensures public safety by effectively managing offenders while 
maintaining close collaboration with partner agencies and the community. Our team is devoted to 
providing maximum opportunities for offenders to make lasting changes through accountability, 
treatment, education, and positive reinforcement within a safe environment. 

To create and maintain department-wide information systems, which include technological and 
automated solutions that maximize the Department of Corrections’ resources. This would include 
human resources, hardware and software that enhance public safety related to the management, 
security and supervision of offenders. 
 
Establish links from the Department of Corrections to the broader criminal justice community by 
supplying and receiving critical, timely information to staff, the courts, law enforcement agencies and 
crime victims. Enterprise solutions should be utilized where appropriate. 

Utah Department of Corrections 
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• Provide Constitutionally mandated cost-effective medical care 
 
 
 
External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

 
 

Describe the Agency business changes that will occur as a result of these impacts 

 
 

Describe the Information Technology Impact that will occur due to these changes 

Probation, inmate, and parole populations will continue to grow at a steady rate. Information is 
needed at our fingertips in order to manage these populations and strategically allocate resources. 
This includes knowing when facilities need to come online and what types of facilities need to come 
online. It also includes effectively managing staff resources supervising offenders in the community. 
 
We also need information to closely monitor our intervention programming to assist us in identifying 
those programs that are accomplishing our mission. Pressure for increased efficiency and 
effectiveness through the use of technology will continue. 
 
The department is also engaged in a focused and complete information security effort. There has 
been an increase in information and data attacks, and the department is working towards making all 
information more secure. 

It was decided in the last legislative session to move the Draper prison to another location.  Until a 
new prison is constructed, the department will become increasingly reliant on beds available in the 
county jail system. Policies and processes will be reviewed and implemented to enhance the 
department’s information security posture. 
 
UDC will continue to implement business intelligence tools to enhance our correctional programs 
decision-making efforts and staff management efforts. Growth will also impact our medical delivery 
system. A reliable Electronic Medical Records management system is very critical to protect the 
health of our inmates. 
 
As our staff responsibilities have increased, specifically in the field, it is more important than ever 
that all automated systems / applications remain stable and become more useful from the vehicles 
of our agents in the field. This also includes the pilot and potential expansion of tablet devices for 
field agents. 
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List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 

 
UDC had established a strategic vision to replace the department’s mission critical Offender 
Management System (O-Track) with a web based system. 
 
Expanded use of tablet devices in Adult Probation and Parole will require new approaches to 
managing and supporting hardware. 
 
The department has started using VDI in AP&P.  Hardware replacement costs may decrease in the 
long term and ability to establish information security controls may increase. 

• As documented in the UDC/DTS FY2015 Service Level Agreement and associated Product 
Descriptions. 
 
• Status reports provided to UDC Executive Leadership during weekly UDC IT status meetings. 
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Accomplishments of FY2014 
 

DTS / UDC FY2014 Accomplishments 
Application Development 

 
 
Div is ion of Institut ional Operations (DIO) Module of O-TRACK Web 
This is the third and largest major module of O-TRACK being converted to the web environment from 
client server. A three year phase of a seven year project, it is the UDC’s highest priority.  
The DIO Module consists of 15 functional units supporting all offender based operational activities. 
During FY2014, the Application Development Team completed and released the first three units, 
including: Records, Assignments and Transportation. It delivered a fourth unit, Counts and Escapes, 
into final testing. And it completed analysis and design, and started coding the fifth, Inmate 
Placement Program. 
These units support core mission-critical operations throughout the prison system, the community 
correctional centers and some contracted activities with County Jails throughout the State. They are 
used by staff in Institutional Operations, Adult Probation and Parole, Programming Services, 
Correctional Industries, Planning and Research, the Board of Probation and Parole, and other units.  
 
During FY2014: 

• The lessons learned from the preceding CAP Module project were carefully integrated into 
planning and project management for the DIO project; 

• Documented approaches, plans, and roles and responsibilities were prepared, finalized and 
approved by the Stakeholders Committee for the GAP work, requirements, testing, training, 
communications, and other key areas;  

• A detailed Work Breakdown Structure and Project Plan was created and approved for all 
units covering the three years, and used and maintained as the master project tool;  

• About 200 screens and tables from the base system were prepared for the analysis phase; 
• Each of the active unit user teams was oriented and trained for their roles and assignments;  
• GAP analysis and design sessions were conducted for all of the five unit screens; 
• The GAP requirements were documented and detailed specifications created and submitted; 
• Programmers analyzed screen assignments and estimates were established;  
• Coding work was completed on 175 screens and underlying functionalities, and an additional 

45 are in progress. 
• Internal Peer Testing was completed on all screens to ensure compliance with GAP 

specifications and the quality of the product prior to user testing; 
• Authentication and internal security structures and methodologies were followed and tested;  
• Redesigns and changes were done on portions of the underlying database;  
• Data conversion was completed to implement the database changes; 
• Static tables were updated where necessary; 
• Multi-layered testing was further implemented and performed, including peer testing, subject 

matter expert testing (SME), specialized security testing, project team walk-through’s, formal 
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user acceptance testing (UAT), and system-wide regression testing on both the new system 
and the remaining parts of the legacy system. 

• Configuration restructuring and environmental upgrades were prepared and tested; 
• User training was developed, produced and provided, as required, by the project user team 

through the agency’s Acadis system, as online computer-based training for over 2,300 staffs;  
• Direct hands-on training was also provided to several specialized work units; 
• A team of super users was prepared to provide ongoing, post production, first-line support to 

the user community, and to interface with the DTS software staffs; 
• The parts of the legacy system being replaced were prepared to be discontinued; 
• The finished units were successfully released into live production in staggered sequences, as 

they were completed; 
• Post production environment problems and application bugs were fixed and adjustments 

made;  
• Lessons-learned evaluations were conducted and migrated into plans for the next units of 

the system. 

F-TRACK / DIO Incidents Unit  of O-Track Web 
A separate project was completed, parallel to the DIO Module, to help jump the O-TRACK web 
migration effort forward, and to provide a special benefit to the Adult Probation and Parole Division 
(AP&P). The Incidents Unit was separated out, GAP Analysis, coding and testing completed, and the 
unit was released to production earlier than originally planned. By turning this critical unit on for 
AP&P, all of the operational activities for that large division are now supported within O-TRACK in the 
web environment. This ended the need for close to a thousand staffs to have to toggle between two 
different applications to do their work. The Incidents unit handles the recording and processing of 
parole violation “incidents”.  
 
O-TRACK Web Maintenance Release 
In spite of the heavy and intense development workload focused on the DIO and Incidents Web 
conversion projects, the development team was able to address a large number of outstanding bugs 
and enhancements in the previously released (F-TRACK and CAP) modules of the O-TRACK web 
system. With careful planning and coordination of assignments and project schedules, 147 fixes and 
enhancements were addressed and released into production. This significantly limited the growth of 
issues to be addressed after the full migration is completed, and helped keep the system functional 
for current users.      
 
O-TRACK Web Service 
The Software unit developed and deployed an up-to-date Web Service to provide O-TRACK data to 
outside agencies. These new services replaced several existing data files, sockets and links with a 
more standardized and secure solution. Now, all such external data feeds will be incorporated into 
this one funnel that can be more easily maintained and supported, updated and monitored. Several 
additional enhancements were approved and made during the year. Special sub-components were 
created for Public Safety, to support both the Fusion SIAC Center operations and the Criminal History 
File, and Workforce Services, to enable their monitoring for benefits provided incorrectly to certain 
classes of offenders 
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O-TRACK (PowerBuilder)  Support 
The software unit has only two PowerBuilder programmers still on staff. They supported emergency 
fixes of “show stopper” bugs, as they arose. The greater work here involved identifying and preparing 
all of the applicable PowerBuilder application functions to be turned off as the related web versions 
were released to production. This also included coordinating and making technical changes through 
regression testing cycles, as part of release preparations.   
 
F-TRACK Mobile  
Adult Probation and Parole continued to purchase and expand its use of mobile devices for its parole 
agents in their field activities. This is simply to note that, during FY2014, the O-TRACK application 
continued to support the rapidly growing access through the mobile environment. Several minor 
modifications were made to ensure this access was efficient. 
 
Staff  Information (SIMON) Expansion for O-TRACK Security  Management 
In FY 2013 a design was completed for a new functionality for SIMON to automate the management 
of granting approved staff access to O-TRACK and setting up their related security rights. In FY 2014, 
all the coding work has been completed and tested. As of this report, the user team is preparing for 
department-wide implementation. This will greatly automate and simplify a very complex and labor 
intensive process of managing these rights for several thousand staffs that change assignments 
frequently, have high turn-over rates and require fast access right updates. It also strengthens the 
security protections in place to protect against obsolete log ons and out-of-data information. It 
introduces a supervisory level of oversight of system access and makes changes easier.  
 
Medical M-Track 
Chart Review Modifications:  Functionality was added to enable the filtering and conversion of 
offender medical active and historical chart information, from throughout M-TRACK, into an editable 
PDF format. This was to meet the need to provide case specific, medical documentation to the Office 
of Legal Counsel in response to formal GRAMA requests. This was important to reduce the high cost 
of printing reams of paper documentation, as well as the lengthy and laborious time spent by 
practitioners reviewing and classifying the data.      
 
Allergy Saving as “Not specific”:  To avoid disastrous medical events and complications, a fix was 
made to correct the erroneous saving of allergy related information. 
 
Pharmacy Printer Replaced:  The Pharmacy prescription labeling printer had become aged and 
obsolete. There was grave concern that a breakdown would result in tens of thousands of dollars in 
emergency local outlet ordering per day, and the risk of catastrophe in failing to meet medical 
prescription needs within the prison system. The Application Development team conducted online 
and field research, and tested the newest, state-of-the art, hi-speed, thermal print processing 
equipment. Once a purchase was initiated, the team created a new processing function directly 
within M-TRACK to handle the prescription labeling to match the specifications and formatting for the 
new machine. This replaced an obsolete external application used previously.    
 
Date Discrepancies:  Another longstanding anomaly and serious liability within M-TRACK has been 
the discrepancy between orders, dispensing and prescription expiration dates. The system date 
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function and medical practice had not been in sync. This also meant there was a serious potential for 
prescriptions running out early and failing to be delivered on weekends and holidays, etc. Developers 
were able to do a detailed analysis of all of the date functions throughout M-TRACK, design a 
precision approach to modifying the processes only where needed, without jeopardizing the integrity 
of unrelated mechanisms or historical data, and deliver a successful solution.  
 
Over-the-Counter (OTC) Medications:  Previously, M-TRACK did not have a way to handle OTC 
medications except through the normal provider order and pharmacy dispensing process. A new 
functional unit is being programmed into M-TRACK to separate this function. The benefit of time 
savings for Clinical Services staff and the efficiency for providing this element of medical service to 
inmates is significant.        
 
Emergency Fixes:  Provided a number of isolated, “show-stopper,” emergency fixes for critical system 
problems that arose during the period.    
 
Medispan Updates:  Configured and installed the monthly Medispan code units that provide 
essential protection against medical practitioners incorrectly prescribing conflicting medications. 
 
Business Intel l igence 
Program Enrollments / Successful Terminations:  A major breakthrough for Corrections is the release 
of this new unit of its Business Intelligence platform. It is a huge boost to UDC’s ability to provide 
statistical information on its results programming with offenders for their successful reintegration 
into society upon release. The UDC has been working hard to implement emerging social intervention 
approaches contained in the “Evidence-Based Practices” model. This set of BI data marts, reports 
and dashboard graphics was designed, developed, tested, validated and recently released. It 
includes 4 new modules, 19 reports and provides drill-down capabilities from Division, Regions, 
Offices, and individual Agent caseloads. It provides goals, trends, actuals, and a special feature tying 
financial costs to the results, through a direct link to State Finance’s own warehouse. It provides 
links to information to help users understand the factors, calculations and definitions. With this data 
readily available, managers, supervisors and agents can evaluate successes, identify problem areas, 
and redirect resources to leverage lessons-learned. The intent is to reduce recidivism with 
meaningful assistance and interventions based on accurate, timely and detailed information.         
 
Program Enrollments / LSI links and Prediction:  Currently under design and development is the next 
phase of the Successful Terminations module. This unit will link the professional assessment tool 
used in UDC for identifying criminological factors of a case to the statistical tracking and introduce 
some predictive trending forecasts, an innovative venture with potential for dividends for both the 
fiscal and human returns.    
Planning and Research Data Warehouse:  The developers are working with the Planning and 
Research Bureau to introduce the BI environment tools into their hands-on research activities. It is 
planned for the Bureau to begin a long-term evolution of growing the data warehouse to incorporate 
all of O-TRACK data and pull in data from other sources. This will become the source for creating 
innovative reporting to replace some of the current more laborious methods.  
 
NORM / CACTAS 
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NORM Replacement system called CACTAS:  At the end of FY2013, UDC had been provided a strong 
recommendation to replace its obsolescing NORM Navision System with a new application from 
Cashless Systems, Inc. called CACTAS. After the official release of its non-lapsing funds account in 
December, it made the decision to proceed. During the remainder of FY2014, the CACTAS System 
license was purchased and the implementation and maintenance support contract established. A 
series of detailed analysis and design sessions were held on-site to address both the application and 
the technical environment requirements. DTS created the platform and networking set up at the Salt 
Lake Data center (SLDC). The contractor coded and delivered a UDC configured version of the 
application, upgraded to include several major customizations, fourteen interfaces to connect and 
share data with other databases and applications, a new database structure to receive data 
conversions from the NORM active and historical databases, the security set up for user access, 
groups and roles, and revised help screens for user support. As of this report, the system is yet to be 
tested, trained and implemented, but the project is on target for its release at the end of the fiscal 
year.     
 
SSRS:  Provided direct, in-house support to the NORM application, and its user network. NORM 
manages all offender financial accounting and obligations. Numerous bugs and enhancements were 
detected, fixed, developed and implemented. Several reports were updated.  
 
NORM Contracted Support:  External consultant support for the current Navision application 
continued to be coordinated through Apex, Inc. of California. A few minor system bugs were fixed, 
delivered, tested, and implemented. 
 
Sex Offender Registry  
A contract amendment was approved to have the contractor enhance the search function to allow 
searches on driver’s license numbers. This was requested from legislators in response to needs 
identified in the interest of the safety of law enforcement officers. 
GRAMA 
A number of maintenance updates and enhancements were completed. 
 
Pol icy Tracking 
The software Unit conducted a detailed design for a new web application to replace the existing 
Access Database that tracks the UDC’s Policies and Procedures. A Project Scope and Definition 
document, requirements and specifications, detailed estimates and a formal Project Plan were 
prepared. The technical environment was established and database designs formulated. This project 
was temporarily placed on hold for other department priorities and will be continued at a later date. 
 
Volunteer Tracking 
As a result of the comprehensive Risk Assessment exercise completed on all UDC applications 
during FY2013, it was discovered that tracking of all volunteers servicing Corrections was being 
handled in unsecured MS Excel spreadsheets and Access databases. UDC management moved 
quickly to have these moved into secure drive environments and authorized a project to completely 
replace these with a new web application.  
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A new volunteer Tracking application was designed, coded, tested and released during FY2014. In 
addition to replacing the old logs, new functionalities, reporting capabilities and security structures 
were put in place. This brought separate prison complexes into one central tracking system, 
standardized the application for ongoing technical support and clearly prevented highly-sensitive, 
personal citizen information from potentially being exposed. 
 
Food Services 
This web application was initially developed a few years ago to support the day-to-day food service 
operations throughout the prison system. It was initiated from a department audit that targeted cost 
savings and efficiencies that such a system could provide. In FY2014, this project is providing some 
significant changes and enhancements to the system, and adding new functionalities to address 
complex dietary planning and calculation, and interfaces with the State FINET system on financial 
reporting. The detailed requirements have been documented and coding is underway.   
 
UDC Public Web Site Upgrades 
Many enhancements and adjustments were made to the website in support of the dynamic needs of 
the UDC Public Information Officer, such as: offender searches including the offender locations to 
enable the public to make contacts without having to contact UDC, etc.   
  
Utah Correctional Industr ies (UCI)  Web Site Migration to JOOMLA  
As of this report, a team is working on deploying the new Joomla web site into the production 
environment. This will be the central tool for use by agencies in ordering their products from UCI. It 
includes the web site itself, a full catalogue extension, meeting accessibility standards and mobile 
access. 
UCI Print Shop WebCRD 
This is a major and innovative step forward for UCI. It purchased and installed a “monster-sized,” 
state-of-the art digital printer operation with capacities to handle all the latest technical innovations. 
Offenders employed in this area will receive intensive training and experience that will be a high job 
demand for them on release. DTS Software teamed with Infrastructure and the DTS Security Unit to 
assess the web access functionalities and assist with the installation, set up, testing and 
implementation of this unit.        
 
UCI Payrol l  T ime and Accounting System 
As of this report, UCI is finalizing this project that locates and networks time clocks throughout the 
prison facilities in both Draper and CUCF. It provides for off-the-shelf software to collect, manipulate, 
and report time and payroll data for inmate workers of UCI.   
 
Struts I I  Upgrades 
When the vulnerabilities were discovered and reported in certain versions of the Struts II tool set, the 
Software Unit retrofitted several existing UDC web applications for redeployment to work with the 
newer, secure version. 
 
Software Development Life Cycle Improvements 
The Application Development Team made significant progress in further strengthening its project 
planning and management processes. With clear alignment between UDC and local DTS units, close 
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working relationships with user representatives and project teams, and a constant quality 
improvement evaluation effort, the unit’s project have been increasingly more consistent in meeting 
quality of product expectations and target timeframes. It has been working to implement SDLC 
policies issued by DTS and work within standards and best practices.   
 
Bug and Enhancement Tracking 
The unit continued to expand the network of user representatives and division authorities invested in 
this process, to include: CAP, DIO, Volunteers, and Food Services. This process ensures all new 
issues are properly prioritized and moved through a review and approval process from user 
representatives through Division and Executive management levels efficiently. This ensures no 
issues get lost in the process, appropriate priorities are set and follow up actions are monitored. This 
also provides the basis for periodic reviews of issues in “on hold” status for master planning future 
work projects. It includes having user representatives enter, track and update issues directly in the 
Redmine tracking system, while Software staffs use the tickets for assignments, estimates, 
specification details, documentation and reporting progress. Monthly statistical reports provide a 
comprehensive picture of needs and progress. 
 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 

 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 

Many other Utah State and Local law enforcement / criminal justice agencies utilize Offender 
Management System information through either our external O-Track system or via web services that 
we provide. 

The department has an on-going contract with OffenderWatch to provide the statutorily required sex 
and kidnap registry. The department also has an on-going contract with Keefe, who provides kiosk 
and web-based financial services for offenders and their families. 

DTS staffs at Corrections are working on a new and improved website for Utah Correctional 
Industries (UCI).   This website contains marketing information as well as a catalog of products and 
services that are available to state agencies and the public. This website allows UCI to manage the 
content of the data.  Where appropriate the website allows customers to select and order these 
products and services as well as to contact UCI staff for more information. 
 
Additionally, the department has contracted with Keefe to provide cash management services for 
offenders electronically. 
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If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

 
 
IT Budget Summary for Agency 

 

UDC is very concerned with information security. As DTS develops and implements security 
standards for the state, those standards will need to be implemented at UDC. UDC intends to be a 
partner in that process and expects that any changes to how UDC electronic data is secured, stored, 
or transmitted, will be coordinated with the Agency. Also, UDC expects that security will be an 
ongoing discussion item in the monthly UDC / DTS Security meetings. 

The total expenditures for FY13  was $6,191,645. 
 
As of 3/31/2014 the amount spent has been $4,599,306 with an estimated amount projected of 
$6,132,408. 
 
UDC will be investing in 2 additional developers to help with O-Track Web & AP&P projects.  The 
estimated budget for FY15 is $6,429,331.  This reflects the application rate increase and 2 
additional developers. 
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2015 IT Plan - UDC
Project Information

Name UDC-FY15 Application Security

Description and Anticipated Benefits

Series of projects to address vulnerabilities
discovered during the Risk Assessment, Security
Plan, or Enterprise Security Council meetings.
Projects may deal with protecting against SQL
Injection, Encryption, removing functionality or
fields that are sensitive but not necessary.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - UDC

Project Financial Information
Estimated Project Cost $180,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $180,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - UDC
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover N/A

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement N/A

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Education,Self-Determination,Energy

Impact on Infrastructure Operations Services that
may result with development of Project Application Deployment

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - UDC
Project Information

Name UDC-FY15 Business Intelligence Projects

Description and Anticipated Benefits

Business Intelligence system.  Projects to
develop the datawarehouse, create reports, and
apply system updates and patches.  Also covers
the annual maintenance for COGNOS.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Enhance existing application/product,Develop
new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - UDC

Project Financial Information
Estimated Project Cost $160,000.00
Estimated Anual Operation/Maintenance Costs $37,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $33,000.00
Labor Dollars $127,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - UDC
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange Public,State
Access Public,Agency,State
Information Types Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Server maintenance and application deployment

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - UDC
Project Information

Name UDC-FY15 Document Management (UDOCA)

Description and Anticipated Benefits
Document Management system.  Coordinate
system upgrades and patches.  Support annual
maintenance costs.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Enhance existing application/product,Maintain
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - UDC

Project Financial Information
Estimated Project Cost $20,000.00
Estimated Anual Operation/Maintenance Costs $25,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $10,500.00
Labor Dollars $9,500.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - UDC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Agency,State
Information Types Medical,Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Server maintenance

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - UDC
Project Information

Name UDC-FY15 Miscellaneous COTS Applications

Description and Anticipated Benefits Coordinate system updates and patches.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Maintain existing application/product,Enhance
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - UDC

Project Financial Information
Estimated Project Cost $135,000.00
Estimated Anual Operation/Maintenance Costs $20,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $50,000.00
Labor Dollars $85,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - UDC
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project

Server maintenance, application implementation /
deployment

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - UDC
Project Information

Name UDC-FY15 Miscellaneous Web Applications

Description and Anticipated Benefits
Development of new web applications and / or
maintenance releases on existing web
applications as needed.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Enhance existing application/product,Develop
new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - UDC

Project Financial Information
Estimated Project Cost $265,000.00
Estimated Anual Operation/Maintenance Costs $25,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $20,000.00
Labor Dollars $245,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - UDC
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access Agency,State
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Server maintenance, application deployment

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - UDC
Project Information

Name UDC-FY15 Mobile Devices (Tablets)

Description and Anticipated Benefits

UDC has piloted the use of tablet devices with
Adult Parole & Probation officers and found them
to be very useful.  During the next year we expect
an expansion of use in AP&P as well as more
pilot projects in other areas throughout the
agency.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Other, please specify:

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None expected
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2015 IT Plan - UDC

Project Financial Information
Estimated Project Cost $40,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $40,000.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - UDC
Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover N/A

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement N/A

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Education,Self-Determination,Jobs,Energy

Impact on Infrastructure Operations Services that
may result with development of Project Configuration of devices

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - UDC
Project Information

Name UDC-FY15 M-Track Maintenance Projects

Description and Anticipated Benefits Series of software projects focused on bug-fixes
and enhancements to M-Track.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Maintain existing application/product,Enhance
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - UDC

Project Financial Information
Estimated Project Cost $45,000.00
Estimated Anual Operation/Maintenance Costs $30,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $45,000.00
Contract Dollars $0.00

Other Dollars 0

620



2015 IT Plan - UDC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State,Agency
Information Types Personal Private Information,Medical
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Server maintenance, application deployment

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - UDC
Project Information

Name UDC-FY15 Offender Financial Accounting
System

Description and Anticipated Benefits

Coordinate with vendor for enhancements, bug
fixes, system upgrades and patches.  Provide
system support on locally developed
components.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Maintain existing application/product,Enhance
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements

622



2015 IT Plan - UDC

Project Financial Information
Estimated Project Cost $120,000.00
Estimated Anual Operation/Maintenance Costs $20,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $60.00
Contract Dollars $60.00

Other Dollars 0
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2015 IT Plan - UDC
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State
Access State,Agency
Information Types Personal Private Information,Financial-bank accounts routing information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 7 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 7 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Server maintenance, application deployment

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - UDC
Project Information

Name UDC-FY15 O-Track (PB) Maintenance Release
Projects

Description and Anticipated Benefits

Series of software projects focused on critical
bug-fixes to O-Track.  The PowerBuilder version
of this system is considered at end-of-life and
only critical issues will be addressed.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - UDC

Project Financial Information
Estimated Project Cost $25,000.00
Estimated Anual Operation/Maintenance Costs $75,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $25,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - UDC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access Agency,State
Information Types Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Server maintenance, application deployment

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium

627



2015 IT Plan - UDC
Project Information

Name UDC-FY15 Sex Offender Registry

Description and Anticipated Benefits Annual maintenance and any potential projects to
improve functionality or to comply with legislation.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Enhance existing application/product,Maintain
existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - UDC

Project Financial Information
Estimated Project Cost $240,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $20,000.00
Contract Dollars $220,000.00

Other Dollars 0
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2015 IT Plan - UDC
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State,Public,Federal
Access Agency,State,Public
Information Types Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 1 hour

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 1 hour

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Education,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project N/A

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - UDC
Project Information

Name UDC-FY15 UCI Digital Print

Description and Anticipated Benefits

UCI purchased a large scale digital print solution
from XEROX under a state contract. This
candidate is to cover DTS staff and equipments
costs to implement the software components
required to allow UCI to take customer orders.
This will consist of a couple of small projects that
require some DTS staff to work with the
contracted vendor during

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Develop new application/product,New
infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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2015 IT Plan - UDC

Project Financial Information
Estimated Project Cost $40,000.00
Estimated Anual Operation/Maintenance Costs $5,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $35,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - UDC
Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 30 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 30 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Server creation, software deployment

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDC-FY15 UCI Time and Attendance

Description and Anticipated Benefits

UCI is currently using a labor intensive collection
process and unsupported, out of date software to
process its inmate payroll. The software is out of
compliance with both state and federal tax
requirements and must be updated. The updating
of the process allows UCI a chance to update its
labor intensive data collection methods and
reduce staffing costs associated with payroll.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Other, please specify:

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on user requirements
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Project Financial Information
Estimated Project Cost $40,000.00
Estimated Anual Operation/Maintenance Costs $3,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $25,000.00
Labor Dollars $15,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 30 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 30 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project Server creation, software deployment.

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDC-FY15 VDI

Description and Anticipated Benefits

UDC is interested in using Virtual Desktop
Interface (VDI) to enhance security and increase
employee productivity.  This technology will also
reduce the number of computers being
purchased each year.

Project Manager Aaron Jeter
Organizational Impact Department candidate

Purpose Other, please specify:

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None expected
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Project Financial Information
Estimated Project Cost $30,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $15,000.00
Software Dollars $0.00
Labor Dollars $15,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization No
Data Exchange None
Access None
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover N/A

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement N/A

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Education,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project Install and maintain VDI machines for offender use

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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Project Information

Name UDC-FY15 Web O-Track Projects

Description and Anticipated Benefits

A multi-year effort that will consist of a series of
projects to implement a new Offender
Management System.  The source code was
provided by New Mexico DOC as part of the
National Consortium of Offender Management
Systems (NCOMS).  Each project will implement
one or more core modules as defined by the
Corrections Technology Association.

Project Manager Kim Thompson
Organizational Impact Department candidate

Purpose Enhance existing application/product,Develop
new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives Dependent on requirements from user sessions
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Project Financial Information
Estimated Project Cost $990,424.00
Estimated Anual Operation/Maintenance Costs $77,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $935,424.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State
Access State,Agency
Information Types Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

Yes

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 Yes

Project Time to Recover 24 hours

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hours

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project

Server support and maintenance, application
deployment

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Low
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Agency  
 
 
 
Agency Mission Statement 

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 

Investment Strategies: 

Preserve Infrastructure, Optimize Mobility, Zero Fatalities and Strengthen the Economy. 

Provide effective and efficient IT Services in support of the success of the State of Utah, 
Department of Transportations’ mission, its business partners, and the citizens of Utah. 

Goals:   
 
Support UDOT through systems that are: 

World-class – exceed user’s expectations providing great customer service 
Effective – Improve processes and reduce redundancy 
Accurate – Provide information that can be trusted in decision making 
Timely – The right data at the right place at the right time 
Accessible – Flexible Web and mobile-enabled apps where applicable 
Seamless – Integrated into daily activities at the source/location 

 
Guiding Principals: 

a. Align Technology to UDOT’s Strategic Direction 
b. Manage Technology as an Investment 
c. Manage Technology Programmatically (IT STIP) 
d. Think Department Wide to reduce Business and Data silos 
e. Leading-Edge not Bleeding-Edge 
f. Evaluate Buy vs. Build Objectively 
g. Leverage Public/Private Partnerships 
h. Promote a Consistent, Sustainable, and Scalable Architecture 
i. Training and Knowledge Transfer are Essential to Success 
j. Accountability through Measured Performance 
k. Support Technology Innovation effectively utilizing available resources  
l. Ensure security of agency and citizen information data and systems 

 

Utah Department of Transportation 
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a) Application Modernization – Replace or upgrade ineffective applications to assure the 
Department has the functionality required to meet our Strategic Goals 

b) Data Management –Establish the infrastructure to address the integration, quality, 
organization and structure of the Department’s data 

c) Business Intelligence / Analytics – Provide tools and applications that allow people to not 
only access and report on data, but also to be able to analyze, model, and develop  
knowledge that will drive good business decisions 

d) Mobile Accessibility –Establish the infrastructure that allows data to be collected, managed, 
reported and analyzed through mobile devices such as smartphones and tablet computers 

  
Approach: 
a) Establish a Technology Program for the purpose of maintaining and enhancing UDOT’s 

systems, data and technologies in support of UDOT’s business plan and strategic 
direction. 

b) Establish a process to manage the Program, recommend, and approve projects 
c) Fund the Program to the level required to achieve the Program’s defined goals 
d) Establish involved and effective steering committees 
e) Establish a method of tracking and reporting program/project performance 

 

Agency Business Objectives that have IT projects supporting them UDOT Strategic Goal #1: 
Preserve Infrastructure 
 
UDOT’s first goal is preserving Utah’s existing transportation infrastructure. 
The state’s multi-billion dollar investment in roads, bridges and other assets must be maintained 
for future generations. 
 
Keeping Utah’s bridges and pavement in good condition is the most effective way to extend the life 
of the transportation system. UDOT maintains a multi-billion dollar system by: 

• Applying well-timed preservation treatments 
• Addressing critical needs first 

 
Good Roads Cost Less: 
 
The most effective way to preserve the transportation system is to continue a regular schedule of 
upkeep to prevent deterioration. 
 
Preserving our infrastructure includes actions such as: 

• Sealing decks, painting steel and maintaining joints and bearings on bridges 
• Repairing cracks and potholes and resurfacing asphalt or concrete pavement 
• Repairing or replacing drainage systems 
 

Preserving Pavement 
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UDOT uses a long-term strategy to preserve and maintain the transportation infrastructure. By 
applying a combination of routine maintenance, preservation, minor and major rehabilitation and 
reconstruction projects, UDOT is able to utilize limited funding to maximize the pavement condition. 
Regularly scheduled upkeep is the most cost effective method to preserve and extend the life of 
the state’s pavement assets. 
 
UDOT measures the health of the pavement by the percentage of system wide roads in good and 
fair condition. By monitoring and maintaining pavement conditions within good and fair thresholds, 
UDOT is able to increase efficiency and reduce the cost of expensive reconstruction projects. 
Approximately $145 million in federal funds and $20 million in state funding are allocated 
annually to maintain the overall pavement condition. 
 
Goals:  

• Complete all preservation and rehabilitation projects on time and within budget 
• Continue modeling to determine the proper funding mix between maintenance 

management levels; Interstate, Level 1 and Level 2 
• Reverse or slow the pavement condition decline of Level 2 roads 
• Continue to maintain the Interstates and Level 1 roads in good condition 

 
Preserving Bridges 
 
UDOT strives to maintain a safe transportation system by managing the bridge infrastructure. 
Preservation activities such as protecting bridge decks, cleaning expansion joints and maintaining 
bearings, aid in extending the life of a bridge for a nominal cost while negligence can increase the 
rate of bridge deterioration, reduce the bridge life expectancy and require major bridge 
rehabilitation or replacement at a much higher cost. 
 
UDOT measures the health of the bridge system using condition ratings. UDOT’s bridges continue to 
be safe with the overall rating of “good” and bridges rated “poor” continue to decrease. However, 
there are approximately 700 bridges that will need to be fixed or replaced in the coming years to 
prevent long-term problems. 
 
Goals:  

• Continue to maintain a bridge system rated in good condition 
• Expand bridge management efforts and prepare a plan for every structure based on 

preservation, rehabilitation and replacement needs. 
• Continue to improve the Bridge Asset Management System to project future bridge needs 

and funding to effectively manage the structure assets. 
 
 
UDOT Strategic Goal #2: Optimize Mobility 
 
UDOT’s past goals of “Make the System Work Better” and “Increase 
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Capacity” have always been very connected and focused on providing mobility on the highway 
system. Without diminishing either goal, UDOT has combined them into one comprehensive goal of 
“Optimize Mobility.” 
 
UDOT works to optimize traffic mobility through: 

• Adding capacity • Innovative cross roads 
• Managed lanes • Signal coordination 

 
Planning for the Future 
 
Traffic delay diminishes the quality of life for all who live and drive in Utah. Thanks to state funding, 
UDOT is currently holding back delay. Data from the Wasatch Front Regional Council (WFRC) shows 
current and projected delay with and without capacity improvements starting in 1995. Between 
1995 and 2010, delay is shown to be at a standstill, even with a 50 percent increase in population 
and VMT. Since 2006, more than 730 miles have been added to the state system from four 
different programs that fund more than 200 projects. 
 
Express Lanes: UDOT currently has 80 miles of Express Lanes (40 miles both northbound and 
southbound) from the South Layton interchange to just below Lehi. A 10-mile gap between North 
Salt Lake and Kaysville is currently being studied. An additional 44 miles of Express Lanes will be 
added with the completion of the I-15 CORE project, for a total of 124 miles of Express Lanes. More 
than 10,000 Express Pass transponders have been purchased and users’ average speeds of 68 
mph, 14 mph faster than the general lanes during peak hours. Express Lanes carry almost twice 
the number of people per day versus general purpose lanes, but account for less than one percent 
of the crashes on I-15. 
 
Flex Lanes: Flex Lanes on 5400 South in Taylorsville will accommodate heavy 
directional traffic by alternating the direction of the lanes during peak hours of the day, significantly 
decreasing traffic delay with minimal construction costs. 
 
Commuter Lanes : Commuter Lanes along Timpanogos Highway (S.R. 92) will 
provide a direct connection to and from I-15 and eliminate stopping at signals, allowing reduced 
travel time and delays. 
 
Thru-Turns Intersections (TTI) :   
 
The TTI on 12300 South in Draper and 5400 South in Kearns will improve traffic flow, maintain 
access and enhance safety. By eliminating all left turns at the intersection, the number and severity 
of crashes are greatly reduced. 
 
Motorists will instead travel through the intersection, make a signalized U-turn and come back to 
the intersection, where they will turn right. 
 
Diverging Diamond Interchange (DDI) :  
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DDIs, such as those in Lehi, American Fork and S.R. 201 at Bangerter Highway, improve safety and 
mobility while reducing the length and cost of construction. UDOT is looking at other locations 
where DDIs would prove beneficial. 
 
Continuous Flow Intersections (CFIs) :  
 
CFIs improve traffic congestion by allowing vehicles to move more efficiently through the 
intersection with less delay. UDOT currently has nine CFIs in operation. 
 
The Traff ic Operation Center (TOC):  
 
The TOC is the nerve center of UDOT. Using advanced technologies such as cameras and traffic/ 
weather sensors, operators in the TOC can monitor traffic, detect problems and take actions 
necessary to return traffic flow to normal. The TOC continues to be the key to providing a cost-
effective and efficient solution to help relieve congestion on Utah’s roads and highways. 
 
Signal Coordination 
 
UDOT is committed to making our signal operations world class. We focus our efforts through the 
Traffic Management Division, which is responsible for traffic signal timing on all state roads and 
controls signal timing centrally at the TOC. Effective coordination of traffic signals reduces 
congestion, saves fuel, reduces vehicle emissions, increases safety and sustains the economy. 
Because of the many benefits, the Department is marching toward a world-class traffic signal 
system. 
 
Goals:  
 

• Reduce Travel Time by 5% 
• Reduce Stops by 11% 
• Reduce Intersection delays by 14%. 
• Provide 124 miles of Express Lanes. 
• Improve traffic congestion by allowing vehicles to move more efficiently through the CFI 

intersection with less delay by 4 minutes per driver. 
• Include TravelWise strategies in all MPO long-range plans. 

 
UDOT Strategic Goal #3: Zero Fatalities 
 
UDOT demonstrates its commitment to safety through outreach efforts that help educate the public 
and make Utah a safe place for living, traveling and doing business. Much of UDOT’s focus is on 
educating teens and kids.  
 
Programs: 
 
Zero Fatalit ies:   
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Addresses the top five behaviors causing crashes on Utah roads: drowsy driving, distracted driving, 
aggressive driving, impaired driving and not buckling up. 
 
Student Neighborhood Access Program (SNAP):   
Develops safe routes and safety education for elementary students  
 
Road Respect:  
Aims to improve safety and increase awareness of Utah’s laws for both cyclists and drivers. 
 
Controlling Snow and Ice 
 
To clear snow from 18,000 miles of Utah’s roads, UDOT employs the latest technologies and trains 
crews to ensure they are ready. On average, Utah receives more than 20 winter storms each year 
and UDOT crews remove more than 65 million tons of snow and ice from Utah’s roads. To help 
keep roads clear around the clock, UDOT employs 503 full-time snowplow drivers and 85 seasonal 
staff on its snow removal team, operating a fleet of 500 snowplows.  
 Performance Goals: 
 

• Reduce fatalities by 2 percent each year. 
• Continues to make the snow and ice removal process more efficient. 
• Save more than 20,000 gallons of diesel fuel per year by training drivers using a snow 

plow simulator. 
 
 
UDOT Strategic Goal #4: Strengthen the Economy 
 
This new goal recognizes UDOT’s role in creating and managing a transportation system that 
enables economic growth and empowers prosperity. Success in the first three goals creates a solid 
foundation for the economy to grow. 
 
Because of Utah’s transportation infrastructure, manufacturers can get their products across the 
country more quickly than ever before. 
 
UDOT’s Projects Affect the Economy: 
 
Traffic delay has an intrinsic, measurable cost not only to commerce, but also to users of Utah’s 
roads and freeways. By improving roads through key projects, UDOT can create a transportation 
system that can minimize those costs and provide economic benefits to businesses, tourism and 
individual drivers. Before-and-after studies on eight capacity projects illustrate how UDOT effectively 
eliminated hours of delay. User costs, a result of delay, have also been reduced. 
 
UDOT can affect the economy not only through the product we deliver, but in how we deliver it. 
Examples include: 
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• Price + Time Bidding (P+T):  Every project bid at UDOT uses P+T. With this method, 
contractors bid a price and the number of days it will take them to construct each project. Price and 
time values are added together to determine the low bid. The contractor with the most aggressive 
schedule is often awarded the contract. When construction time is minimized using the P+T 
method, the impacts to businesses and drivers are lessened. 

 
• Accelerated Bridge Construction (ABC):  ABC utilizes innovative methods to 

construct bridges with minimal impacts to the public. New bridges using this method can now be in 
place in a matter of days rather than months. Bridges are constructed on the side of the road and 
often moved into place overnight. ABC is used where construction impacts to the public and 
surrounding businesses are significant, thus reducing the construction time. 

 
• Number of Jobs Generated: Currently, UDOT is working with more than 650 

contractors, subcontractors and consultants that employ more than 14,000 employees working 
concurrently throughout the state. UDOT believes by channeling money back into the economy 
through job/project development, Utah’s employment rate is significantly improved. 

 
External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations 
over the next 2-3 years 
 

The demands on Utah’s transportation system have never been greater. Population growth and 
higher per capita system use have created demand for increased capacity. Increased road system 
use has also put a strain on scarce resources to preserve and extend the life of roads and bridges.  
 
Expanding and preserving our road system will require improved efficiency, careful use of resources 
and close partnering with decision makers.  Investing in transportation helps meet today’s needs 
and builds a solid foundation for continued economic expansion and success. While only 
preliminary results are in, a study being conducted by Brigham Young University shows that 
investing in transportation substantially improves economic growth. 
 
The population, and consequently the number of motor vehicles, will continue to increase resulting 
in continued traffic congestion issues and the need to find ways to reduce commute time through 
building roads and innovations in Intelligent Transportation Systems. 
 
While the State is experiencing rapid population growth, at the same time travel, measured by 
vehicle miles traveled, has increased over 1.5 times.  However, the state is only adding a fraction of 
the highway capacity needed to service the additional traffic.  Between 1990 and 2010, Utah’s 
population increased by 60 percent and the number of vehicle miles traveled (VMT*) increased by 
82 percent but capacity increased by six percent.  Projections show that by 2015, travel will 
increase by 85 to 90 percent, population by 70 to 80 percent and new capacity by seven percent. 
By 2050 more than five million people will call Utah home, making it one of the fastest growing 
states in the country. (*VMT is a measure of the total number of vehicle miles traveled on a specific 

649



 
 
 
 
 
 
 
 

 
Page 8 of 15 

FY 2015 IT Plan Executive Summary 
July 1, 2014  

road segment over a given period of time. In this document, UDOT is using system-wide numbers 
calculated yearly.) 
 
Increased VMT gives rise to: 
 

• Traffic delay. According to Wasatch Front Regional Council, Utahan’s experience 100,000 
hours of system wide delay per day. Improvements planned through 2030 will slow the increase in 
delay.   
 

• Increased wear and tear: UDOT maintains nearly 6,000 centerline* miles of roadways 
across the state, an investment worth tens of billions of dollars. In order to protect that investment, 
the transportation system must be kept in good condition. And while UDOT only has responsibility 
for 13 percent of all roads, those roads carry 68 percent of VMT.  
 

• Vehicle related crashes. With increased traffic and vehicles, UDOT is working hard on 
solutions to keep fatal crashes trending downward towards zero. 
 
Adding to these challenges is the possibility that Federal funding could be reduced.  Funding is 
subject to economic conditions i.e. Sales Tax, Gas Tax.  As cars become more fuel efficient, or are 
powered solely by electricity, but continue to drive the same number of miles, funds to maintain the 
highways will decrease but the road construction and maintenance costs will still be the same or 
greater. 
 
Innovations in engineering and technology continue to be made which contribute to the 
optimization, design, construction, maintenance and operation of the State’s road system. 

 
 
 
 
Describe the Agency business changes that will occur as a result of these impacts 

 
 

Describe the Information Technology Impact that will occur due to these changes 

The Department or Transportation is constantly looking for ways to improve.  Greater demands will 
be required of UDOT to meet the additional road system loads with the same or reduced resources.  
Technology will be a key resource in accomplishing this reality.  One result of UDOT’s technology 
efforts will be an increase of information provided to the driving public to enable them to make 
informed driving decisions to reduce congestion, improve traffic flow, and extend the use of 
existing highway resources.   
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List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 
UDOT uses a variety of methods to provide timely and accurate traffic and weather information to 
help drivers make choices that reduce delay, prevent crashes and improve air quality. By 
implementing an extensive Intelligent Transportation System (ITS), UDOT is able to know what is 
happening on Utah roads, and provide travelers the information they need to plan their routes. 
UDOT communicates travel information online at udottraffic.utah.gov 
 
UDOT has 160 VMS located on I-15 and on major routes, telling travelers of upcoming construction, 
lane closures, crashes blocking their route, expected travel times or information ahead of a large 
weather event. 
 
Located throughout the state, UDOT traffic cameras provide real-time traffic views of current road 
conditions. These cameras help operators at the TOC know what’s happening on the roads are used 
by news stations to report traffic conditions and are readily available to the public at 
udottraffic.utah.gov 
 
UDOT has more than 730 cameras in operation throughout the state, with more than 75 percent 
located in Salt Lake and Utah counties. 
 
Social Media: UDOT uses Twitter, Facebook and YouTube to post information and updates on 
traffic conditions, changes in traffic flow, construction activities and weather conditions, as well as 
educational materials such as animations and tutorials. 
 
Traff ic Mobile Application: This application provides mobile access to information about 
current traffic conditions, accidents, road construction activities, seasonal road closures, traffic 
cameras and VMS messages. 
 
UDOT Senior Management team comprise a Portfolio Management Team (PMT) to review, 
prioritize, and fund application development projects to provide continued efficiencies and 
functions to UDOT personnel, contractors, and traveling public. 
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Accomplishments of FY2014 

 
See the SLA, and associated Product Descriptions, for a complete detailed list of measures) 
 
- Percent of Project tasks completed within scope, schedule and budget 
- Percent of customers satisfied and the percent where expectations have been exceeded 
- Server Percent Uptime 
- Responsiveness to Support Requests 
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Describe IT Involvement in coordination efforts with other State and Local government entities 

Many enhancements of various UDOT systems were accomplished in FY14 in addition to those 
outlined below. Some specific project accomplishments are: 
 
- Operations Maintenance System (OMS) created a Dashboard to track maintenance tasks 
metrics, a module to track and manage Hard Surfaces (pavement),  a LOM budget target impacts 
for PLB, a Mobile MMQA analysis module, enhanced the SuperTanker, and a Spot Improvement 
report 
 
- Traffic Operations Center (TOC) completed identified enhancements. 
 
- Enterprise Data System (EDS) completed the identified Linear Bench Enhancements 
 
- Event Registration System completed the ability for company administrators to manage the 
online registration of multiple employees 
 
- Materials Testing System completed HMA Special Provisions and Materials Survey 
modifications. 
 
- Online Permits (OLP) completed the ability to add Special Event Type, Analyze/Change 
Milepost offsets, Post Back process credit card processing. 
 
- Project Development Business System (PDBS) completed $0 Rates for payroll adjustments,  
ability to add Total to Sub-contract payments, modifications to the Bid Award Review process,  
completed the new Certified Payroll conversion/enhancements, provide a Price Average view,  
created a Project Start Time report, turned off auto calculations. 
 
- Structures -  Pontis to meet new Federal reporting requirements. 
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Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

Examples of Public/Private partnerships are: 
 
-UDOT conducts joint research projects with the State’s Universities to improve project quality and 
reduce costs. 
 
-UDOT has various agreements with cities and counties to share fiber communication resources. 
 
-UDOT and the State of Arizona’s Motor Carrier Divisions work together to reduce truck down time 
due to obtaining permits. 
 
 
- The Department of Transportation is an active participant of AASHTO (American Association of 
State Highway Transportation Organizations), which brings together all fifty states of the union to 
develop best practices for transportation and conduct research in new technologies, construction 
methodologies, and materials. 
 

 

The areas of IT inter-agency coordination are: 
 
- The UDOT Traffic Operations Center coordinates with the counties and cities utilizing the 
Automated Traffic Management System to improve and coordinated traffic flow as well as provide 
effective incident management. 
 
- Data interfaces between Public Safety, Tax and UDOT to share vehicle information so that it is  
current and does not have to be gathered and data entered twice. 
 
- UDOT shares highway and transportation information with the State AGRC office to make useful 
information available to other agencies or private entities 
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Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically). 
 
 

-The Traffic Operations Center maintains constant communications with Utah’s Television and 
Radio stations to provide the travelling public with the most current information concerning the 
status of road construction projects and the condition of the highways. 
 
-UDOT has established cooperative software development projects with road construction 
contractors and Motor Carriers to ensure that the resulting systems developed by UDOT will reduce 
governmental administrative overhead when private firms interact with the State. 
 
-In cooperation with AGRC, a statewide GPS network has been installed to improve accuracy and 
speed of surveying in the State by public and private survey companies. 
 
-Traffic flows are adjusted by the Traffic Operation centers when major events take place in the 
Valley (e.g. Energy Solutions Basket Ball games, LDS Conference etc.) to speed the flow of traffic 
and minimize traffic congestion. 
 
-Through the CMGC (Contractor Management General Contractor) process all of the major partners 
involved in roadway design, both public and private engineers, work jointly in developing the most 
efficient designs to reduce costs at the time of construction. 
 
-The Motor Carrier Division of UDOT participates in a cooperative Western Regional Permit 
consortium, which consists of public and private organizations from other states to enable trucking 
companies to seamlessly cross state borders. 
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If the Agency intends to verify DTS’ security standards for the Agency’s data, that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

 
 

 
The following is a list of Systems that provide on-line services. 
 

System Name System Purpose 
ARC IMS Graphical  Data WEB Map Server 

Customer Service Log Track citizen complaint/problem issues  involving any UDOT-related 
item 

CVIEW (Motor Carriers) Provide carrier information 
Electronic Plan Room Electronic Publishing Plans and Specs 

Online Permits Provide on-line access to submit requests to UDOT for permits, such as 
Right of Way encroachments permits. 

PDBS - Electronic Bids   Allows the contractors to submit bids on construction projects 
electronically 

TOC - 511 - TAT (Traveler 
Advisory Telephone) Voice interactive Traffic information distribution 

TOC – UDOT Traffic Web Site Monitor and report equipment failures.  Allow drivers to receive alerts 
about events that are changing road conditions. 

TOC – Smart Phone 
Application 

The app allows access to road conditions and traffic information on 
mobile devices 

UDOT Website Present various UDOT information on the web 

Utah Motor Carrier Permits Provide on-line access to create Oversize/Overweight permits for the 
Trucking industry 

Bentley ProjectWise Enables UDOT and private design contractors to collaborate roadway 
specifications and designs efficiently 

Electronic Signatures Allows users of various UDOT applications to electronically signs 
documents 

 
A disaster recovery test is tentatively scheduled for the fall of 2014 to confirm the ability to restore 
backup files and use them to resume computer operations. 
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FY 2015 IT Plan Executive Summary 
July 1, 2014  

IT Budget Summary for Agency 

 
 
 
Indicate any changes in the budget from the previous year.  If there are changes, list the specific 
DTS service(s) that will be impacted and the amount of increase or decrease. 

 
I tem: 
 
Salaries & Benefits:     $     420,000 
Current Expense (Incl. S/W Maint. & DTS Rates) $  8,481,800 
DTS Rates:      $  7,105,000 
DP Capital (Incl. Projects)    $  2,294,000 
 

Total:      $11,195,800 
 
 
 
 
 
 
 

 
The UDOT IT budget was increased by an ongoing Building Block of $1,900,000 which will be used 
to cover increases in IT software maintenance costs and provide funding for IT development 
projects. 
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2015 IT Plan - UDOT
Project Information

Name UDOT-FY15-Asset Management

Description and Anticipated Benefits

SMS Module:
1.  Configuration
2.  Technical Memorandum
3.  Present S.A.M. (Signs & Sign Bridges)
PMS, PMS, and AMS Implementation Assistance
- Model Development & Configuration
Annual Software Maintenenace and Gold Level
Support

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $437,951.00
Estimated Anual Operation/Maintenance Costs $65,960.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $7,000.00
Contract Dollars $364,991.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange State
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - UDOT
Project Information

Name UDOT-FY15-Clean Decal Maximum Permit

Description and Anticipated Benefits
New Database that securely stores the public's
private information, System to maintain queued
requests.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None

661



2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $28,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $28,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange State
Access Agency,Public,State
Information Types Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - UDOT
Project Information

Name UDOT-FY15-Data Warehouse

Description and Anticipated Benefits
Project to integrate the BI data warehouse and
the UGATE layer information into one integrated
data warehouse information source.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Maintain existing application/product,Enhance
GIS,Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None

664



2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $314,670.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $89,670.00
Contract Dollars $225,000.00

Other Dollars 0

665



2015 IT Plan - UDOT
Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-ePM  FMIS

Description and Anticipated Benefits

  The Federal Highway Administration has
released a revision to the Fiscal Management
Information System (FMIS) which they are calling
release 5.0. The intent and requirement is to
modernize the data communication between the
States and FHWA using a new XML format and
changes in the data that will be communicated
both to and from FHWA.  The planned
implementation date they have set is October
2014 but the final specifications will not be
released until July.  This will cause the
development to run past the 10/1/14 expiration of
current funding.  This request is for the
anticipated funding needed after 10/1/14.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $80,500.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $14,000.00
Contract Dollars $66,500.00

Other Dollars 0

668



2015 IT Plan - UDOT
Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange Federal
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - UDOT
Project Information

Name UDOT-FY15-ePM Interchange Construction
Portal

Description and Anticipated Benefits

"This project will provide users with the ability to
take an existing document stored in the
document library and either make an adjustment
to the existing document attributes or kick it off
into a workflow.  Currently, only when a
document is uploaded to the site do we have the
ability to change document attibutes and
generate a workflow.
We will also be developing alternative views to
the document library to allow users to customize
the information that they need to review on
documents."

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $35,709.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $35,709.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-ePM ROW and CMS Contract
Integration

Description and Anticipated Benefits

 Establish and standardize the consultant
contract process related to Right of Way
contracts.  This project was started in 2014 but
the change of the key developer caused the start
of the project to be delayed.  The Right of Way
group contracts for services to assist in the
appraisal and acquisition of property and/or
access rights for UDOT’s construction projects.
This Right of Way contracting is not tracked or
managed in any formal computer system.
Policies and procedures are in place however,
compliance enforcement of the rules and
regulations that govern the contracting of
services for federally funded projects is difficult at
best.  UDOT has a system, CMS, which manages
and enforces contracting rules and regulations
during other phases of the project delivery
process.   The system will required some
modifications in order to manage the contracting
process for Right of Way acquisition services.
While Phase 1 gives the basic ability to start
managing contracts, Phase 2 which will start in
July adds the ROW ICE and completes the
creation of the ROW specific processes and
controls.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None

673



2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $76,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $76,000.00

Other Dollars 0

674



2015 IT Plan - UDOT
Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - UDOT
Project Information

Name UDOT-FY15-Maintenance

Description and Anticipated Benefits

Maintenance development for UDOT's many
applications including:   Materials, ePM, Online
Permits, UGATE, STIP, Comptrollers, TOC, and
the many other applications.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $3,510,664.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $3,259,620.00
Contract Dollars $251,044.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - UDOT
Project Information

Name UDOT-FY15-Materials Aggregate Module

Description and Anticipated Benefits

Development of a module within the Materials
Database that evaluates the acceptability of the
aggregates used on UDOT projects. The addition
of this module as well as the IA Module will
complete the Materials Database functionality
and help meet the Department's quality
management initiative.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $176,410.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $56,910.00
Contract Dollars $119,500.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - UDOT
Project Information

Name UDOT-FY15-Materials IA Database Module

Description and Anticipated Benefits

Ability to track completion of individual IA's and
evaluate results against acceptable criteria by
each FOP required for the certification to remain
in good standing. Ability for region IAI's and lab
managers to enter their own IA results. QSE will
review and accept IA's entered by lab managers.
Use results to calculate confidence intervals.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $210,500.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $10,500.00
Contract Dollars $200,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-MC CVIEW Enhancement

Description and Anticipated Benefits
CVIEW Enhancements to integrate Federal
CVISN requirements with UDOT's Motor Carrier
system.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $371,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $371,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange State,Federal
Access State,Agency
Information Types Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low

687



2015 IT Plan - UDOT
Project Information

Name UDOT-FY15-MC License Plate Reader Optical
Scanner

Description and Anticipated Benefits Integrated system with UDOT's Motor Carrier
data, Tax File with the LPR/OCR database.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $2,158,299.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $7,000.00
Contract Dollars $2,151,299.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange State,Federal
Access State,Agency
Information Types Personal Private Information
Regulatory Compliance PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-OMS Import of Mandli Data

Description and Anticipated Benefits

"1) Coordination and cooperation with Mandli
contractors to ensure that Mandli data is valid,
properly formatted, and successfully incorporated
into the OMS Feature Inventory.
2) Customer and technical documentation as
needed."

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $84,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $28,000.00
Contract Dollars $56,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-OMS LOM

Description and Anticipated Benefits

1) Support for LOM application developed at
UDOT;
2) Coordination and cooperation with Agile
Assets contractor as LOM application is
incorporated into OMS developed by Agile
Assets."

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $42,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $14,000.00
Contract Dollars $28,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-OMS PLB

Description and Anticipated Benefits

1) Support for PLB application developed at
UDOT;
2) Coordination and cooperation with Agile
Assets contractor as PLB application is
incorporated into OMS developed by Agile
Assets."

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $42,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $14,000.00
Contract Dollars $28,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-OMS Reports

Description and Anticipated Benefits

1) Categorize, document, publish OMS Reports;
2) Optimize OMS Reports using excessive
database server resources or substitute APEX
reports;
3) Develop OMS Reports as needed."

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $42,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $14,000.00
Contract Dollars $28,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-PDBS Certified Payroll Completion
and Implementation

Description and Anticipated Benefits

The purpose of this project is to complete the
development and implementation of the new
Certified Payroll module in Oracle forms. This
project is estimated to be 85-90% code complete
by the beginning of FY15. This project will
complete the development of the module, create
new reports, create a Davis Bacon wage import,
and provide programming support for the
implementation process.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $28,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $28,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange Federal
Access Public,Agency
Information Types Personal Private Information
Regulatory Compliance SSA
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-PDBS Construction Management
Software

Description and Anticipated Benefits

The new application will need to support the
functionality as defined in the Integrated Project
Delivery study that was performed in 2012.
Project Phases will include:  1. Review of
Business and Functional Requirements.  2.
Creation and Release of an RFP to Solicite Bids.
3. Evaluation of RFP Responses.  4. Selection of
Vendor.  5. Contract Negotiations.  6.
Determination of Implementation Phasing.  7.
Develop Project Plan and Schedule.  8.
Implementation

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $535,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $450,000.00
Labor Dollars $35,000.00
Contract Dollars $50,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange State,Federal
Access State,Public,Agency
Information Types None
Regulatory Compliance Federal Code or Regulation - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-PDBS Electronic Documents and
Workflow

Description and Anticipated Benefits

This project will include the following
activities/deliverables:  1. Review of current
document usage in construction.  2. Creation and
Release of an RFP to Solicite Bids.  3. Evaluation
of RFP Responses.  4. Selection of Vendor.  5.
Contract Negotiations.  6. Determination of
Implementation Phasing.  7. Develop Project Plan
and Schedule.  8.  Implementation

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $470,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $325,000.00
Labor Dollars $70,000.00
Contract Dollars $75,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange Public
Access Agency,Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-Roadway Collection and Data
Integration

Description and Anticipated Benefits

1.  Mobilization
2.  Data Collection of all identified assets
3.  Receipt of QA's Post Processed Data
4.  Load data into UDOT system

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $1,400,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $1,400,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-Security and ADA Compliance

Description and Anticipated Benefits

Conformance to Utah State and Federal Security
and ADA rules and  mandates. This project
includes the following functional areas for which a
security project has been created.  These
security projects are listed in order of importance
with their estimated development staff cost and
software needs.  More than one of these projects
can and will probably run concurrently.  Staff
costs include meetings, research time, SW
installation and training, SW auditing and code
reviews, and the creation of documentation.
1- Application Vulnerability Identity and Repair -
Tools and procedures to keep hackers out
($31,776)
2- Incident Response Procedures - Disaster
recovery procedures to eliminate threats that get
through ($2,664)
3- Security Testing and Auditing; and Policy and
Process - Ongoing testing and auditing ($30,888)
4- Third Party Security Management - Like
function 1 but for purchased SW ($10,064)
5- Cognos Data Source Vulnerabilities - Find and
Fix Cognos-specific vulnerabilities ($8,388 + SW
Cost of $15,000)
6- Security Governance - Answer the Deloitt
Audit policy and process findings of lacking
documentation ($8,388)
7- Mobile Device Data Security - Determine
mobile vulnerabilities and develop policies and
processes ($1,776)
8- Production Data Access Procedures -
Complete developer ID & prod. access policies &
procedures ($1,776)
9- ADA (Americans with Disabilities Act) - Set
policies and procedures for UDOT Dev. ($9.276 +
SW Cost of $11,000)
10- Data Archive - Ongoing monitoring of archive
and data backup requirements ($444)
11- Virtual Private Network (VPN) and Remote
Access Mgt - Monitoring and approval (No
specific staff cost)"

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None

715



2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $254,340.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $26,000.00
Labor Dollars $104,340.00
Contract Dollars $124,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-Single Sign-On

Description and Anticipated Benefits

"This project deals with conformance to Utah
State and Federal Security rules and  mandates
regarding secure password management and the
benefits of having a single sign-on into all of
UDOT's systems.

Protecting the State of Utah's computers,
systems, and data from unauthorized access is of
preeminent importance. Sound password
management and the policies and procedures
used to assure that happens is the foundation
that must exist as a base in order to utilize single
sign-on techniques and software.

There are three alternative ways to do this
project, without or with one of two single sign-on
software packages - Oracle Single Sign-On or
SiteMinder.  In all lthree cases, the mandated
standards and rules will be met with the
password management base described above.
However, there are some convenient advantages
that the single sign-on software gives, such as
one password used one time to get a person into
any UDOT system without having to re-ender a
password when going from one system to
another, and a master kill switch to easily close
system access for terminating employees.  The
features of single sign-on software, however,
come with a cost.

The two costs shown in this nomination are:
-   basic password management with no
additional software, and
-   password management with Oracle Single
Sign-on.  See details sheet.

The third alternative, utilizing SiteMinder, an
already owned software package, instead of
Oracle Single Sign-on, will give most of the
advantages of the Oracle Single Sign-on software
at a lower cost.  All three alternatives will be
analyzed further."

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $391,760.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $91,760.00
Contract Dollars $300,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-Software Maintenance

Description and Anticipated Benefits
Software Maintenance for UDOT's purchased
software including:  Cognos, OMS, ProjectWise,
Bentley, AASHTOWARE, , and other software

Project Manager David Burton
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $1,879,407.00
Estimated Anual Operation/Maintenance Costs $1,879,407.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-TOC Performance Metrics

Description and Anticipated Benefits

Link Pivot, Shane Report, Split Failure,
Congestion Forecast, Red Light Running,
Congestion Cake, Automated Alerts, ASC3 log
decoder, Executive Reports, Arrival On Green
Comparison Charts, PCD for Diamonds, Top 10
Congestion Locations, Top 10 Commutes.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $161,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $161,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange Public
Access Public,State,Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-TOC Signal System Performance
Management

Description and Anticipated Benefits

With the purchase of a new signal system there
will be considerable time needed to integrate the
system to work with existing hardware and
software.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $63,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $63,000.00
Contract Dollars $0.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-TOC UDOT Traffic Software System
Enhancements

Description and Anticipated Benefits

The UDOT Traffic Software Systems
Enhancements project continues to build on the
work accomplished by previous UDOT Traffic
enhancement projects. The main objective of this
project is to increase the capabilities and usability
of the UDOT Traffic systems currently deployed
at the UDOT Traffic Operations Center.
Enhancements will include new functionality and
improved user interfaces of TOC operational
software, TOC Weather Operations software
systems, UDOT Traffic websites, UDOT Traffic
iOS and Android applications, and ATMS system
health software. These software impovements
will provide the public with additional and more
reliable traffic data provided by the above
mentioned software systems. TOC control room
operators efficiency and productivity will be
increased due to enhancements made to the
TOC's traffic and freeway management software
system. UDOT senior leaders and management
will benefit from enhancements made to the
TOC's traffic, ATMS system health, and UDOT
Traffic Construction and Lane Closure alerts
software systems reporting and dashboard
functionality.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $630,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $630,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access State,Public,Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-Traffic Management ESRI Roads
and Highways

Description and Anticipated Benefits

 Implementation Phase for ESRI Roads &
Highways, this phases consists of 3 desktop
licenses a server and test environment license
which will provide additional tools and
functionality for the editing and maintenance of
GIS data as it pertains to our existing LRS
solution.

Project Manager David Burton
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None

733



2015 IT Plan - UDOT

Project Financial Information
Estimated Project Cost $312,815.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $10,815.00
Software Dollars $45,000.00
Labor Dollars $7,000.00
Contract Dollars $250,000.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Project Information

Name UDOT-FY15-UDOT Equipment Maintence
Records

Description and Anticipated Benefits

" UDOT Equipment Operations has identified an
occurring problem with servicing vehicles. Each
time a
vehicle comes into the truck maintenance shop, a
full inspection of the vehicle is performed. During
these
inspections many problems are identified that
could have been prevented with proper
preventative
maintenance. Currently any repairs and
preventative maintenance performed on a vehicle
is recorded in a
""yellow"" log book stored in the vehicle’s glove
box. These log books are not always kept up to
date, and
often contain incorrect information.
The idea behind the vehicle maintenance web
site is to track the preventative maintenance
performed on
the vehicles, gather and store maintenance data
per vehicle, and to analyze such data in the form
of
reports.
Each inspection requires the completion of a
101SS form. This form will be available online as
part of the
vehicle maintenance web site and saved to the
database and a thumb drive. The thumb drive will
remain
with the vehicle and may eventually replace the
“yellow” log books."

Project Manager David Burton
Organizational Impact Department candidate

Purpose Develop new application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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Project Financial Information
Estimated Project Cost $43,216.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $43,216.00

Other Dollars 0
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Security Plan

Criticality Mission Supportive
Authentication/Authorization Yes
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 24 hrs

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement 24 hrs

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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Agency   UTAH DEPARTMENT OF INSURANCE 
 
 
 
Agency Mission Statement 
 
 
The Mission of the Utah Insurance Department is to foster a healthy 
insurance market by promoting fair ,  reasonable and responsive practices that 
ensure avai lable,  affordable and rel iable insurance products and services.  
  
The mission of the department wi l l  be accomplished by educating, serving 
and protecting insurance consumers and other industry part ic ipants and 
other governmental agencies at a reasonable cost.  
 
We cooperate with and serve state and other governmental agencies in fulf i l l ing 
these responsibi l i t ies.  

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 
 
The vis ion of the Utah Insurance Department is to be local ly  and nationally  
recognized as a leader in eff ic iency and effectiveness of process; professionalism, 
quality  of service; and consumer protection. 
 
L ikewise the vis ion of the UID/DTS’s Information Services Divis ion is to be local ly  
and national ly  recognized as an Insurance Department that is  technological ly  
innovative, leveraging avai lable technology,  and seeking new technologies to 
support the UID’s business objectives.  
 
We provide business-driven technology direction and resources to UID staff  and 
their  customers. 
 
 
 
 
Information technology objectives of the agency 
 
 

v Offer superior service and support to UID through DTS. 
v Implement business driven technology needs. 
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v Implement Sircon for States Paid enhancements. 
v Implement Utah Interactive based application enhancements. 
v Track desktop support cal ls and resolution t ime. 
v Track applications support cal ls and resolution t ime. 
v Track f irst  contact resolutions.  
v Create a business resumption plan (CoOP) that is  real and funded based on 

the “Ops Plan is the CoOP Plan” concept.   
v Expand capabil i t ies for application deployment,  desktop/laptop patching, 

monitoring and desktop imaging.   
v Expand network application monitoring. 
v Implement Healthcare Init iat ives to support Health Care Reform. 

 
 
 
 
Agency Business Objectives that have IT projects supporting them  
 

• Cooperate and serve the State and other Government agencies 
 

• Foster a healthy Insurance market by promoting fair ,  reasonably and 
responsive practices 

 
• Provide cost effective education to consumer, industry,  and government 

partners 
 

• Provide cost effective protection to consumers, industry,  and government 
partners 

 
• Provide cost effective service to consumers, industry,  and government 

partners 
 
 
 
 
 
 
External Forces 
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Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 
 

Over the next two to three years the Utah Insurance Department operations wil l  be 
impacted by healthcare reform init iat ives at the state and federal levels,  efforts in 
Congress to require states to regulate i ts producers,  agencies and companies in a 
uniform way, modernization init iat ives from industry,  regulators and Congress to 
modernize the regulation of insurance in a global economy, a mandate to increase 
the detection and prosecution of insurance fraud and international efforts to create 
uniform and principles based insurance regulation of international companies.  The 
regulation of insurance by most i f  not al l  of  the f i f ty  states and terr i tor ies wil l  
undergo signif icant changes to address these issues.  
 
 

 
 

Describe the Agency business changes that will occur as a result of these impacts 
 
 
 
The Insurance department wi l l  be required to do more with fewer resources.  I ts 
l icensing applications may need to be adjusted.  New init iat ives related to Health 
Care Reform, both on a State and Federal level wi l l  be required to support related 
legislat ion.  
 
 
 
 
 

Describe the Information Technology Impact that will occur due to these changes 
 
 
 
Healthcare reform wil l  include the development of in it iat ives to implement an 
electronic health records and information system that wi l l  enable providers,  
hospitals and payors to share these electronic records.  More uniform software 
standards and measures wil l  be needed.  The above issues wil l  dr ive a rel iance on 
use of e-commerce techniques and data storage and retr ieval methods.  Enterprise 
based init iat ives wi l l  be needed more quickly and economical ly .   The use of Geo 
tagging wil l  increase.  HIPUtah and the Risk Adjuster Board wil l  need websites and 
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capabil i ty  to interface securely with the insurance portal  and also with their  
administrators.   
 
Addit ional development of onl ine services, off ice automation and cost avoidance IT 
projects wi l l  be required in order to meet the business demands. Risk assessments,  
system vulnerabi l i ty  scans, intrusion protection and other efforts wi l l  need to be 
applied to ensure compliance with operational and security  requirements. 
 

 
 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 
 
 
 
A l l  services systems are actively monitored to ensure they remain operational.   This 
includes vendor applications that are key to ensuring the Insurance Department and 
its customers and constituents can conduct business. Avai labi l i ty  of  key 
applications is reported monthly. 
 
IT  Project management processes are in used to ensure the Utah Insurance 
Department’s mission and vision are achievable,  new legislat ion is implemented and 
system development meets agency expectations. 
 
 

 
 

Accomplishments of FY2014 
 
 
 

ü Implemented SIRCON Updates. 
ü Implement the latest version of TeamMate 
ü Deployed Updated Find an Agent I I  on the Utah Health Exchange Portal 
ü Deployed a new Captive system 
ü First Contact Resolution of IT Issues has improved 
ü Satisfaction rating was high for DTS/Insurance Department staff .  
ü Implement the Transparency DataBase 
ü Implement the Mobile version of the Transparency Database 
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Describe IT Involvement in coordination efforts with other State and Local government entities 
 
 
The Utah Insurance Department hosts the SIRC (Sircon Insurance Regulators 
Consort ium) Shareware Server which currently  Utah, Georgia,  Colorado, Oklahoma, 
Virginia,  and Wisconsin are using in production environments.  
 
As part of healthcare reform the UID is continuing development of a transparency 
database that wi l l  be used on the State’s Health Exchange for Exchange users to 
compare the various offering avai lable through the portal .  This project requires 
coordination between GOED, UID and HHS, UID’s l icensing application vendor Sircon 
Corporation and UID’s web developer Utah Interactive LLC .  
 
 
 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 
 
 
The Utah Insurance Department is a member of the National Association of 
Insurance Commissioners which is an organization that coordinates insurance 
industry uniformity and reciprocity through the f i f ty  states and terr itor ies. 
 
The UID is also very involved with i t  f ive primary vendors, Sircon 
http://www.sircon.com/utah),  NAIC (http://www.naic.org),  NIPR (National Insurance 
Producers Registry http://www.nipr.com), SERFF (State Electronic Rate and Forms 
Fi l ing system http://www.serff .com), and Prometric Services Testing and 
Assessment (http://prometric.com/utah)  
 
Leveraging the resources of these f ive vendors along with the resources of DTS, the 
Utah Insurance Department is well  posit ioned to accomplish i ts regulatory and 
consumer protection mission and IT objectives. 
 
 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 
The UID has been and continues to str ive to have al l  business transactions avai lable 
onl ine. In the area of Producer Licensing (Agents/Agencies) v irtual ly  al l  transactions 
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are avai lable onl ine. Department Rules requires electronic submission of al l  
producer l icensing related transactions. Producer init ia l  appl ication auto approval,  
onl ine reinstatements, auto designation / appointment terminations and onl ine 
l icense print ing are just a few of services onl ine or automated. More onl ine services 
and off ice automation are planned for FY2015 
 
Company l icensing transactions are predominantly onl ine as are Market Conduct,  
Consumer Services, and Rate and Form Fi l ing.  Plans include automated l ive queries 
on the UID website. 
 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

 
 
UID has created and accepted a “UID Information Security  Pol icy of Pol ic ies”.   This 
documents  
 
UID’s acceptance of the DTS Enterprise Information Security  Pol icy.   UID is also 
working to  
 
Val idate these standards and practices by scanning, using geo-blocking, doing pen 
testing and other  
 
Measures outl ined in the UID security  strategy.   UID has establ ished a department 
security  
 
Counci l  whose intent is  to determine the implementation of the security  pol icy.  
 
 
 
IT Budget Summary for Agency 
 
         FY2015 
 
DP Current Expense  ~ $ 500,000 
DP Capital  Expense   ~ $            0 
DP Supplied    ~ $     4,000 
IT Application Maintenance Expense ( included in Current Expenses) 
E-Commerce Fund   ~ $ 645,700 
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2015 IT Plan - UID
Project Information

Name UID-FY15-6903-ALAB Documentum Mentoring
and Consulting

Description and Anticipated Benefits

Documentum Consulting / Mentoring utilizing a
contract source obtained via and RFP for the
purpose of Mentoring, Consulting and Training
the Utah Department of Insurance business staff
and the DTS employees. The DTS employees
who are assigned to UID must be more fully
trained in both operational and programming
aspects of Documentum. This candidate provides
the approved path for greater efficiency in the
ability of the DTS staff to support UID in this area.
This candidate also provides for consulting
services to assist in accomplishing the goal of
bringing internal staff up to speed.

Project Manager Carl Meek
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes are anticiapted to objectives
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2015 IT Plan - UID

Project Financial Information
Estimated Project Cost $30,000.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation No IT Supplemental is anticiapted

Anticipated Building Block Request for an IT Appropriation No building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $30,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - UID
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - UID
Project Information

Name UID-FY15-690X-ALXX Application Maintenance

Description and Anticipated Benefits

Application Maintenance Candidate. Contains
application maintenance projects and tasks for
the Utah Department of Insurance (UID). UID has
numerous applications that need regular and
consistent operations and application support.
This includes working with the vendor (SIRCON)
on the core UID application. It also includes
Documentum which provides content
management. Appliation support includes
working closely with DTS on the Agent Search
web site.

Project Manager Carl Meek
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives
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2015 IT Plan - UID

Project Financial Information
Estimated Project Cost $45,000.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental IT appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $45,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - UID
Security Plan

Criticality Mission Critical
Authentication/Authorization No
Data Exchange None
Access Agency
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - UID
Project Information

Name UID-FY15-6955-CCL2-SERFF Plan Managment
Exchange

Description and Anticipated Benefits

Enchanements to SERFF (System for Electronic
Rate and Form Filing) a SAAS web application
developed, hosted and maintained by the
National Association of Insurnance
Commissioners (NAIC). Previously, SERFF Cycle
I enhancements were complete in 2011; SERFF
Cycle II Phase I enhancements were completed
in 2012. This candidate addresses SERFF Plan
Managemernt Exchange.

Project Manager Carl Meek
Organizational Impact Department candidate

Purpose Maintain existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives is anticipated
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2015 IT Plan - UID

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00

Anticipated Supplemental IT Appropriation No supplemental appropriation is
anticipated

Anticipated Building Block Request for an IT Appropriation No building block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - UID
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange State
Access State
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - UID
Project Information

Name UID-FY15-Insurance Transparency Database

Description and Anticipated Benefits

The Utah Insurance Department has requested
that DTS develop an Insurance Transparency
Database (ITDB). The ITDB project collects
health insurance quality measures, solvency
data, and rate information. Reports will display
this information so that a consumer can make
informed decisions on what healthcare package
works best for them. The grant may be used for
Plan Mangement for the Utah Health Exchange.
DTS is currently making this application available
on mobile devices. This will allow the use of this
applications by the ever growing use of mobile
devices to access state information.

Project Manager Carl Meek
Organizational Impact Department candidate

Purpose Enhance existing application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives No changes to objectives
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2015 IT Plan - UID

Project Financial Information
Estimated Project Cost $0.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation No IT supplemental is anticipated

Anticipated Building Block Request for an IT Appropriation No buiding block is anticipated

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $0.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - UID
Security Plan

Criticality Mission Important
Authentication/Authorization No
Data Exchange None
Access Public
Information Types None
Regulatory Compliance None
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Per SLA

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Per SLA

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Jobs

Impact on Infrastructure Operations Services that
may result with development of Project No additional impact

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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Agency  
 
 
 
Agency Mission Statement 

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 
 
Agency Business Objectives that have IT projects supporting them  

The mission of the Utah Labor Commission is to lead in achieving safety and fairness in Utah’s 
workplaces. 
 

To support the Utah Labor Commission’s mission and business direction by: 
• Continuing to provide and support a technical infrastructure which is responsive, reliable, and 
secure 
• Continuing to develop and support computer applications that make efficient use of staff time 
allowing staff to provide better response and service to the public 
• Automate business processes where possible 
• Use computer applications to extend the services of the Labor Commission through the internet 
allowing current Labor Commission staff to service more customers and provide more online access 
to public and business customers to learn of and utilize the services offered by the Labor 
Commission. 
 

Maximize IT Resources by: 
• Utilize DTS resources effectively and efficiently to accomplish the mission, goals and objectives of 
the Labor Commission 
• Make all business and public services of the Labor Commission available on the web inasmuch as 
funding and business processes will allow 
• Reduce overall costs to the Commission and support staff through the effective application of 
technology. 
 

Utah Labor Commission (ULC) 
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External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

 
 

Describe the Agency business changes that will occur as a result of these impacts 

 
 

1. Ensure Utah workers are covered by workers’ compensation insurance 
2. Ensure Utah insurance carriers are reporting coverage in a timely manner 
3. Monitor employers applying for and qualifying for self insured status for workers comp coverage 
4. Track all work related injuries within the state and the insurance carrier response for medical 
payments for work related injuries 
5. Provide mediation between employers and employees to resolve conflict 
6. Make the workplace free from discrimination and harassment 
7. Promote fair hiring practices, payment of wages, and a fair working environment 
8. Enforce child labor laws 
9. Promote fair practices in buying, selling and renting of property 
10. Monitor the workplace for safety and consult with employers to make the workplace safer 
11. Monitor and Inspect boilers, pressure vessels, elevators, and moving walkways within the state 
12. Provide certification to Utah miners and consultation with mine owners to make the Utah mining 
environment safer. 
 

• Budget limitations and restrictions are a constant threat to the ability of the agency to provide the 
level of service expected and needed by customers. The Labor Commission has made adjustments 
in processes and staff to counter these reductions and restrictions. Shortages in state or federal 
funding will ultimately result in a loss of service. 
• The current level of staff at the Labor Commission has not kept pace with the overall growth of the 
states’ population. The current staff has seen a significant rise in volume of service requests and 
caseloads over the past 3-5 years. The agency expects to see this disparity continue for the next 2-3 
years. 
 

The Labor Commission has made multiple adjustments to staff and business processes as a result 
of budgetary limitations and restrictions, and increase in demand for services by customers. In 
addition to these internal adjustments the agency is looking to utilize technology to make current 
staff more efficient, allow more electronic communication with customers, and automate processes 
where possible. 
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Describe the Information Technology Impact that will occur due to these changes 

 
 
 
List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 
 

Accomplishments of FY2014 

 

• Specifically the use of online services to facilitate creation of efficiencies between the agency and 
public customers. The use of online forms and web applications that integrate into the current 
information system’s database to gather and disseminate data electronically and reduce the amount 
of paper and postage the agency currently deals with. 
• The use of online ‘wizards’ to educate and direct public customers to the correct sources of 
information and services. 
• Revamping current terminologies and navigation used on websites and forms to make information 
more understandable and usable. 
• The use of on demand web services between the agency and business customers to facilitate a 
more flexible and efficient form of electronic data exchange with these customers. Describe the 
Information Technology Impact that will occur due to these changes. 
 

The Labor Commission currently reviews and will continue to use service level metrics provided by 
DTS for response time from the infrastructure group as well as monitor the availability and 
performance of its key applications. 
 
The agency measures up time and down time interruptions during business hours of the primary 
systems used by the agency. Labor also depends heavily upon reliable network and internet services 
provided by DTS for the receipt and distribution of emails, especially email and calendar systems, 
and access to network drives and the internet. 
 

• EDI-FROI enhancements completed for this major service used by the Commission and their 
customers 
• Encryption of all data in databases used by the agency to comply with security standards 
• Full Three-Tier development, testing and production environment to meet DTS security standards 
• Re-negotiation of Sybase/SAP licensing agreement and creation of new server environment 
• Staff realignment and adjustment of responsibilities reflecting departures and hires of staff 
• Implementation of new IT Manager and role for efficient management of staff and projects 
• Successful continued use of DTS Project Manager to identify project process flow for multiple 
projects, maintain timelines and maintain budgets for new projects 
• Successful implementation of Senate Bill 99 for SPUD implementation 
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Describe IT Involvement in coordination efforts with other State and Local government entities 

 
 
Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

• The Labor Commission and Department of Workforce Services (DWS) continue to partner in the 
sharing and coordinating of employer data. 
• The Labor Commission also utilizes interfaces with Division of Finance for the electronic 
processing of payments, receivables and collections. 
 

The Labor Commission continues to partner with several business partners in the private sector to 
receive and transmit information regarding but not limited to workers compensation data, cost of 
injury data, employer data, and benefit information. Some of these entities include Workers 
Compensation Fund, UII, National Council on Compensation Insurance, Pinnacle Inc, Medical 
Providers and Clinics, Federal HUD and EEOC. 
 

• Online 123 System to capture physician first reports of injury via web service or online form 
submission. 
• Capture of Industrial Accidents data via the national IAIABC standard transmitted and processed 
via EDI 
• Capture of Workers Comp Policy data via the national IAIABC standard transmitted and processed 
via EDI 
• Secure Online credit card gateway to allow customers to pay for services online in a secure 
environment compliant with current state auditing rules for credit card processing. 
 

Labor Commission is very concerned with information security and the protection of data and 
systems. As security standards for the state are developed and implemented by DTS, those 
standards will also be reviewed and implemented at Labor. Labor will continue to be a partner in that 
process and expects that changes to how Labor’s electronic data is secured, stored, or transmitted, 
will be coordinated with the Agency. Labor anticipates that security will be an ongoing discussion 
item in the Security meeting attended by Labor, and will respond to changes in a timely manner and 
by the due dates established. 
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IT Budget Summary for Agency 

 
 
 
Indicate any changes in the budget from the previous year.  If there are changes, list the specific DTS 
service(s) that will be impacted and the amount of increase or decrease. 

The Labor Commission does not have a dedicated IT Budget. Approximately $980,398 is spent on 
Application Development and Maintenance and approximately $292,000 is spent each year on 
Desktop Support and Network charges. 
 

Budget is increased $286,398 from the prior year’s $694,000.  Change is to accommodate 
increased licensing costs for SAP/Sybase ($20,000); additional time-limited FTE staffing ($127,753) 
and consultant charges ($130,000) anticipated for development of newly authorized programs; and 
the use of DTS assigned project manager for managing projects ($8,644). 
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2015 IT Plan - ULC
Project Information

Name ULC-FY15-ULC Applications

Description and Anticipated Benefits

Enhance and maintain applications for the Utah
Labor Commission, including Uninsured
Employers Fund; Employers Reinsurance Fund;
Claims EDI (FROI and SROI); Proof of Coverage;
Online 123; and Miner Certification.

Project Manager Judd Houser
Organizational Impact Department candidate

Purpose
Maintain existing application/product,Develop
new application/product,Enhance existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives Respond to legislative actions and management
directives.
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2015 IT Plan - ULC

Project Financial Information
Estimated Project Cost $980,400.00
Estimated Anual Operation/Maintenance Costs $0.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $20,000.00
Labor Dollars $830,400.00
Contract Dollars $130,000.00

Other Dollars 0
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2015 IT Plan - ULC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public,State
Access Agency,Public
Information Types Personal Private Information
Regulatory Compliance SSA,PCI,PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover 3-5 days

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement 3-5 days

Project has a Documented Disaster
Recovery Plan No-Explain

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Jobs

Impact on Infrastructure Operations Services that
may result with development of Project

Additional process an storage capacity; additional
memory; retrieve and restore capacity and the ability to
accomodate estimate annual growth.

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Medium
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Agency  
 
 
 
Agency Mission Statement 

 
 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 
 
Agency Business Objectives that have IT projects supporting them  

Our mission is to collect revenue for the state and local governments and to equitably administer tax 
and assigned motor vehicle laws. 
 

Ensure that technology and systems are in place that allows the agency to fulfill its mission as 
effectively and efficiently as possible. 

Keep the Lights On: all the software, systems and infrastructure now in place must keep working 
since processing of information is the primary business activity of the Tax Commission. 
 
Implement Legislation: support the legislature as laws affecting agency business change, ensuring 
changes are implemented as efficiently and effectively as possible. 
 
Improve and Expand Services Offered On Line: support agency efforts to provide services to citizens 
via the internet by improving existing services and implementing new services. 
 
Deliver Better Tools for Better Results: identify, prioritize and implement proposed enhancements to 
existing systems or new systems that support the agency’s mission. 
 
 
 

Better Tools for Better Results 
 
Make Compliance Easier – Make Evasion Harder 
 
 
 
 
 

Tax Commission 
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External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

 
 

Describe the Agency business changes that will occur as a result of these impacts 

 
 

Describe the Information Technology Impact that will occur due to these changes 

The Internal Revenue Service (IRS) wields substantial influence over tax compliance processes. 
Current IRS initiatives include modernizing electronic filing, finding ways to increase adoption of 
electronic filing options, meeting mandates to improve privacy by reducing use of taxpayer 
identification numbers (SSN), providing for secure electronic communications, etc. 
 
Legislation is passed each year that affects much of the agency’s operations. This becomes a key 
driver behind agency priorities. 
 
Tax is increasingly subject to requirements imposed by outside organizations such as Payment Card 
Industry security standards. As these requirements change Tax must adapt to remain compliant. 
 
Several years ago Tax selected GenTax as the platform of choice for all tax processing. During 
FY2014 most business functions related to Motor Vehicle and Motor Vehicle Enforcement migrated 
to a GenTax platform (this is the VADRS implementation. This commercial product is used in many 
jurisdictions and is regularly updated. Tax’s intent is to remain at current versions of this product so 
regular upgrades will be required. 
 

Processes, procedures, forms and other changes will be made as needed. 
 
Security will continue to be emphasized by agency leadership through policy, training and monitoring 
of day-to-day work activities. 
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List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 
 

Accomplishments of FY2014 

 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 

Risk assessments, system scans and other efforts to ensure compliance with security requirements. 
 
State legislation requires system changes that have to be developed, tested and implemented each 
year. 
 
Keeping current with GenTax and VADRS changes requires periodic updates to the underlying 
infrastructure and software. 
 
 

All systems are actively monitored to ensure they remain operational and to assess performance of 
the application. Availability of key applications is reported monthly. 
 
Project management processes are used to ensure legislation, GenTax and VADRS service packs, as 
well as any other software projects are implemented and meet agency expectations. 
 
 

The agency in partnership with Fast Enterprises and DTS successfully implemented the VADRS 
product replacing 3 major agency systems (MVA, Bladerunner, and Hannibal) supporting DMV and 
MVED. 
 
The agency in partnership with Dataimage and DTS began the process of replacing the existing 
scanning software at the agency (J&B) with a Kofax solution. This will replace two existing products 
with a single product and significantly upgrade the agencies scanning process. This project has 5 
phases three of which are completed in FY 2014. 
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Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 

Work with agencies where Tax has data sharing agreements to ensure updates take place on the 
desired schedule. These include UDOT, DPS, Commerce and others. 
 
Provide local government access to data from Tax systems that affect their operations related to 
areas such as sales tax, motor vehicle titling and registration, property tax rates, etc. 
 
Participate in working groups for shared applications such as One Stop Business Registration. 
 
Certified Tax Rates system used by local government and other entities to simplify the process for 
certifying tax rates, and make the process itself more visible. 
 
 

Fast Enterprises, provider of the GenTax system, will remain a long-term partner for support and 
improvement of these systems. 
 
Work with Utah Interactive for many on-line services related to motor vehicle titling and registration 
as well as OSBR. 
 
 

Most interactions taxpayers have with the Tax Commission can be done electronically today through 
the Taxpayer Access Point (TAP) module in GenTax. Tax continues to encourage increased adoption 
of these services and look for opportunities to offer new services.  
With the implementation of VADRS many interactions with the DMV and MVED divisions can be 
conducted through the MVP VADRS module.  These include Motor Vehicle Dealer and Salesperson 
renewals and licensing, electronic lien processes for financial institutions, and the ordering of 
personalized plates.  
Working with UII the agency has provided real-time access to motor vehicle registration renewals 
both on-line and through On-The-Spot stations. 
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If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

 

 
The	  Tax	  Commission	  will	  work	  closely	  with	  DTS	  personnel	  to	  ensure	  compliance	  with	  regulatory	  
requirements.	  	  	  

As	  defined	  in	  the	  PCI	  DSS	  v3	  requirements,	  DTS	  is	  considered	  to	  be	  a	  service	  provider	  and	  the	  Tax	  
Commission	  is	  the	  merchant.	  	  In	  order	  to	  comply	  with	  these	  requirements,	  an	  annual	  assessment	  is	  
required.	  	  As	  part	  of	  the	  annual	  SLA,	  the	  Tax	  Commission,	  in	  cooperation	  with	  DTS,	  will	  clearly	  identify	  
the	  services	  and	  system	  components	  which	  are	  included	  in	  the	  scope	  of	  DTS’s	  PCI	  DSS	  assessment,	  the	  
specific	  PCI	  DSS	  requirements	  covered	  by	  DTS,	  and	  any	  requirements	  which	  are	  the	  responsibility	  of	  the	  
Tax	  Commission	  to	  include	  in	  their	  own	  PCI	  DSS	  reviews.	  	  

There	  are	  two	  options	  for	  DTS	  to	  validate	  compliance:	  	  

1)	  They	  can	  undergo	  a	  PCI	  DSS	  assessment	  on	  their	  own,	  by	  a	  PCI	  qualified	  ISA	  or	  QSA,	  and	  provide	  
evidence	  to	  the	  Tax	  Commission	  to	  demonstrate	  their	  compliance;	  or	  	  

2)	  If	  they	  do	  not	  undergo	  their	  own	  PCI	  DSS	  assessment,	  they	  will	  need	  to	  have	  their	  services	  reviewed	  
during	  the	  course	  of	  each	  of	  the	  Tax	  Commission	  annual	  PCI	  DSS	  assessments.	  	  The	  review	  will	  involve	  
completing	  the	  PCI	  DSS	  Report	  on	  Compliance	  questionnaire.	  

If	  DTS	  undergoes	  their	  own	  PCI	  DSS	  assessment,	  they	  should	  provide	  sufficient	  evidence	  to	  the	  Tax	  
Commission	  to	  verify	  that	  the	  scope	  of	  the	  PCI	  DSS	  assessment	  covered	  the	  services	  applicable	  to	  the	  
Tax	  Commission	  and	  that	  the	  relevant	  PCI	  DSS	  requirements	  were	  examined	  and	  determined	  to	  be	  in	  
place.	  

	  

As	  defined	  in	  the	  IRS	  Pub.	  1075,	  the	  agency	  will	  conduct	  an	  internal	  inspection	  of	  the	  consolidated	  data	  
center	  every	  18	  months,	  as	  described	  in	  Section	  6.4,	  Internal	  Inspections.	  Multiple	  agencies	  sharing	  a	  
consolidated	  data	  center	  may	  partner	  together	  to	  conduct	  a	  single,	  comprehensive	  internal	  inspection.	  	  
The	  inspection	  will	  involve	  completing	  the	  IRS	  IT	  Internal	  Inspection	  report.	  This	  process	  could	  cover	  Tax,	  
ORS,	  and	  DWS	  since	  all	  are	  under	  the	  same	  IRS	  requirements.	  
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IT Budget Summary for Agency 

 
 
 
Indicate any changes in the budget from the previous year.  If there are changes, list the specific DTS 
service(s) that will be impacted and the amount of increase or decrease. 

6300       400,700 
6500   11,400,000 
6600       969,000 
 
 

We continue to decommission servers and storage related to the change from MVA to VADRS, three 
to 5 more servers here. The full implementation of Kofax with a result of the removal of all J&B 
servers there will be a reduction of hosting and storage cost to the agency. This reduction is 
estimated at $11,000 per month starting in January 2015 for a total of $66,000 for FY15. 
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2015 IT Plan - USTC
Project Information

Name USTC-FY15-Front End

Description and Anticipated Benefits

Applications that support front end handling and
capture of paper documents, checks and
remittance coupons. This includes NCR
remittance processors with software provided by
Wausau Financial Systems, Scan Optics SO
series scanners with software provided by Scan
Optics and Transcentra, Fujistu scanners with
Software from Kofax provided by Dataimage,
Versatile records management software for
managing document retention, Spectrum
inventory control software and other utility
programs.

During FY2013 Tax began reviewing long term
plans for remittance and high speed scanning,
knowing the hardware and software involved had
reached end of life. For FY2015 Tax expects to
complete the implementation of  a Kofax-based
scanning solution to replace Scan Optics Sonar
and Vista Capture along with Trancentra provided
services and solutions this will also retire the
Scanoptics SO scanners. Remittance software
provided by Wausau will be upgraded, this
upgrade will be accompanied by the retirement of
the NCR remittance processors.

Project Manager Elaine Wood
Organizational Impact Department candidate

Purpose
Enhance existing application/product,Develop
new application/product,Maintain existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives N/A
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2015 IT Plan - USTC

Project Financial Information
Estimated Project Cost $360,000.00
Estimated Anual Operation/Maintenance Costs $60,000.00
Anticipated Supplemental IT Appropriation N/A

Anticipated Building Block Request for an IT Appropriation N/A

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $150,000.00
Labor Dollars $110,000.00
Contract Dollars $100,000.00

Other Dollars 0
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2015 IT Plan - USTC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State,Public
Access Agency

Information Types Financial-bank accounts routing information,Credit Card,Personal Private
Information

Regulatory Compliance State Code - Specify,IRS
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan No

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Best effort

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement Best effort

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education,Energy

Impact on Infrastructure Operations Services that
may result with development of Project Server to support Wausau upgrade

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - USTC
Project Information

Name USTC-FY15-GenTax

Description and Anticipated Benefits

Accounts for all activities associated with
selected tax types and other agency programs,
such as registration, return filing, payments,
audits and collections; includes TAP module for
web-based account management, return filing
and payments.

Project Manager Elaine Wood
Organizational Impact Department candidate

Purpose
Maintain existing application/product,Develop
new application/product,Enhance existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - USTC

Project Financial Information
Estimated Project Cost $5,380,000.00
Estimated Anual Operation/Maintenance Costs $4,000,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $3,000,000.00
Contract Dollars $2,380,000.00

Other Dollars 0
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2015 IT Plan - USTC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange Public,Federal,State
Access Public,Agency

Information Types Credit Card,Financial-bank accounts routing information,Personal Private
Information

Regulatory Compliance IRS,State Code - Specify,Federal Code or Regulation - Specify,PCI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover Best effort

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

Yes

Project Time-to-Recovery Requirement Best effort

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Self-Determination,Jobs,Energy,Education

Impact on Infrastructure Operations Services that
may result with development of Project Upgrades to servers to remain current

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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2015 IT Plan - USTC
Project Information

Name USTC-FY15-Other Support

Description and Anticipated Benefits

Several commercial applications and a few
internally developed applications that support
records management, appeals management,
inventory control and other agency functions as
well as DBA support for all applications.

FY2015 will involve mostly operational support. A
new version of JustWare is expected, FatPot
usage will expand and remaining applications
may be moved to shared rather than dedicated
Oracle environments. DBA work that is common
across applications is captured here as well.

Project Manager Jerri Betts
Organizational Impact Department candidate

Purpose
Enhance existing application/product,Maintain
existing application/product,Maintain existing
infrastructure,Enhance existing infrastructure

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - USTC

Project Financial Information
Estimated Project Cost $500,000.00
Estimated Anual Operation/Maintenance Costs $500,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $500,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - USTC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State,Federal,Public
Access Agency,Public,State
Information Types Personal Private Information

Regulatory Compliance Federal Code or Regulation - Specify,PCI,IRS,State Code -
Specify,FBI,PPI,BCI

State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Best effort

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Best effort

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Education,Energy

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Medium
Severity Level Medium
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2015 IT Plan - USTC
Project Information

Name USTC-FY15-Property Tax Applications

Description and Anticipated Benefits

Includes Certified Tax Rates, Centrally Assessed,
GIS and other applications supporting the
Property Tax division.
The agency is currently reviewing the feasability
of using Gentax for a replacement for the
Centrally Assessed system. There is the potential
for that project to start in FY2015.

Project Manager Elaine Wood
Organizational Impact Department candidate

Purpose

Develop new application/product,Enhance
existing application/product,Maintain existing
application/product,Enhance GIS,Collaboration
with local government

Estimated Start Date 07/01/14

Estimated End Date 06/30/15

Anticipated Changes in Objectives, projects or initiatives Change to GenTax for Centrally Assessed if the
current review warrants this.
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2015 IT Plan - USTC

Project Financial Information
Estimated Project Cost $400,000.00
Estimated Anual Operation/Maintenance Costs $400,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $400,000.00
Contract Dollars $0.00

Other Dollars 0
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2015 IT Plan - USTC
Security Plan

Criticality Mission Important
Authentication/Authorization Yes
Data Exchange State,Public
Access Agency,State,Public
Information Types None
Regulatory Compliance State Code - Specify
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 No-Time to recover

Project Time to Recover Best effort

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Best effort

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Energy,Education

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level Low
Severity Level Low
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2015 IT Plan - USTC
Project Information

Name USTC-FY15-VADRS

Description and Anticipated Benefits

Titles and registers all types of vehicles, issues
inventory, prints titles and registrations,
processes impounds, handles cashiering to
account for monies received, etc.
Provides applications for licensing of auto dealers
and sales people, tracking of investigations
relative to licensees, support for law enforcement
staff in the field and other components.

Project Manager Elaine Wood

Organizational Impact Division (or other dept. sub-unit) candidate;
identify

Purpose
Maintain existing application/product,Develop
new application/product,Enhance existing
application/product

Estimated Start Date 07/01/14

Estimated End Date 06/30/15
Anticipated Changes in Objectives, projects or initiatives None
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2015 IT Plan - USTC

Project Financial Information
Estimated Project Cost $1,500,000.00
Estimated Anual Operation/Maintenance Costs $1,000,000.00
Anticipated Supplemental IT Appropriation None

Anticipated Building Block Request for an IT Appropriation None

IT Assets to Complete Project
Hardware Dollars $0.00
Software Dollars $0.00
Labor Dollars $750,000.00
Contract Dollars $750,000.00

Other Dollars 0
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2015 IT Plan - USTC
Security Plan

Criticality Mission Critical
Authentication/Authorization Yes
Data Exchange State,Federal,Public
Access State,Public,Agency
Information Types Personal Private Information,Credit Card
Regulatory Compliance Federal Code or Regulation - Specify,State Code - Specify,PCI,FBI,BCI,PPI
State Code
Federal Code
Other

Business Resumption & Disaster Recovery Plan
Project has a Federal or State
requirement for a Written Business
Resumption Plan

No

Project has a Written Business
Resumption Plan Yes

Project has a business requirement for
24/7 Yes

Project Time to Recover Immediate

Project has a Federal or State
Requirement for a Written Disaster
Recovery Plan

No-Explain

Project Time-to-Recovery Requirement Immediate

Project has a Documented Disaster
Recovery Plan Yes

Project Impact
Support of Executive Branch Strategic Goals Jobs,Self-Determination,Energy,Education

Impact on Infrastructure Operations Services that
may result with development of Project None

Project Should be included in DTS Enterprise Plan No

Risk/Severity
Risk Level High
Severity Level High
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Agency  
 
 
 
Agency Mission Statement 

 
Statement of Agency IT Vision/Mission that reflects SLA content 

 
 
Information technology objectives of the agency 

 
Agency Business Objectives that have IT projects supporting them  

 
 
External Forces 
 

Describe the Federal, Economic, and Industry forces that will impact your agency operations over 
the next 2-3 years 

We are the state agency that assists former and present members of the U.S. Armed Forces and 
their dependents in preparing claims for and securing such compensation, hospitalization, 
educations and vocational training, and other benefits or privileges to which they may be entitled 
under Federal or state law or regulation by reason of the service in the military 
 

The Department of Veterans Affairs is primarily focused on outreach to the tens of thousands of 
military veterans in Utah. By increasing awareness of state and federal benefits and opportunities, 
and assisting veterans and survivors in applying for these benefits, the state supports its veteran 
population. 
 
In order to keep veterans apprised of the intimidating and dynamic federal VA benefits morass, the 
DVA has developed a Veterans Tracking Database. This database allows voluntary registration by 
veterans. This database improves the effectiveness of outreach efforts allowing specific 
demographics to be targeted with applicable opportunities instead of relying only on mass media.  

• Veteran Tracking 
• Community Outreach  

• Veteran Tracking 
• Community Outreach  

The Department of Veterans and Military Affairs (VMA) 
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Describe the Agency business changes that will occur as a result of these impacts 

 
 

Describe the Information Technology Impact that will occur due to these changes 

 
 
 

The aging populations of the Korean Conflict and Vietnam War are moving to assisted living centers 
and requiring a significant amount of health care. As these veterans become unable to care for 
themselves or navigate and apply for VA benefits, the DVA becomes increasingly critical. In addition 
to these populations, the suicide rates of current service members and recently retired members are 
of deep concern to the military. The Executive Director has laid out an aggressive plan to adjust and 
focus outreach efforts to become more efficient and effective at ensuring veterans get needed and 
earned assistance.  
 
Older veterans are traditionally more comfortable with physical media such as direct mail, however 
as family members begin taking a more active role in caring for their veteran parents, it is necessary 
to ensure both physical and digital options are available for obtaining information about benefits.  
 

Infrastructure will need to be improved in some of the VMA facilities. Websites will need to be 
continually updated and maintained to ensure the design is complaint with mobile devices.  

N/A 
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List any performance measures used by the agency for implementing the agency’s information 
technology objectives. 

 
 

Accomplishments of FY2014 

 
 
Describe IT Involvement in coordination efforts with other State and Local government entities 

 
 

 Veterans subscribed to the database 

The Veteran’s Tracking Database was encrypted and underwent two security enhancements.  
 
VMA moved office locations to a larger space within the same building which has accommodated the 
addition of two new employees.  
 

Veterans works closely with DWS to assist veterans looking for work. They are also collaborating with 
the Department of Heritage & Arts to allow the searching of all cemeteries in the state for veteran 
grave sites.  
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Describe Public/Private partnerships agency is involved in to accomplish agency IT objectives. 

 
 
Describe efforts to conduct electronic transactions in compliance with UCA §46-4-503 (Government 
products and services provided electronically).  

 
 
If the Agency intends to verify DTS’ security standards for the Agency’s data that DTS maintains or 
transmits, describe the plan for the timing and method of verifying DTS’ security standards. 

 
 
IT Budget Summary for Agency 

 

  

 

VMA works closely with the DTS Solutions team to ensure their site and database are encrypted and 
secure.  

 The GOED IT budget primarily consists of funds allocated to pay DTS rates. Funds for IT projects are 
project specific.  
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